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ttinclude <stdlib.h>
ttinclude <stdio.h>
#tinclude <string.h>

int main(int argc, char **argv) {

if (argc != 3) {

printf("USAGE: %s INPUT OUTPUT\n", argv[0]);
return 0;

¥
FILE* input = fopen(argv[1], "rb");
FILE* output = fopen(argv[2], "wb");
if (linput || !output) {
printf("Error\n");

return 0;

by
char k[] = "CENSORED";
char c, p, t = 0;

while ((p = fgetc(input)) != EOF) {

C (p + (k[1i % strlen(k)] ~ t) + i*i) & Oxff;
t = p;

1++;

fputc(c, output);
)

return ©

}
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#include <stdlib.h>

#include <stdio.h>

#tinclude <string.h>

int main(int argc, char **argv) {

if (argc != 2) {

printf("USAGE: %s INPUT OUTPUT\n", argv[0]);
return 0;

b

//FILE* input = fopen(argv[1l], "rb");
FILE* input = fopen(argv[1l], "rb");

if (!input) {

printf("Error\n");

return 0;

¥

char c, p, t = 0;

int i = 0;

char w[] = "Hi! This is only test message\n"; //JEEK input
unsigned int j = 0;

while ((p = fgetc(input)) != EOF) {
// printf("read %d", p);

for (j=31;j<125;j++) {

c=(p- (jJ~t)-i*i) & oxff;

if (c == w[i]) {

printf("%c",j);

int main(int argc, char **argv)argc RS8N %1, B2 argv A TTENE, THBAAN, SRE\BEASEGHE, RE£
i# argy A TTREIA . argv AW E —AITE (argv[0]) REFSL, ESHRRER arge FREMN EXA TR, /KT
EHTE®. XEMBR K): VeryLongKeyYouWillNeverGuess, R )5 FIH k F Xt msg002.enc #HTH#EZE, 5% msg002.enc
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#include <stdlib.h>

#include <stdio.h>

#tinclude <string.h>

int main(int argc, char **argv) {

if (argc != 3) {

printf("USAGE: %s INPUT OUTPUT\n", argv[0]);

return 0;
}
FILE* input = fopen(argv[1l], "rb");
FILE* output = fopen(argv[2], "wb");
if (linput || !output) {
printf("Error\n");

return 0;

= fgetc(input)) != EOF) {
c = (p - (k[i % strlen(k)] ~ t) - i*i) & Oxff;
printf("Decrypting %x i=%d t=%d k=%d -> %d\n",p,i,t,(k[i % strlen(k)] ~ t),c);
t = c;
1++;
//printf("%c",c);

fputc(c, output);

g++;
if (g>450) {break;}
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UBVRIDOEN 5 EREFUQSAD TDBANKOWwHE T 2ZDgeYT IwZmI 2Nz TONDTOM2Y 2N | JmMaw7 TFNIRYAS TDBAMTQBOGF JHm1Z T i MmUSHWEWY TYyNDF INTkwZUWT
UOVRIDOENDS gREFUQSASTDBANDOXYTYY YIONZ 1kMjkz ¥ THIM2QxMUQZNWZ k ZUn7 IFNIRYAS IDBAY ZABMGZ iMmQ1 2Tk ZOGHAMWR JOG T XMW kN 11 TDs =

gVRIDGeM ic 7 1 ERBVEE ePSAwe DN i ZGEBYRYSY I0SOGE 20600 T 20 ImZ 1 7mY2 BMOVETSUC ePSAweGR1YMRIZTZ 1M27 § 71y SHary 1M 1U2MmE §Hmymtith7 =
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o N base64 NG HIXIE, A%

SEQ = 13; DATA = Ox3b04b26al0adada2f67326bb0cSd6L, SIG :
Ox2e5ab24i9dc21df406a87de0b3b4L: SEQ = 0; DATA -
(x7492f4ec9001202dcb569df468b4L, SIG = (xc9107666b1cc040adfc2eBdeleT|
SEQ = 5 DATA = 0x94d97e04f52c2d6f4219aachfObSL; SIG

Ox1e3bbddeafl1582e85eaddbfO0a0L, SEQ = 4, DATA -
0x2c29150f1e311ef09bc9f06 735acL, SIG B 0x1665fb2dar761cddedsf2 7ac80cbl
SEQ - 18; DATA - 0x181901c059de3b0f2d4840ab3aebl; SIG

Ox1bBbdf3468181ce33aldaZaBhibel ; SEQ = 2, DATA -
0xBa03676745df01el16745145d4d212L; SIG =  O0x1378c2504Bc19853b6817eh3363al
SEQ = 20; DATA = Ox674880905956979¢ced9af33433L; SIG :
0x198901d5373ea225cc5c0db66987L; SEQ = 0O; DATA =
0x63328227319%cfTebaddfcbel787bL; SIG = Ox2b15275412244442d%e60fc91asl
SEQ = 28 DATA = 0x19688f112361169c9090a4f9918dL. SIG :
Ox1448acbeee2b2e91alab241e590eL. SEQ = 24, DATA -
0x59d0264d4a134fa5a91521b25e46L.  SIG = Ox2bc3bfa47c0eB5444aal3efalclsl
SEQ = 21, DATA = Oxd24562795754da7abe213ffcllel. SIG :
0x208babd43638118bfbfa24675ee9L. SEQ = 19; DATA -
Ox75c1fbc2B8bb27b5d2db9601fo967L; SIG = Ox2b5b628bf8183400cdab 75870011
SEQ = 33; DATA = 0x580e36ce59978681893e38d5ecal.; SIG

Ox2b15275412244442d%e60fc91aal; SEQ = 27; DATA -
Oxleea254dB861b2dcTec03b37efSbL; SIG - Oxd6268f00fele2964d5645859e21
SEQ = 24, DATA - Oxa02ad3cdf9aa345fe83f059cabdl, SIG

0x3d939c9477d93bfcB3dda7 51219, SEQ = 4, DATA =
Ox2edbb2eacTcbeB3082387dal0576el, SIG - 0x77d2d083e702509a6b4 7124 2fed|
SEQ = 14, DATA = 0xB3afae83cldb7776751d56¢309fL, SIG

0x400a19b82a4700ffcBa7515d7599L; SEQ = 5 DATA =
Ox7occ3d3cb267d75acf0bl10f579ecl; SIG S 26256 Cedce2fR0913051 cBly@hafl
orm - [} MATA - M0 dale SAACT Aal 28l o =) AL A 20 M [ Pl

RIMBTE GRS, JFHAEEKESER DATA, B H% RSA 25, KX BEK dp,qRi A #H flag
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X xor md5

55 30 49 4C 56 D2 73 70 12 45 A8 BA 85 CO 3E 53 | DOILVGsp E"°.A>S
020 73 1B 78 2A 4B ES 77 2€é GSE 73 BF AR 85 9C 15 6F s x*Eéwi"s;*. @ o
030 54 2C 73 1B 58 B8A €6 48 SB 19 84 BO 80 CA 33 73 | I,s X5fH[ .°€E3s
040 5C 52 OC 4C 10 SE 32 3T 12 OC FB BA CB 8F 6A 53 | \R L 227 &°E js

01 78 OC 4C 10 9E 32 37 12 OC FB BA CB 8F &6A 53 x L 227 4°E js
060 01 78 OC 4C 10 SE 32 37 12 OC FB BA CB B8F 6A 53 x L 27 G°E is
Q70 01 78 OC 4C 10 35E 32 37 12 OC 8% D5 A2 FC x L 327 %8¢t

HTF A E B/FRPIRTT XO0R, FHFFF 01 78 0c 4c 10 9e 32 37 12 Oc fbe
ba cb 8f 6a 53EE Hiimms : on ool o

REERARHEEAT, JTHAEKHE
bash 01 78 ( 8f 6a 53¢

T RHRES1EE] bash 00000000: 68 4d 4d 4d Oc 00 47 4f 4f 44 00 4a<
4f 42 Oc 2a hMMM. . GOOD. JOB. * 00000010: 54 48 45 00 46 4c 41 47 00 49¢
53 00 4e 4f 54 00 THE.FLAG. IS.NOT. 00000020: 72 63 74 66 5b 77 45 11«
4c Tf 44 10 4e 13 7f 3c rctf[wE.L.D.N..< 00000030: 55 54 7f 57 48 14«
54 7f 49 15 7f 0a 4b 45 59 20 UT.WH. T. I...KEY 00000040: 5d 2a 00 00¢

00 00 00 00 00 00 00 00 00 00 00 00 I*.............. 00000050: 00 00<
00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 ....oveunennn.. 00000060«
00 00 00 00 00 00 00 00 OO 00 OO 00 00 00 00 00 .....cvviuennnn. <«
00000070: 00 00 00 OO 00 00 00 00 00 00 72 6f 69 73 .......... rois¢

FET MM NEZRER, FE retfiEEMNIZZE {7, Frld XOR KEY¢
NE—"FPHENIZE xor 0x20, BE«

bash 00000000: 48 6d 6d 6d 2c 20 67 6f 6f 64 20 6a 6f 62 Zc<
Oa Hmmm, goodjob,. 00000010: 74 68 65 20 66 6¢c 61 67 20 69 73 20 6e 6f¢
74 20 theflagisnot 00000020: 52 43 54 46 Tb 57 65 31 6c 5f 64 30 Ge«
33 5f lc RCTF {Well_dOn3_. 00000030: 75 74 5f 77 68 34 74 5f 69 35 5Hf¢
2a 6b 65 79 00 ut wh4t ib *kev. 00000040: 7d 0a 20 20 20 20 20 20 20¢



20 20 20 20 20 20_20 }T 06000050: 20 20 20 20 20 20 20 20 20 20 20 20¢
20 20 20 20 00000060: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20¢
00000070: 20 20 20 20 20 20 20 20 20 20 52 4f 49 53 ROIS<

FLAGH &R —dIMFHAEEFEITETFTH, RARE I KEYALER =<

TFEEEE bash 00000000: 48 6d 6d 6d 2c 20 67 6f 6f 64 20 6a 6f 62¢
2c 20 Hmmm, goodjob, 00000010: 74 68 65 20 66 6c 61 67 20 69 73 20 Ge<
6f 74 Oa theflagisnot. 00000020: 52 43 54 46 7Tb 57 65 31 6c of 64 30¢
6e 33 5f 36 RCTF {Well_dOn3_6 00000030: 75 74 5f 77 68 34 74 5f 69 35¢
of Za 6b 65 79 2a ut_whdt_ib5_xkey* 00000040: 7d Oa 20 20 20 20 20 20¢
20 20 20 20 20 20 20 Oa }. 00000050: 20 20 20 20 20 20 20 20 20 20 20¢

20 20 20 20 Oa 00000060: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20¢
0a 00000070: 20 20 20 20 20 20 20 20 20 20 52 4f 49 53 . .. ROIS<

Itk BTEY XOR KEY=21582c6c30bel217322cdb9achaf4ab9, RIEZ B BFEFXZ
> MD5, 7 https://hashkiller. co. uk/md5—decrypter. aspxaig 2l % f & M«
= "y

= “that” ¢

Hfft FLAGHAY keyBEIm#  FLAGY

RCTF {Well dOn3 6ut_wh4t i5 that}<

Easy Crypto



Mo - CFE
IfHF) WRIRE) EUO) WE(N) WRH)
get buf unsign s[256]
get buf t[256]

we have key:hello world

for i:0 to 256
set s[i]a

for i:0 to 256
set t[i]-key[{i)mod(key.lenth))

fori:0 to 256
set j:(j+s[i] +t[i])mod(256)
swap:s(il.slj]

for m:0 to 37
set i:(i + 1)mod(256)
set j:(j + S[i)mod(256)
swap:s|ilsj]
set x:(s[i] + (s[jlmod(256))mod(256))
set flagim]:flag[m] *s[x]

fprint flagx to file

o HAFMHTT i\ jBRESAHE, KAVIGHN N0 BI], FEHA.
-*- coding: utf-8 -*-
open('enc. txt', 'r', encoding= ' ISO- 8859-1' )

f.read()

'hello world'

j=e# W14k
s = list(range(256)) #BIEERFFIFE
for i in range(256):

j =(j+ s[i] + ord(key[i % len(key)])) % 256
s[il,s[J] = s[jl,s[il]
i=e#IuE L

j=e#HItRL

for r in C:

i=(i+1)%256

j=(j+s[1])% 256

s[il, s[3] = s[j], s[i]
x=(s[1]+(s[]j]%256))%256
ch += chr(ord(r) ~ s[x])
print(ch)

e EIS{55a0a84f86a6ad40006f014619577ad3}

cr2-many-time-secrets

o BHEKAEMIER, ERwriteup/s KILFIFOne Time PadI B S B KI W . RELITEELEHERE T CyberChiefEE &
BENBEMRE . H T MagictR A IFF N REE AR . FENOTP AR B SUXORFE B R % K, N2 TXOR
bruteforce, A

&b m 27 bh 48 Zil oA



Rt AN IR AT 2 P X o

XFFOTPEM I EM, AR LR A Crib dragging attack Rk g . X2 —Fh 2 anEksB B, counter modeffblock
cipherfl SR EH T VB countertd F] A X B i . BAKKIMEREW T : http://travisdazell.blogspot.com/2012/11/many-time-
pad-attack-crib-

drag.html, SZEBLIX Fh I KA. https://github.com/SpiderLabs/cribdrag, 7 F X ANl 4 ke i A 8 B o i 35 3, 8 SR8 R S i eh
BERATHRE X EFFR—T, ERXATE RN A

52a182239373d61748a1e3c651120712c212a24713d2e65262430791c263e203d63232f0F2065312
B71332065262c3168313722367918212f3721332021142665212637222228733e38312426386b
Your message is currently:
2]

48

80

120

160

200

240

280 el

Your key is currently:

2]

40

8@

128

160

200

240

280 i

Please enter your crib: [

BERFSRBERIMA—ANREETHXSREFHRNFZ/S, MIEFBRR, flag Bk ALEXCTF{, BiX&F/F5H
A

Please enter your crib: ALEXCTF{

% @: "Dear Fri"

1: "hho;:Q V"

2: "ef&JwWFkP"
3: "k/W1QymM"
‘l-: n lIAqanll

5: "SxWuhb/"

A UE R 0 RAMETMAR B XKFRFH. X TaeA BT RFE, BFRERFSZEmE™ . BFRz-mA LR
B, RIAA 0. BFNSRFBNMARIIN crib BUSCHKIERFATK, R lag RFH, BMEAA key:

Enter the correct position, 'none' for no match, or 'end' to quit: @

Is this crib part of the message or key? Please enter 'message' or ‘'key': key
Your message is currently:

2] Dear Fri

49
ge
120
160
200
2408
280 S

Your key is currently:
e ALEXCTF{
40
80




hitpsi/blog.csdnnetfweixin_44158508

o XHBEFMKE T —#HWL. ERIAERS, A1k 0 —MIERARK, **260:"ncryptio" BRI R L. HIHA
ALEXCTF{, %\ 260 fENIEMMAE. RAERSERWNT:

httpsy/blog.csdn.netfweixin_ 44158588

o [, FATATIFMX R —IHEHFFL, Fri FFLRBIRIR T AER Friend. %A\ “Dear Friend,"fE4 crib. 5% 0:
“ALEXCTF{HERE”,

o IRHE flag MH WARR, FTLUEM HERE Z G2 FRIZ%. ¥ “ALEXCTF{HERE_"EA crib I\ BRI A B X MFHEF:
260: “ncryption sch”,  ***234:"gree withme ", ***208: "cure,Let Me “, *** 182: “ever if the k", *** 156: " proven to be”, ***
130: “hod thatis m”, *** 104:“is the only e”, ***78: “n scheme, Ih”, ***52:"sed One time ", *** 26: "nderstood my "

o SEF 260, AT LAKE IS A BiE & scheme, %A "ncryption scheme "fE4 crib: 260: “ALEXCTF{HERE_GOES” ¥ #7] key
JEE I E T RIZLH AN : ** 260: “ncryption scheme a”,  *** 234: “gree with me to us”, *** 208: “cure, Let Me know”, *** 182:
“ever if the keyis”, *** 156: " provento be not", ***130: “hod thatis mathem”, *** 104: “is the only encryp”, ***78:"n
scheme, lheard ", *** 52: “sed One time pad e”, 26: “nderstood my mista”, 0:"Dear Friend, This “52 ff] 5 i JL 7 LAR
JE & encryption, T HIXFERKMFE L, FrLliX K% "sed One time pad encryption”:52:
"ALEXCTF{HERE_GOES_THE_KEY}

OldDriver



FIFFOHE, RIA RSA B9EER, NEHDTERR

[{"c":
73660675747411714617220651332429160804955059136632503300827474653836768939704114765507483948
41437418105312353971095003424322679616940371123028982189502042, "e": 10, "n":
25162507052339714421839688873734596177751124036723831003300959761137811490715205742941738406
548150240861779301784133652165908227917415483137585388986274803),

Fe:
21962825323300469151795920289886886562790942771546858500842179806566435767103803978885148772
139305484319688249368999503784441507383476095946258011317951461, “e*: 10, *n™:
23976859589904419798320812097681858652325473791891232710431997202897819580634937070900625213
218095330766877190212418023297341732808839488308551126409983193),

1*c":
55696894202740669578359833905835852865700876190481101411877005841937926952354050778115443551
59290382357149374107076406086154103351897890793598997687053983, "e": 10, *n":
18503782836858540043974558035601654610948915505645219820150251062305120148745545906567548650
191832090823482852604346478335353784501076761922605361848703623),

il =
45082461680445135184524938827135363906367415415518058217903389737976159712718672485843798131
14125478195284692695928668946553625483179633266057122967547052, "e": 10, *n":
23383087478545512218713157932934746110721706819077423418060220083657713428503582801909807142
802647367994289775015595100541168367083097506193809451365010723),

et
22966105670291282335588843018244161552764486373117942865966904076191122337435542553276743938
817686729554714315494818922753880198945897222422137268427611672, "e™: 10, *n™:
31775649089861428671057909076144152870796722528112580479442073365053916012507273433028451755
4369870547224960577497317584759583011640827550031956320053084931,



o JIAWT:

o UM 16 Bt 5747 R flag

EAE TR Lig 1
666cH 167 ThTToI 30574683 351TAT 234606051609 355166561 763160675167 13745160605 169747d

flagiwod th3 trdin i5 leaving g3t on it

wtc_rsa_bbq

o [ winhex FTFF G AR BT L, BRESK, BHAXM: cirpher.bin 1 key,pem, H#Z{# F RsaCtftool T..E 153 flag

root@kali: ~/RsaCtfTool @ @ ¢
EUR(T) FEAEN(H)

XFH(F) RIBE) FHE(V) ER(S)

cr4-poor-rsa

o HEBMNIBRIXHFE key.pub 3K, AT LAEER openssl SRIENTE, S A:



openssl rsa -pubin -in key.pub -text -noout

(399 bit)

:9¢:e7:¢cf:3¢:0¢c:bf:96:3a:00:96:61:
:f6:el:e3:fb:fc:6e:44:a0:7a:5e:0f:
:f8:1c:3a:e1:32:ac:56:83:d3:5b:28:

: 43
65537 (0x10001)

hitps://blog.csdn.netfweixin_44159598

from Crypto.PublicKey import RSA
import gmpy2, base64
open("key.pub", "r").read()
RSA.importKey(pub)
long(pub.n)

base64.b64decode("Ni45iH4UNXSttNufO0y80+G5I7tm8sBIUDNN7qfTIdEKJowdsiF2cpSbP/qI
WDjSi+w=")

print key.decrypt(secret)

flag_in_your hand1




PR TE R RS A R e
Flag in your Hand

Type in some token to get the flag.
Tips: Flag is in your hand.
Token: 1 |

Wrong!

xMpCOKC5I14INzFCab3WEmw

BRI 7E v js SO Hh 3R BIHR 32 s i 40 #) B 4

b | L]
i Efunction ck(s) {
g B try |
| ic
1 } catch (e} {
2 return;
}

4 var a = [ ’ :; ) [} " " " " A " " " 1;
5 3 if (s.length == a,length) {
6 3 for (i = 0; 1 < s.length; i++) {
H if (a[i] = s.charCodeRAt(i) != 3)
3 return ic = false;
S | }

return ic = true;
}

return ic = false;

LT AT BN a o R 3,python B4y

File Edit Format Run Options Window Help

9a =[115 101, 99, 117, 114, 105, 116, 121, 45, 120,98, 117]
S =

£y

1 An a:
s += chr(i)

print (s)

security-xbu

NN



BAFE flage

Flag in your Hand
Type in some token to get the flag.

Tips: Flag is in your hand.

Token: security-xbu J

 Get flag! |

You got the flag below!!

RenIbyd8FggbhawvQm7TDQ

safer-than-rot13

cry100&d |

I XMVIGC RGC AMG RVMG HGFGMQYCD VT VWM BYNCQ, NSVWDS NSGO RAC XG UWFN AF
2 HACDGMVWF. AIRVFN ATI AMG JVRRVC-XVMC, FYRBIG TVIZ ESV SAH CGQGM XGEGEC
3 RVMG NSAC A RYIG TMVR NSG SVWFG ESGMG NSGO EGMG XVMC WCNYI NSG HAO

4 FVRG IVMH JARG MVWCH NV NAZG NSGR VTT NV EAM. OVWM TIAD YF "CV NSYF

e s I

YF CVN JMOBNV RO HGRM", YC IVEGMJAFG, EYNS WCHGMFJVMGF YCFNGAH VT
FBAJGF, FWMMVWCHGH XO NSG WFWAI "TIAD"™ NAD ACH JWMIO XMAJGF. GCUVO.

XFXitE, LU TR

1.542 BROKEN MEN ARE MORE DESERVING OF OLR PITY, THOUGH THEY MAY BE JUST AS DANGEROUS. ALMOST ALL ARE COMMON- BORN, SIMPLE FOLK WHO HAD
NEVER EBEEN MORE THAN A MILE FROM THE HOUSE WHERE THEY WERE BORN LNTIL THE DAY SOME LORD CAME ROUND TO TAKE THEM OFF TO WAR. YOUR
FLAG [S8° NO THIS IS NOT CRYPTOMY DEAR®, IN LOWER CASE, WITH UNDERSCORES INSTEAD OF SPACES, SURROUNDED BY THE USUAL® FLAG™ TAG AND

CURLY BRACES. ENJOY.

1128 CRAVEL DEL URE DARE FENERGOLE AS AIR ZOTY. THAIEH THEY DUY CE PINT UN FULKERAIN. UMDANT (MM URE BADDAL-CARL. NODZME SAMV WHA HUF
LEGER CEEL DARE THUL U DOME SRAD THE HAINE WHERE THEY WERE CARL ILTOM THE FUY NADE MARF BUDE RAILF TA TUVE THED ASS TA WUR. YAIR
SME ON “LA THON ON LAT BEYZTA DY FEUR®, OL MAVERBINE, WOTH I[LFERNEAREN OLNTELF AS NIUBEX, NIRRAILFEF CY THE INILM “SMEX® TUK ULF

BIRMY CRUBEN. ELPAY.

3,312 BLAXEN MEN OLE MALE DEKELVING AT ALL WIPS, PRAUGR PRES MOS BE YUNP OK DONGELAUK. OZMAKP OII OLE HAMMAN-BALN, KIMWZE TAZX CRA ROD
NEVEL BEEN MALE PRON O MIZE TLAM PRE RAUKE CRELE PRES CELE BALN INPIZ PRE DOS KAME ZALD HOME LAUND PA POXE FREM ATT PA COL. SAUL
TZ0G IE “NA PRIK IK NAP HLSWPA MS DEOL™. IN ZACELHOKE, CIPR UNDELKHALEK INEPEOD AT KWOHEK. KULLAUNDED BS PRE UKUOZ “TZ0G™ POG OND

HULIS BLOWEE. ENYAS.

1320 HRAVED MED ORE MARE BENERGUDF AS AIR IUCY., CLAIPL CLEY MOY HE WINC ON BODPERAIN. OTMANC OTT ORE EAMMAD-HARD, NUMITE SATV FLA LOB
DEGER HEED MARE CLOD O MUTE SRAM CLE LAINE FLERE CLEY FERE HARD IDCUT CLE BOY NAME TARE KOME RAIDE CA COVE CLEM ASS CA FOR. YAIR
STOP IN "DA CLIN IN DAC ERYZCA MY BEOR", LD TAFERKONE, FUCL IDBERNEAREN UDNCECR AS NZOKEN, NIRRAIDBEB HY CLE INIOT "STOP™ COP O0B

EIRTY HROKEN. EDWAY.

1.355 GMEJAS BAS INA BENA MARANZOSC EV ELX FOTY. THEUCH THAY BIY GA PURT IR MISCANEUR. ILBERT ILL INA DEBEES-GENS. ROBFLA VEL] KHE HIM
SAZAN GAAS BENA THIS I BOLA VNEB THA HEURA KHANA THAY KANA GENS USTOL THA MIY REBA LENM DIBA NEVSM TE TIJA THAB EVV TE KIN. YEIN
VLIC OR "SE THOR OR SET DNYFTE BY MAIN®, 05 LEKANDIRA, KOTH USMANRDENAR OSRTAIM EV RFIDAR. RUNNEUSMAM GY THA URUIL “VLIC™ TIC ISM

DUNLY GNIDAR. ASPEY.

3,385 ENOMAD KAD INA KONA SATANGEDP OF OLN UECY. CHOLFH CHAY KIY BA VLTC IT SIDPANOLT. IRKOTC IRR INA JOKEOD-BOMD, TEKURA FORM WHO HIS
DAGAN BAAD KONA CHID I KERA FNOEK CHA HOLTA WHANA CHAY WANA BOND LDCER CHA SIY TONA RONS JIKA NOLDS OO CIMA CHAK OFF CD WIN. YOLN
FRIP ET "DO CHET ET DOC JNYUCO KY SAINT, ED ROWANJITA, WECH LDSANTJONAT EDTCAKS OF TULJAT, TLNSOLDGAS BY (L LTLIR “FRIPT CIP IDE

JLNRY BXIJAT. ADVOY.

R fag K ERBEHATRIL "

MEN A TV, THOUGH THEY MAY BE JUST AS DANGEROUS. ALMOST ALL ARE COMMON-BORN. SIMPLE FOLK WHO HAD
BEEN MORE THAN A MILE FROM THE HOUSE WHERE THEY WERE BORN LXTIL THE DAY S0ME LORD CAME ROUND TO TAKE THEM OFF TD WAR. YOUR
S "NO THIS IS X0T CRYPTO MY DEAR™. IN LOSERCASE., WITH [MDERSCORES INSTEAD OF SPACES, SURROUNDED BY THE USUAL “FLAG™ TAG AND



Decode_The File

BI\'!‘
O R R R e

B e
W@ e s e

U590 Tyt Tya09 Tytis Tytdy Ty/aes Ty00) [ytes Tydts Tyit3 Tyoe Xy Iy TyMa Tyay Tyded Tydty Tyies Tyats Ty3 Iytts Ty Tyty TyMy Tyhey Iyth=
IyAJOQRIRG S dNL 1EnRRAS L vEgkICORg ICAGE ==

Ty Ty Ty Ty i) 1000 Ty D503 Ty03 Ty Ty0) Tyied Ty Ty T3 Tyo0) Ty Eyi) Tyaes Tyits Ty TyM) Tye) Ty Ty Iyo=
1yBBAXReEIIEICAGVEIRZCEAAGLOZN IR ==

IyBEYNRLCLAGICAGH IR TE Lhe Swgh s At/ ==

IyBRIXIpBI46ICAgMS 4R

IyBIEZ11cGrRITogaRROCDOVLINVENTUCGE ) aNZp Yy SuIXQUYXUVERRISGLOINIALIR] CYS0aG1s

I0==

1yBNEIRpZml $ YXRpED S 2 THRY I DN ZXHG RO JD I GHvE G0 ¥n kg THFOdCENE T huc JRvb s AyHDAD 1 Dt YXROIGED INVS Yy BheZ 4g¥XD+
15==

IyBUaGl2IGFaZ29yvaXRobSBpoyBhIHE L crlocHl 0aG5ul Gl oG lbWVadGr0aR 3uIGonI HROZ SBERVHG YRanb 3JpdGht Ll ==
1yBIACEpey pbiBvdX Il IHBSAGhvE L B0EYBLdnIp CBvE 0 YNIpEGL De SBpa AN 1 2XMs THNpE=NL I G1ve 0gREVT I D=m

1yBpEXBAZNI 1bnRhAGLVERMg X Il IHB YT ay YW1 T INDgaN4g0yAc Emsy THE L cml voml hbndil THI L YivenMpLo=—

T

1y8UcalvbGUQREVT IGNS N2 IG1 2 IGFac2 SgaN Wb GVE TN S 0 ZNOs THVO aRnpe2 Lul yB0aGUgREVT IGThe2 Uul FRyaXBa ZSRERVE=
1y8pcyBlaXRo X IgREVILUVERTHGA? 10aCBh 1D 0165460 ga VAL Bve L BERVHE RUR M1 B3aXRo I GEGHT Yo ¥l 02582 2Xku

Iq==

IyBIZIWUgAGhl IFJTQURNRS 50eB0gaGhhaCEBzaGo 10609 2 9t 258 JaXRo IHRCAXMCH1 0aGulGlvIHVS I SBab I IgaGhl

1yBpbXBaZNL 1bnRhdS]lvbiBe 2NRobIR2 IHVEZN Y

131405 BwdX ] INBSA0hvEL BpEXBaIN LbnRhds1 vhiBv2 1 B0asUgREVT G a2 CBU K QTEUgREVT ISVaY 3 ScHRpES 15 ixnb 3pdcht o=

B2, XEMHIEREL Basebs HEmEH, LRI H AT HD:

1 pmu:unntumauluncmuuucl:nnmuunnuunmncnnmm
2 § Documentation £

- 5 BRI ER RIS SRR RRERRRIRRRIRRRRREIIRESIEEISIISIIEISISIRRIRIIRY:
4 # Author: Todd Whiteman

5 $# Date: Tth May, 2003

(] # Verion: 1.1

7 # Homepage: Drrpi//home.pacific.pet.au/~twhitema/des. homl

[} §

9 § Modifications to 3des CBC code by Matt Johnston 2004 <matt at ucc asn au>
10 §

11 # This algorithm is a pure python implementation of the DES algorithm.

12 # It is in pure python to avolid portabilicy issues, since most DES

13 $# implementations are programmed in C (for performance reasons).

14 kS

15 # Triple DES class is also implemented, utilising the DES base. Triple DES
16 # is eicther DES-EDE3 with a 24 byte key, or DES-EDEZ with a 16 byte key.

17 £

18 # See the README.txt that should come with this python module for the

19 # implementation methods used.

https://github.com/nOfate/chainbreaker/blob/master/pyDes.py, ¥ fi# 5 J& 1 3C1F 5 N LR B8 F 8 S0k /T T Bk, BAT3R
ARG BIER JG CAERAE T HAME B . FHitk, S5E Base64 745 & iH G — i ®s, EE MR A7 ik i
) Base64HiEN WA AT EH MY, DEFERGELELMESR:

e oo TS, e ool ol P A g
o s - T L e ey T T

S

3 SO YU Ny v obe et S -
e g e e

B it i s s

3 o
a0y prv— e




o WRIR#ZE Base64, HINAIRATLLEMRIIRR .. ARFTAR, XFT Base64fik, JFRIGHIERH K 3NFHHIH, WR
BE—ANNEET 1N NTT, ERERBRN—SEHEHFEH 14082 "R RE— AP A S DNRETT . &R
Ja—H AT -

Text content M null null
ASCII 77 (0x4d) 0 (0x00) 0 (0x00)
Bitpattem [O|1|0|0|1|1|o[1]Jo|o|o|o])-|-]|-|-|-]1-|-|-]-|-]|-]-
Index 19 22 \ null null
Baseé4-encoded 73 w N = =
—4-paddings

o SEfR L, BEACK) AMNMEFER BRI BITERE, IRV, BATTUENAKEEMA, XRRBRESHFHIT | BEEX—
Rl RPN PRECR SR A, DU B R B SRR B R e B
H:

import baseéd -
import string + E

def tobin (data):

bé4itable = srring.ascii uppercase + string.ascii lowercase + string.digits +
l+l.f1'

index = bé4rtable,find(daca)

return format(index, "0éb')

def toStr(bin):
binlen = len(bin)
out = '’
for i in range (0, binlen, 8):
out += chr(int(bin[i:i+8], 2))

return ocut

out = "¢

for line in cpen{'cip d0283b2cSb4ib274232350£8640a0001e", 'rb'):
line m line, scrip()
if line,strip() [=-2:] == "=m':

binstr = tobin(line[-3:-2])
out += binstr[-4:]
print binstr-4:]

elif line.scrip() [=1:] == "m'y
binstr = tobin(line[-2:-1])
out += binstr[-2:]
print binscri-2:]

print cut
print toStr(out)

¢ Flag: ROIS{base_GA_caN_b3 d1ffeR3nT}
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