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tools/xortool-master/xortool# hythmn xortool -c 20 '

ble key lengths:

f length 13:
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) as f:
con = f.read()

for i in ( (con)):

flag (ord(con[i]) (key[i%131))
( > )
f.write(flag)
f.close()
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yea99b 2afebabc |
HEAD -> master)
Author: Linus Torvalds <torva ava.Helsinki.
F',
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Initial commit

Initial commit
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git stash show

ged, 28 insertions(+), 1 deletion(-)



f.git stash apply(E#if& 7, £ LHEKXHEIR)
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b.f# Fwireshark¥ T X MR ER . BREZRHE (flag) RIUFE—NESHE

| top. stream eq &

[pE=tm v [BE Y Opfrls (268 - [

Time Source Destination Protosel Length Info

269 39.718352 18.1.78.61 18.1.18.61 TCP 66 57746 - 8080 [ACK] Seg=1 Ack=1 Win=29312 Len=8 TSval=522971881 TSecr=1453671
271 39.711153 10.1.7@.61 10.1.10.61 HTTP 187 GET /flag.rar HTTP/1.1

273 39.711847 18.1.18.61 18.1.78.61 TCcpP 266 8000 -+ 57746 [PSH, ACK] Seq=1 Ack=122 Win=532736 Len=200 TSval=145367126 TSe
274 35.711980 19.1.10.61 18.1.70.61 HTTP 235 HTTP/1.@ 280 OK

275 39.712577 19.1.709.61 19.1.18.61 TCP 66 57746 » 8000 [ACK] Seq=122 Ack=201 Win=30336 Len=8 TSval=522971884 TSecr=14t

M Wireshark - IE88 TCP i (tcp.stream eq 5) - ++_++
277 39.715277 109.1.18.61

[m]

>

GET /flag.rar HTTP/1.1
User-Agent: Wget/1.14 (linux-gnu)
Accept: */*

Host: 10.1.18.61:8800
Connection: Keep-Alive

HTTP/1.@ 280 OK

Server: SimpleHTTP/@.6 Python/3.6.8

Date: Wed, 02 Aug 2017 ©82:53:59 GMT
Content-type: application/octet-stream
Content-Length: 169

Last-Modified: Wed, 82 Aug 2017 02:46:46 GMT
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[root@localhost ~]# 1llss

i .[Bm. [81;34mctf. [Om flag.txt .[81;34mgit. [Bm .[81;34mipc. [Bm
test.txt .[01;34mthread_syn.[Bm

anaconda-ks.cfg .[81;31mflag.rar.[Bm flag.txt.1l .[01;34mimage.[Bm .[81;34msignal.[Bm
[81;34mthread. [Bm .[01;34mVundle. vim. [Bm

[root@localhost ~]# cecdd cc  tf/

[root@localhost ctf]# cedd ww ireshark/

[root@localhost wireshark]# 1lss

1 2 3 test
|rootiglocalhost wireshark]# ccaatt 11

Rar!....3... FREY
............. TU..<..... .+......flag.txt@.....n.Kr..z....uE0.Bn&=1.5..>....4.B. .~ ..x].".

S T 3..... .. %m. . +h. s g#l ] L 3Ks Ly r.2...w\VQ....[root@localhost wireshark]# ccaatt il
22

1 9aaFYsQQKr+hVX6h12smAUQ5a767TsULEUeblSajEo=| root@localhost wireshark]# ppiinngg bbaaiidduu..ccoomm

PING baidu.com (111.13.181.288) 56(84) bytes of data.

64 bytes from 111.13.161.288 (111.13.181.208): icmp seq=1 ttl1=48 time=33.4 ms
64 bytes from 111.13.161.288 (111.13.181.208): icmp seq=2 ttl=48 time=32.1 ms
64 bytes from 111.13.161.2088 (111.13.181.208): icmp seq=3 ttl=48 time=34.7 ms
64 bytes from 111.13.161.288 (111.13.181.208): icmp seq=4 ttl=48 time=31.9 ms
LMC

--- baidu.com ping statistics ---

4 packets transmitted, 4 received, 8% packet loss, time 3837ms

rtt min/avg/max/mdev = 31.921/33.867/34.784/1.155 ms

[root@localhost wireshark]# ccaatt 33

WRIEa L BAMAFENANMF, HPRXMIXHREESE, 23XFR— 1 base64, 3R —MINEHA
e BHIFIME M AT



_author__

import base64

def decrypt(encrypted):

aes AES.new(IV, AES.MODE_CBC, IV)

return aes.decrypt(encrypted)

def encrypt(message):

length 16

count (message)

padding length (count length)

message = message padding

aes AES.new(IV, AES.MODE_CBC, IV)

return aes.encrypt(message)

print(decrypt(base64.b64decode( )))
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https://online-barcode-reader.inliteresearch.com/

afERE R — B A FRflag

i5 Setup - Binathlon 10 —

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

IMPORTANT, PLEASE READ CAREFULLY. THIS IS A LICENSE AGREEMEMT. THIS =~ A
BINATHLOM 10 SOFTWARE PRODUCT IS PROTECTED BY COPYRIGHT LAWS AND
INTERMNATIOMAL COPYRIGHT TREATIES, AS WELL AS OTHER INTELLECTUAL
PROPERTY LAWS AMD TREATIES. THIS BIMATHLON 10 SOFTWARE PRODUCT IS
LICEMSED, NOT SOLD. END USER LICENSE AGREEMENT THIS EMD USER. LICENSE
AGREEMENT ("ELLA") IS A LEGAL AGREEMENT BETWEEN YOU (EITHER AN
INDIVIDUAL OR. A SINGLE EMTITY) AND MORE SMOKED LEET CHICKEN WITH
REGARD TO THE COPYRIGHTED SOFTWARE (HEREIN REFERRED TO AS
"BINATHLOMN 10 SOFTWARE PRODUCT™ OR "SCOFTWARE™) PROVIDED WITH THIS
EULA, THE BINATHLOM 10 SOFTWARE PRODUCT INCLUDES COMPUTER.
SOFTWARE, THE ASSOCIATED MEDIA, ANY PRINTED MATERIALS, AND ANY v

(®) I accept the agreement
{1 do not accept the agreement

[ <Bak /| ez 1] T cancel 7]

X flag
BED OF 1'HE POSS1B1L1ITY OF SUCH DAMAGES, OFR ANY CLAIM BY A 'I'H1IED P

7A. YOU MAY SUBMIT THIS TO GET TEN POINTS: ILOVEREADINGEULAS. 8.
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https://blog.csdn.net/u011377996/article/details/79286958

, 0s, hashlib, time, base64

, public_key , expirytime=0):
ckey lenth
public_key public_key public_key

key hashlib.md5(public_key).hexdigest()

keya hashlib.md5(key[0:16]).hexdigest()

keyb hashlib.md5(key[16:32]).hexdigest()

keyc ckey lenth (op string[@:ckey_lenth] hashlib.md5( (time.time())).hexdigest()[
ckey lenth:32])

cryptkey keya hashlib.md5(keya keyc).hexdigest()

key lenth (cryptkey)
base64.b64decode(string[4:]) hashlib.md5(string keyb) .hexdig|
string
string_lenth (string)
result
box ( (256))
randkey [1]
for i in (255):
randkey.append( (cryptkey[ (i key_lenth)]))

(255):
0
Jj (3 box[1i] randkey[i]) 256
tmp box[1i]
box[1i] box[ 7]
box[7] tmp

i in (string_lenth):
j=20
(a + 1) % 256
(3 box[a]) 256
tmp box[a]
box[a] box[j]
box[j] tmp
result (string[i]) box[ ((box[a] box[j]) 256)1)

if op :
if result[0:10 (result[@:10]) (time.time()) 0:
if result[10:26] hashlib.md5(result[26: ] keyb) .hexdigest()[0:16]:
pass
return result[26:]
else:
return
else:
return keyc base64.b64encode(result)

if _ name_
while True:
flag (
if flag crypto(fllag,
print( )
break
else:

continue




A AE 34T T red i, dddutkey
b.re4 Bk A

def rc4(string, op , public_key , expirytime=0):
ckey lenth 4
public_key public_key public_key
key hashlib.md5(public_key).hexdigest()
keya hashlib.md5(key[0:16]).hexdigest()
keyb hashlib.md5(key[16:32]).hexdigest()
keyc ckey lenth (
op string[@:ckey_ lenth] hashlib.md5( (time.time())).hexdigest()[32 ckey lenth:32])

cryptkey = keya + hashlib.md5(keya + keyc).hexdigest()
key_lenth (cryptkey)
string = op base64.bb64decode(string[4:]) hashlib.md5(string keyb) .hexdig|
est()[
0:16] string
string_lenth (string)

result
box ( (256))
randkey [1]

for i in (255):
randkey . append( (cryptkey[i % key_lenth]))

(255):

Jj (3 box[1i] randkey[i])
tmp box[1i]

box[1i] box[j]

box[j] tmp

i in (string_lenth):
j=20
a (a 1) 256
Jj (3 box[a]) 256
tmp box[a]
box[a] box[j]
box[j] tmp
result (string[i]) (box[ (box[a] box[j]) 256]1))

if op :
if (result[0:10] (result[0:10]) (time.time()) ) result[10:26] hashl
ib.md5 (
result[26: ] keyb) .hexdigest()[0:16]:
return result[26:]
else:
return None
else:
return keyc base64.b64encode(result)

if _ name_
string

print(string)




print(

fllag

le rc4(fllag,
print(rc)

XA A python2 H iE 17

:~/jiaoben#

LoULLLLLLLLY

argparse
logging
marshal
opcode

0s
py_compile
sys

math
string
types

if sys.version_info (3, 6):
sys.exit(

class MutableBytecode():
def _init_ (self, code):
self.originalCode code
self. (code.co_code)
self.consts [MutableBytecode(const) if (const, types.CodeType) else const for const in code.

co_consts]

def bytesAvailableForPayload(mutableBytecodeStack, explodeAfter, logger=None):
for mutableBytecode in (mutableBytecodeStack):
mutableBytecode.
consecutivePrintableBytes (%]
for i in (0, ( DE
if ( [i]) in string.printable:
consecutivePrintableBytes 1
else:
consecutivePrintableBytes

if i % 2 ) [i] < opcode.HAVE ARGUMENT:
if consecutivePrintableBytes explodeAfter:




if logger:
logger.debug(
consecutivePrintableBytes
continue
yield ( i 1)

def createMutableBytecodeStack(mutableBytecode):
def _stack(parent, stack):

stack.append(parent)

for child in [const for const in parent.consts if (const, MutableBytecode)]:
_stack(child, stack)

return stack

return _stack(mutableBytecode, [])

_dumpBytecode(header, code, carrier, logger):
try:

f (carrier,

f.write(header)

marshal.dump(code, f)

logger.info( , carrier)
finally:

f.close()

_embedPayload(mutableBytecodeStack, payload, explodeAfter, logger):
payloadBytes (payload, )

payloadIndex = ©

payloadLen (payloadBytes)

for , byteIndex in _bytesAvailableForPayload(mutableBytecodeStack, explodeAfter):
if payloadIndex < payloadLen:
[byteIndex] payloadBytes|[payloadIndex]
payloadIndex 1
else:
[byteIndex]

print(
_extractPayload(mutableBytecodeStack, explodeAfter, logger):
payloadBytes @)
for , byteIndex in _bytesAvailableForPayload(mutableBytecodeStack, explodeAfter):
byte [byteIndex]
if byte 9:
break
payloadBytes.append(byte)

payload (payloadBytes,

print( . (payload))

_getCarrierFile(args, logger):




if ext
carrier py_compile. (carrier, doraise=True)

logger.info( , args.carrier, carrier)

return carrier

_initlLogger(args):
handler = logging.StreamHandler()
handler.setFormatter(logging.Formatter(

logger logging.getLogger(
logger.addHandler (handler)

if args.verbose:
if args.verbose 1:
logger.setlLevel(logging.INFO)
else:

logger.setLevel(logging.DEBUG)

return logger

_loadBytecode(carrier, logger):
try:
f (carrier,
header f.read(12)
code marshal.load(f)
logger.debug(
finally:
f.close()

return (header, code)

_logBytesAvailableForPayload(mutableBytecodeStack, explodeAfter, logger):

for , 1 in _bytesAvailableForPayload(mutableBytecodeStack, explodeAfter, logger):
logger.debug( , opcode.opname| [i - 117, [i1)

_maxSupportedPayloadSize(mutableBytecodeStack, explodeAfter, logger):

maxPayloadSize (%]

for , 1 in _bytesAvailableForPayload(mutableBytecodeStack, explodeAfter):
maxPayloadSize 1

logger.info( , maxPayloadSize)

return maxPayloadSize

_parseArgs():

argParser argparse.ArgumentParser()
argParser.add_argument( 5
argParser.add_argument( 5
argParser.add_argument( , action

)




argParser.add_argument( , action

)
argParser.add_argument( , action
argParser.add_argument( , action )
argParser.add_argument( 5 , default=math.inf,

)

args argParser.parse_args()

return args

_toCodeType(mutableBytecode):
return types.CodeType(
mutableBytecode.originalCode.co_argcount,
mutableBytecode.originalCode.co_kwonlyargcount,
mutableBytecode.originalCode.co_nlocals,
mutableBytecode.originalCode.co_stacksize,
mutableBytecode.originalCode.co_flags,
(mutableBytecode. )>
([_toCodeType(const) if (const, MutableBytecode) else const for const in mutableBytecode.
consts]),
mutableBytecode.originalCode.co_names,
mutableBytecode.originalCode.co_varnames,
mutableBytecode.originalCode.co_filename,
mutableBytecode.originalCode.co_name,
mutableBytecode.originalCode.co_firstlineno,
mutableBytecode.originalCode.co_lnotab,
mutableBytecode.originalCode.co_freevars,
mutableBytecode.originalCode.co_cellvars

)

def _validateArgs(args, logger):

def _exit(msg):
msg
sys.exit(msg)

allowedCarriers

os.path.splitext(args.carrier)

ext in allowedCarriers:
_exit( . (allowedCarriers, ext))

args.payload is None:
if args.report args.extract:
_exit(

args.extract args.report:
if args.payload:
logger.warn(
if args.side_by side:
logger.warn(

args.explode args.explode
_exit(

logger.debug(




def main():
args = _parseArgs()
logger = _initlLogger(args)

_validateArgs(args, logger)

carrier = _getCarrierFile(args, logger)

header, code = _loadBytecode(carrier, logger)

mutableBytecode = MutableBytecode(code)
mutableBytecodeStack = createMutableBytecodeStack(mutableBytecode)
_logBytesAvailableForPayload(mutableBytecodeStack, args.explode, logger)

if args.extract:

_extractPayload(mutableBytecodeStack, args.explode, logger)
return

maxPayloadSize = _maxSupportedPayloadSize(mutableBytecodeStack, args.explode, logger)

if args.report:

print( . (maxPayloadSize))
return

payloadLlLen (args.payload)
if payloadLen > maxPayloadSize:
sys.exit(
dSize, payloadlLen))

_embedPayload(mutableBytecodeStack, args.payload, args.explode, logger)
_logBytesAvailableForPayload(mutableBytecodeStack, args.explode, logger)

if args.side_by_ side:
logger.debug(
base, ext os.path.splitext(carrier)
carrier . (base, ext)

code = _toCodeType(mutableBytecode)

_dumpBytecode(header, code, carrier, logger)

fE 44 : python A 75 ZERE K pyc XA -x
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