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Saving PEM as private.pem

~/rsatool
1 prikey.pem

flag.txt LICENSE  priv

@ E load Private Key

~/rsatool
README.md  rsatool.py L
Iroot/rsatooliflag.txt -
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1 rsautl
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R IEE b python3 -m pip install gmpy, wget https://bootstrap.pypa.io/get-pip.py, wget
https://bootstrap.pypa.io/pip/2.7/get-pip.py;

sudo python get-pip.py;

sudo pip install setuptools, sudo apt-get install libgmp-dev,



pip

install gmpy2, wget https://www.mpfr.org/mpfr-current/mpfr-4.1.0.tar.bz2,

wget ftp://ftp.gnu.org/gnu/mpc/mpce-1.1.0.tar.gz,

tar -zxvf mpc-1.1.0.tar.gz && cd mpc-1.1.0
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check install
t/mpc-1.1.0#

pip3 install gmpy2 127 | 3 B
Requirement already satisfied: gmpy2 in fusr/local/lib/python3.9/dist-packages (2.1.2)

openssl rsa Bl pubkey.pen FiEEE FGENNE 3 B
Can’'t open pubkey.pem for reading, No such file or directory
140321878422848 error: 02001002 :system Library:fopen:No such file or directory:../crypto/
bio/bss_file.c:69:fopen(’ pubkey.pem’,'r")

14@321878422848 error:2006D080:BI0 routines:BIO_new_file:no such file:../crypto/bio/bss_
file.c:76:

unable to load Public Key
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fatal: ¥ &R 'https://github.com/ius/rsatool.git/' : GnuTLS recv error (-11@): TLS &
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git clone https://github.com/ius/rsatool.git 128 3 B
wEF ‘'rsatool’ ...

remote: Enumerating objects: 62, done.

remote: Counting objects: 100% (13/13), done.

remote: Compressing objects: 100% (8/8), done.

remote: Total 62 (delta 6), reused 9 (delta 5), pack-reused 49

Wt & 100% (62/62), 13.34 KiB | 257.00 KiB/s, T A% .
b3 delta & : 100% (27/27), Bk .
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3 rsatool.py PEM private.pem 275127860351348928173285174381581152299
319576316814478949870590164193048041239 65537
Using (p, g) to initialise RSA instance

n =
c2636ae5c3d8e43ffb97ab@9@28f1laac6cl@bfécd3d7@ebca281bffe97 fbe3add

e = 65537 (0x10001)

d =
1806799bd44ce649122b78b43060CcT7E68DT7fb1593e0842dad63babd8728bf1

p = 275127860351348928173285174381581152299 (@xcefbb2cf7el8ad8ebedc3be3eic3bd2b)
q = 319576316814478949870590164193048041239 (@xf@6c28e91c8922b9c236023560c09717)

Saving PEM as private.pem
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p = 275127860351348928173285174381581152299 (@xcefbb2cf7e18a98ebedc36e3e7c3b02b)
q = 319576316814478949870590164193048041239 (0=f06c28e91c8922b9c236223560¢c09717) FE
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P [root/rsatoolfflag.txt - Mousepad - o x A THRE
s JCHRF) 4REB(E) 42%(S) #E((V) X#(0D) FEIH) PIEE
1 ypto/

St LR oot . HTRESMEBNTL. [ ismes
E PCTF{256b_i5_m3dium} /
1

~/rsatool
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~/rsatool
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rsatool H % T python3 rsatool.py -f PEM -o private.pem -p 275127860351348928173285174381581152299 -q
319576316814478949870590164193048041239 -e 65537
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Saving PEM as private.pem
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PEM_TEMPLATE I BEGIN RSA PRIVATE KEY %S END RSA PRIVATE KEY
DEFAULT_EXP

2: rsatool.py [-h] [-n N] [-p P] [-q Q] -e E] [-0 OUTPUT]
[-f {DER,PEM}] [-v]
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