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BH¥RJE: suctf-2016
2. ¥

$ file 4907915cc47e4b5bb02bbde6c445c924

4907915cc47e4b5bb02bbde6c445¢924: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked, inter
preter /1ib64/1d-1inux-x86-64.s0.2, for GNU/Linux 2.6.24, BuildID|shal]|=2643fecd383362fe9593ef8605a9ce882a85a38a
, not stripped

$ chmod +x 4907915cc47e4b5bb02bbde6c445c924

$ ./4907915cc47e4b5bb02bbde6c445c924
Enter the valid key!

123

Invalid Key! :(

PIHEIDAR 3. Enter the valid key! RFEmainR 5 H.

BATITHRIGAZ, DARSTHIARIGE M&edata, REERW. « RER I BIghidraB 24047, 525X ¥ &edatai
&std:cin, WERIEEAFEAN, RERVA2,. TR T string X %v39, RE#HITmdSEE, WMIELAVA0, L Hv408)&Estring
S EvA1. WMELRvATR P # A Imd5E .

45 v43 = _ readfsqword(@x28u);

46| std::operator<<<std::char_traits<char>>(&std::cout, "Enter the valid key!\n", envp);

47| std::operator>><char,std::char_traits<char>>(&edata, &v42);// tifighidrafi/ #rét R, X H&edata@&std:cin, EHUH 7 HIHIN, (RAF2I L Ev42
48| std::allocator<char>::allocator(&v3sg);

49| std::string::string(&v39, &v42, &v38);

50| md5(&v40, &v39);

51| v41 = (_BYTE *)std::string::c_str((std::string *)&v40);

52| std::string::~string((std::string *)&v40);

53| std::string::~string((std::string *)&v39);

54| std::allocator<char>::~allocator(&v3s);

BEAETE, £ TFEIRLS, TUEH, REMRGRHER, 2% The key is valid :) . if&kHEATHE, BAPHA
FImd5{E % 4% F 780438d5b6€29db0898bc410225935c0 » LiTMD5M#ILEFflagy: b781cbb29054db12f88f08c6e161c199
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|| v41[3] != '4'
|| va41[4] '= '3"
|| v41[5] != '8’
|| vai[e] != 'd’
|| v41[7] !'= '5"
|| v41[8] != 'b’
|| v41[9] != '6'
|| va1[1e] !=
|| va1[11] !=
|| v41[12] !=
|| v41[13]
|| v41[14]
|| v41[15] !=
|| va1[16] !=
|| v41[17] !=
|| v41[18] !=
|| v41[19]
|| va1[20]
|| va1[21] !=
|| va1[22] !=
|| v41[23] !=
|| v41[24] !=
|| v41[25]
|| v41[26]
|| v41[27] !=
|| v41[28] !=
|| v41[29] !=
|| v41[30] !=
|| v41[31]
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v23 = std::operator<<<std::char_traits<char>>(&std::cout, 'I');
v24 = std::operator<<<std::char_traits<char>>(v23, 'n');
v25 = std::operator<<<std::char_traits<char>>(v24, 'v');
v26 = std::operator<<<std::char_traits<char>>(v25, 'a');

v27 = std::operator<<<std::char_traits<char>>(v26, '1');
v28 = std::operator<<<std::char_traits<char>>(v27, 'i');
v29 = std::operator<<<std::char_traits<char>>(v28, 'd');
v30 = std::operator<<<std::char_traits<char>>(v29, ' ');
v31 = std::operator<<<std::char_traits<char>>(v30, 'K');
v32 = std::operator<<<std::char_traits<char>>(v31, 'e');
v33 = std::operator<<<std::char_traits<char>>(v32, 'y');
v34 = std::operator<<<std::char_traits<char>>(v33, "'!');

v35 = std::operator<<<std::char_traits<char>>(v34, ' ');
v36 = std::operator<<<std::char_traits<char>>(v35, ':');
v37 = std::operator<<<std::char_traits<char>>(v36, '(');
std::ostream: :operator<<(v37, &std::endl<char,std::char_traits<char>>);
result = 9;
by
else
{
v3 = std::operator<<<std::char_traits<char>>(&std::cout, 'T");
v4 = std::operator<<<std::char_traits<char>>(v3, 'h');
v5 = std::operator<<<std::char_traits<char>>(v4, 'e');
v6 = std::operator<<<std::char_traits<char>>(v5, ' ');
v7 = std::operator<<<std::char_traits<char>>(v6, 'k');
v8 = std::operator<<<std::char_traits<char>>(v7, 'e');
v9 = std::operator<<<std::char_traits<char>>(v8, 'y');
v10 = std::operator<<<std::char_traits<char>>(v9, ' ");
vll
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std: :operator<<<std: :char_traits<char>>(vie, 'i');



vl3 =
vl4 =
v1l5 =
vle =
v1l7 =
v1l8 =
v19 =
v20 =
v21l =

SLu

std
std
std
std
std
std
std
std
std

UpEI aLul ~aasLu
operator<<<std
operator<<<std
operator<<<std
operator<<<std
operator<<<std
operator<<<std
operator<<<std
operator<<<std
operator<<<std

ciial _LI aLLosviiar s s
char_traits<char>>
char_traits<char>>
char_traits<char>>
char_traits<char>>
char_traits<char>>
char_traits<char>>
char_traits<char>>
char_traits<char>>
char_traits<char>>

std: :ostream: :operator<<(v21l, &std::endl<char

result

return result
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