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import base64

def encode(message):

s
for i in message:
(1) 32
X 16
€9)

return base64.b64encode(s)

correct:

print
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correct_d=base64.b64decode(correct)

for i in correct_d:
X (i)-16
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Hello,CTF
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qmemcpy(&u13, a437261636b4d65, Bx23u);
while ( 1 )
{
memset(&uib, B, Bx20u);
il = B3
iz = B3
sub_48134B(aPleaselnputfou, vi);
scanf{as, vd);
if { strlen{u2) > B6x11 )
break;
vl = @;
do
{
vl = ydfui];
if { tulk )
break;
sprintf{&ud, asc_4B8844, ul);
strcat(&uin, &ui);
++Ud;
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if ( *stromp(&u18, &U13) )
sub_48134B(aSuccess, u/);
else
sub_48134B(aWong, v/);
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:~/Desktop# upx -d ql
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2017
Markus Oberhumer, Laszlo Molnar & John Reiser May 12th 2017

Unpacked 1 file.
:~/Desktop# D
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.text-ob0BBOBBOOLOA9C3 xar eax, eax
-text:00000000004009C5 lea rax, [rbp+uvar_ 78]
.text-ab0000BBOALOA9CYD mau rsi, rax
.text-a00000BBOBLOA9CC mau edi, offset a%6s ; %065
.text-ob0aB0BBOALOA9D mau eax, @
-text:00000000004009D6 call __isoc?9? scanf
-text:00000000064009DB lea rax, [rbp+uvar_ 78]
-text:000000000604009DF mov esi, offset flag ; "flag{Upx 15 nBt a d3liv3r cOmphny}"
.text-o00000B00BLDA9EY mau rdi, rax
-text:000000000040B0O9ET call sub_L4B0360
-text:00000000004009EC test eax. eax
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= strlen(s);
if < strlen{ug) )
sub_4887CA();
for = 8; < strlen{s); ++1 )
{
if | »= strlen(uvg) )}
sub_4887CA();
if ( s[i] *= (char){={{_BYTE =*)& + % )
sub_4887CA();
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}
sub_4087F () ; |
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SUD_ 4UB/Lu();
if ¢ s[i] *= {(char){={{_BYTE =)&u7 + i % v6) ~ [11} »
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in ( (v8)):
(v7[i%v6]) (v8[i]))

Open-source
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if (first != @xcafe) {

: printf("you are wrong, sorry.\n");

: exit(2);

}

unsigned int second = atoi(argv[2]);

if (second % 5 == 3 || second % 17 1= 8) {
printf("ha, you won't get it!\n");
exit(3);

}

if (strcmp("hdcky@u", argv[3])) {
printf("se close, dude!\n");
exit(4d);

}

printf("Brr wrrr grr\n");

unsigned int hash = first * 31337 + (second ¥ 17) * 11 + strlen{argvl3]} - 1615318287,

R K hashit H i K& Flfirst, second, Flargv[3]
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if (Eirst 1= @xcafe) { o
: printf("you are wrong, sorry.\n"):
exit(2);

R TR AIBES), HiBsecond %5 ! =3 | second % 17 =8

if (second % 5 == 3 || second % 17 != 8) {
printf("ha, you won't get it!\n"):
exit(3);

Tiargv[3l&H T strempig& Ak th#e, A Llargv[3]="hdckyOu”
unsigned int hash = first * 31337 4 (second % 17) * 11 + strlen(argv[3]) - 1615818287;
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first= Oxcafe
third

first 31337 8 11 (third) 1615810207;
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u18 = =MK_FP{__FS__, 48LL};
LODWORD{vG) = @;
while { {signed int)u6 < strlen{s) )}

{
if (vo &1)
w3 = 1;
else
i = -1;

=#{&t + {signed int)un + 18) = s[{signed int64){signed int)u6] + vi;
LODWORD{vGY = vio + 1;
¥
strcpy{filename, “/tmp/flag.txt"};
stream = fopen{filename, "w"};
fprintf{stream, "%syn", u, u6});
for ( 1 = B; i € strlen{&t); ++i )
{
fseek{stream, p[i], 9);
Fputc{={&t + p[i]), stream});
fseek({stream, ALL, 8);
fFprintf{stream, "%sin", u);

MK_FPRE—A%. ThetRMB I b mis bt E 8, ti 2B sbrtht.
4] B HT AR 7 AE while A T E I N Z st 2flag, BEAEE

; char t ' |
t db 'S’ ; DATA XREF: main+&5Tw

; main+C9fo ...
aHarifctf??9777 db "harifCTF{?7772077702972099000990029920929}" .0

alinn ?0h

Ut Bt I B %t & flag
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(t) fEpythont, #7, FRFEBEMTAMRENATEN G, FIREAZITER

t[v6+10] ( (s[v6])+v3)
v6 1
t .join(t)

print t
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