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About

| wrote this website all by myself in under a week!
| used:

e Git
* PHP
» Bootstrap
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GitHack

Wi B Hbht:  https://github.com/lijiejie/GitHack
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1. fET.gitindexsCfF, RBITEFBER: (XH4%, Xfkshal)
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https://github.com/lijiejie/GitHack
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;A\ Tools\GitHack-master python? githack. py http://111. 198, 29, 45:50441/, git
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A .git' folder disclosure exploit. B i SRIEE =
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Check Depends EIIEEU‘TE =L 724 = e
Check depends end EifE" 1)
Set Paths iR
Target Url: http://111. 198. 29, 45:50441/, git/ =

Initialize Target. v 4 B > &EE > Major(F) » Tools GitHack-master
Try to Clone straightly

1 Clone B Computer detectio =i

loning into ' F:\Tools'\GitHack-master’dist4111. 198, 29, 45 50441, ..

fatal: repository "http://111. 198. 29. 45:50441/. zit/" not found i crr B 111.198.29.45 50441
-] Clone Error B Download B

Try to Clone with Directory Listing .

http://111. 198, 29, 45:50441/. git/ is support Directory Listing B cit

Initialize Git B Jinshan typewriter

B Kali-notes
l misc

B nodsjs

B phpstudy
B PN

B QLbownload
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Try to clone with Cache L
Cache files B Scientific Internet a

l Tools
l awvs1l

COMMIT_EDITMEG B burp
FETCH_HEAD .
frefs/heads/master B GitHack-master
index B dat=
logs/HEAD .
refs/heads/master B dist
logs/refs/heads/master l 111.198.29.45 '
Fetch Commit Objects . -
objects/d2/025440d6ac37d834604aaf08438bab63ch4647 gt
objects/fR/B0feblfecalTT60ehal6cEb46aTE51d3d6c8ba B templates
objecta/97/e3cB80017aBRda004R 28447 3135 31TARER3 T .
objects/b4/5a088430a122e0ccantas? 118299220057 al B ib
objects/94/1f9babb47f 0691021792461 cdef2heeldal 14mE |

objects/5e/ 123dR36ad663 ThcBhe Y28 0dG32f4R94F UBRETT

objects/ 8/ c04360e50a5T0c0cb6c lealbacBaThBE9ca Tt
objects/Be/30278dchfdeab0a%ee R 1F 43 £ 300498 3LE245

Fetch Commit Objects End

refs/stash

Valid Eepository

Valid Eepository Success
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[+] Clone Success. Dist File : F:\Tools\GitHack-master‘dist'111. 198,29, 45 50441
A\ Tools\GitHack-master> hitps://blog.csdn.net/mochu7777777
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% aboutphp 2019/8/13 21:12 PHP 324
% contact.php 2019/8/13 21:12 PHP 3z
% flag.php 2019/8/13 21:12 PHP Tzi4
% home.php 2019/8/13 21:12 PHP 3z

ools\GitHack-master\disty111.198.29.45_50441\templates\flag.php (program) - Sublime Text (UNREGISTERED)
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<?php

(isset($_GET['page'])) {
$page = $_GET['page'];
} {

$page = "home";

$file = "templates/" . $page . ".php";

assert("strpos('$file’, '..') === false") ("Detected hacking attempt!");

assert("file_exists('$file')") ("That file doesn't exist!™);

>
<! html>
<
>
charset="utf-8">
http-equiv="X-UA-Compatible" content="IE=edge">
name="viewport" content="width=device-width, initial-scale=1">

>My PHP Website</ >

rel="stylesheet” href="https://cdnjs.cloudflare.com/ajax/libs/twitter-bootstrap/3.3.7/css/bootstrap.min.css" />

class="navbar navbar-inverse navbar-fixed-top">
class="container">
< class="navbar-header">
< type="button" class="navbar-toggle collapsed” data-toggle="collapse" data-target="#navbar" aria-expanded="false" aria-controls
="navbar"”>
< only">Toggle navigation</
< con-bar">»</ >
< con-bar"></
< con-bar"></ >
</ >
<a class="navbar-brand" href="#">Project name</a>
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