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base64fR 2B a

#!/user/bin/env python
# -*-coding:utf-8 -*-
import base64

a = open(r'cryptol.ixt','r')
s = a.read()

print(base64.b64decode(s))

cyberpeace{Welcome_to_new_World!}

0x02 Caesar
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#!/user/bin/env python

*

# -*-coding:utf-8 -*-
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a = open(r'crypto2.ixt','r')
ciphertext = a.read()
b="abcdefghijkimnopgrstuvwxyz

for key in range(26):
flag="
for i in ciphertext:
if i in b:
num = b.find(i)
num = num - key

if num<0:
num = num + len(b)
flag = flag + b[num]
else:
flag = flag + i
print('key %s :%s'%(key,flag))

cyberpeace{you_have_learned_caesar_encryption}
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#!/usr/bin/env python3
# -*- coding:utf-8 -*-

CODE_TABLE = {
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def morsedecode(morse):
n]sg =ll

codes = morse.split(" ')
for code in codes:
if code ==":
msg +="'
else:
UNCODE =dict(map(lambda t:(t[1],t[0]),CODE_TABLE.items()))
msg += UNCODE[code]
return msg

a = open(r'crypto3.txt','r')
ciphertext = a.read()

ciphertext = ciphertext.replace('1',"-")
ciphertext = ciphertext.replace('0',"")

FLAG = morsedecode(ciphertext)
flag = FLAG.lower()

flag = 'cyberpeace{'+flag+'}'
print(‘flag is ',flag)

cyberpeace{morsecodeissointeresting}
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#!/usr/bin/env python3
# -*- coding:utf-8 -*-

a = open(r'cryptod.ixt','r')
ciphertext = a.read()
b = len(ciphertext)

print("The ciphertext :',ciphertext)
print("The length of ciphertext is',b)

# K7 B AL OB TR R
ciphertext = [ciphertext[i:i+1] for i in range(0,b,1)]

# SREUAT DA 1M A 2
c=[]
num = 1
while num <= b:
if b%num == 0:
c.append(num)
else:
pass
num += 1
print(“G =AM AT N )
# R SR RMME ST 0 A
for step in c:
d = [ciphertext[i:i+step] for i in range(0,b,step)]
flag="
for i in range(step):
for xin d:
e = Xi]
flag +=e
print(‘fR % i 12N 4 step,\n',d,\n', result:' flag)
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#!/usr/bin/env python3
# -*- coding:utf-8 -*-

import re
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# W e E R

S =
'AAAAABAABBBAABBAAAAAAAABAABABAAAAAAABBABAAABBAAABBAABAAAABABAABAAABBABAAABAAAE
a = s.lower()

4 | I | 3

# 7

CODE_TABLE = {
'a"'aaaaa','b"'aaaab','c'aaaba’,'d"'aaabb','e"."aabaa’, f'aabab’,'g":"aabba’,
'h"'aabbb','i"'abaaa’,’j":"abaab’,'k":"ababa’,'l'ababb','m":'abbaa’,'n":'abbab’,
'0"'abbba’,'p":"abbbb’,'q":'baaaa’,'r':'baaab’,'s"'baaba’,'t":'baabb’,'u":'babaa’
'V:'babab','w"'babba’,'x:'babbb','y":'bbaaa','z":'bbaab’

}

# 54— AT VI B I
def peigendecode(peigen):
msg ="
codes = re.findall(r' {5}, a)
for code in codes:
if code ==":
msg +=""
else:
UNCODE =dict(map(lambda t:(t[1],t[0]),CODE_TABLE.items()))
msg += UNCODE][code]
return msg

flag = peigendecode(a)
print(‘flag is ',flag)

cyberpeace{attackanddefenceworldisinteresting}

0x06 easy_RSA

fEEHRT E—NEERRRETRERG R, FIER T FT—NMEBELCKMT R—FBXNMBERRT, X
BB R — MR ARAR B . HEKFE RN, NS R, R B T AN T U
DRI TIB~REKR! = TFHBR=, MAFEEINEERBMMKRE T

RSAHEES R =A%, n. e, d.

He, nFAKEHp. qfIf, ni ZEHIRR S AR, MEmENEHKE.
efldR—XIHxHME, erUMERE, HEReS(p-1)(g-1)EF; HiE#FEd, ZER(de)mod((p-1)*(g-1))=1.
(n, e),(n, d)FMEEHXF. Hd(n, e)IAH, (n, dAFAH.

RSAMfEE MEETEEME, WARNHSL, BA%IL, M: A=Bd mod n; B=A mod n; (AN +,
— R ASHEME, RPEmE)

efldA] A E#fEH, Bf:

A=B mod n; B=A" mod n

HES Tpae Kd, BECARABBRSAKRIAZ —HI
#!/usr/bin/env python3

*

-*- coding:utf-8 -*-
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import gmpy?2

p = 473398607161
g = 4511491
e=17

s = (p-1)*(a-1)
d = gmpy2.invert(e,s)
print(flag is :',d)

cyberpeace{125631357777427553}
0x07 Railfence ##: %
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RIBGRERAERTE, REITHEK T —AKF, XMIHE LS TG REN 078, HIRKBEST
7, JEEETEEE —NRKRKRUT L BRSNS T, Li—BEK B2ERSICTR, RE—D
Pisek, ST TR R P SRR A RGE, — R ORBR: “HERF ! BANE RAAKRET! 7. #Rn: FESH-AE
i

Bt EEERAHL N -crypto.txt

1. < ZWAXJGDLUBVIQHKYPNTCRMOSFE <
2: < KPBELNACZDTRXMJQOYHGVSFUWI <
3: < BDMAIZVRNSJUWFHTEQGYXPLOCK <
4. < RPLNDVHGFCUKTEBSXQYIZMJWAQO <
5. < IHFRLABEUOTSGJVDKCPMNZQWXY <
6: < AMKGHIWPNYCJBFZDRUSLOQXVET <
7. < GWTHSPYBXIZULVKMRAFDCEONJQ <
8: < NOZUTWDCVRJLXKISEFAPMYGHBQ <
9: < XPLTDSRFHENYVUBMCQWAQOIKZGJ <
10: < UDNAJFBOWTGVRSCZQKELMXYIHP <
11: < MNBVCXZQWERTPOIUYALSKDJFHG <
12: < LVNCMXZPQOWEIURYTASBKJDFHG <

13: < JZQAWSXCDERFVBGTYHNUMKILOP <

FHR: 2,3,7,5,13,12,9,1,8,10,4,11,6



FHN: NFQKSEVOQOFNP
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SF: RAENZECE)—ERTNEI BN REREN. ERRERRE, HKRNNABEREERR,
INERME R SR R

MERTATHA 26 MANTE, HHNKE. FXKE. RENITHERZ 13, EXPFRRFESTH
i1

%ﬁ_‘:

HIMLHEWT, HSCRBREIKMERE —FIRFEEERR. R ZEIFRmtt, 817 %R 3+ 57 8t
NS5 T THFRENNNFS 2 MKZEARREFEAED ! FREE! | | R HMmER?

FER .

PR AR B 4E, ZATBEARRKEERARENMET SR, ERURFANAEICMEH, HLHAEM
ERFETTRME T, BRIMEMGEERE KSR, EHRGEAR. Frilnl AXUE B 65

WRYEF SCE AR R, FRINETE, ST IS
MR SCHE Y, R ETTE, IR TR0 G AT AR

BRI PRA BT, T RER 2N B, WGBSR, N - @, &3 -9,

T - FH; BERPI: NFQKSEVOQOFNP BIER# . 2,3,7,5,13,12,9,1,8,10,4,11,6 F AKXt
RL—4T, AP FRMEN R —F5] XA FRNE) R — i — R E. REmERNE 5]
Rz (BRSO .
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PRl
OSFEZWAXJGDLUBVIQHKYPNTCRM
NACZDTRXMJQOYHGVSFUWIKPBEL

FHTEQGYXPLOCKBDMAIZVRNSJUW



FCUKTEBSXQYIZMJWAORPLNDVHG
KCPMNZQWXYIHFRLABEUOTSGJVD
PNYCJBFZDRUSLOQXVETAMKGHIW
QGWTHSPYBXIZULVKMRAFDCEONJ
QNOZUTWDCVRJLXKISEFAPMYGHB
VUBMCQWAQOIKZGJXPLTDSRFHENY
OWTGVRSCZQKELMXYIHPUDNAJFB
NBVCXZQWERTPOIUYALSKDJFHGM
EIURYTASBKJDFHGLVNCMXZPQOW

SXCDERFVBGTYHNUMKILOPJZQAW

Fa:

NACZDTRXMJQOYHGVSFUWIKPBEL
FHTEQGYXPLOCKBDMAIZVRNSJUW
QGWTHSPYBXIZULVKMRAFDCEONJ
KCPMNZQWXYIHFRLABEUOTSGJVD
SXCDERFVBGTYHNUMKILOPJZQAW
EIURYTASBKJDFHGLVNCMXZPQOW
VUBMCQWAOIKZGJXPLTDSRFHENY
OSFEZWAXJGDLUBVIQHKYPNTCRM
QNOZUTWDCVRJILXKISEFAPMYGHB
OWTGVRSCZQKELMXYIHPUDNAJFB
FCUKTEBSXQYIZMJWAORPLNDVHG
NBVCXZQWERTPOIUYALSKDJFHGM

PNYCJBFZDRUSLOQXVETAMKGHIW

FHN: 2,3,7,513,12,9,1,8,10,4,11,6
#XN: NFQK S EVOQO FN P
FES T 1T RIAEXK: FIREINTHEHOLE

cyberpeaceP({fireinthehole}
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import re

sss = '"1: < ZWAXJGDLUBVIQHKYPNTCRMOSFE < 2: < KPBELNACZDTRXMJQOYHGVSFUWI < 3: <
BDMAIZVRNSJUWFHTEQGYXPLOCK < 4: < RPLNDVHGFCUKTEBSXQYIZMJWAQ < 5: <
IHFRLABEUOTSGJVDKCPMNZQWXY < 6: < AMKGHIWPNYCJBFZDRUSLOQXVET < 7: <
GWTHSPYBXIZULVKMRAFDCEONJQ < 8: < NOZUTWDCVRJLXKISEFAPMYGHBQ < 9: <
XPLTDSRFHENYVUBMCQWAOIKZGJ < 10: < UDNAJFBOWTGVRSCZQKELMXYIHP < 11 <
MNBVCXZQWERTPOIUYALSKDJFHG < 12 < LVNCMXZPQOWEIURYTASBKJDFHG < 13 <
JZQAWSXCDERFVBGTYHNUMKILOP <'

m = 'NFQKSEVOQOFNP'
# FsssHEUAFIRE R
content=re.findall(r'< (.*?) <',sss,re.S)
#re.S:DOTALL, MM, ""MILEAZRE], WILEEMFER, SHRITH
iv=[2,3,7,5,13,12,9,1,8,10,4,11,6]
print(content)
vw=[]
for i in range(13):
index=content][iv[i]-1].index(m([i])
vvv.append(index)

print(vvv)

for i in range(0,26):
flag=""

for j in range(13):
flag += content[iv[j]-1][(vvV[j]+i)%26]

print(flag.lower())

AL fireinthehole

0x08 & & % i



S THIER A2 EE G, WOABERBL PR DTSR, NITSRITEE, RN BB
Eo MaERT FT—MEE, XMEBEFK FK, RAEFRTNAZHOHAT, FRESBIRINMEHRE, 7R
TR K=K, BBKFE, WRAE LN, RN LE—PPRET, SRERKLE, RHIRE—
K, HUEE Em T TPk

ZMinE, FERbase645unicodefi®

#!/usr/bin/env python3
# -*- coding:utf-8 -*-

import base64

a = open(r'crypto8.txt','r")
s = a.read()

# baseb4fR % — T
b = base64.b64decode(s).decode('ascii')
# AR I AT BB AT A B
b = b.strip('&#;")
c=[
c = b.split(’;&#')
# unicodef# %
d="
foriinc:
d += chr(int(i))
# base64 KR %
e = base64.b64decode(d).decode('ascii')
# X F AT Ab B
e = e.strip('/")
f=1]
f = e.split('/")
# ¥4k Nasciify
flag ="
foriinf:
flag += chr(int(i))
print(‘flag is ',flag)

cyberpeace{welcometoattackanddefenceworld}
0x09 Normal_RSA

AN EEWEEBE, BT —MEE—FBRX—, BAER—NEEEW M X—K, hhhh#sE%w
FHEMREER! WEMEZT TIR! RF—FEARS, RAOERE REET! HRTAMRERRN, FER
ETRICMHMER! RITIFEMITE T — R KRIEER M7 HR, Mgy, REEER— MR HE
p

OpenSSL £/ PEM X4 XAFHIE B E . PEM L L2 Base64 4t —BEHI A, B EITammas R
17, AEF )

FERX LA AT LA BANIME B, amE AR TRR. X ASCIH i, 7T AR SCA G BIZ T IT

Bl
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it
1. openss|#2EH pubkey.pemt ()25 ;
openssl rsa -pubin -text -modulus -in warmup -in pubkey.pem

2. ithexfdecimal/515 2|t HI%k, HMyafuiirT 4%, BRpMq;
fE£%: http://www.factordb.com/

factor()

3. Hirsatool4: B FAEH 34 private.pem

python rsatool.py -o private.pem -e 65537 -p XXX -q XXX

4. Hprivate.pemfi##flag.enc

openssl rsautl -decrypt -in flag.enc -inkey private.pem
PCTF{256b_i5_ m3dium}

0x10 easychallenge

SR T IREE S H B BB T A BN, R Rk TR, TEMT REOEBARAZ M IE TR L,
IR f, FEXT LT, BT R E R MBI T R L

fRREANE S MR BEANE S X A

THEHRTEBRAIBLESH, FULBT - RAEEERN, RRE- MR RNEERMESED
AT ENRIRENBE S MR . XSRS REE, B—MRmRE, B MR,

(D wIFRET: ERFPITZH, AXBIRFERNEFPIT —NRIFERNTRE, EREFETRIEES. &
TR AR ERME, MEEPITHITT . BAMMHFHRECES.

(2) MBANES: BARFENISE, MRARERFETH, BUMRERNEFEITHRE RAEEEKET, BAR
#1451 F Z&Ruby.

(3) mIFAES SMBRAES RS REESEREFBITZHMOCENEFME T8, FUEET
Bt TR R, TUSEREE R . HERMNEARE—HmhE.

(4) LmPFERERENIES: Javad k2B R IFERRFERT I, RIETEEBITIE IS RS A R RILE
. JavaZE T ERINLEE S L, RAOTDOREEIEE & A0 2 BB 2 M40 B 2UX Bl . Pythonth & —

METEMVHKIES. LRATEHLSTHH A python hello.pyit, HSZREE T Pythonf“ MRS, &R B

B REFBTIET . WTREMRE A, HEPITHE - TIEMIava—, %%,


https://links.jianshu.com/go?to=http%253A%252F%252Fwww.factordb.com%252F

Pythonfiz 1Tt #2

KT PyCodeObjectfipyc3iff: fEfE#L EF B|Mpyc3iff, HHsEPyCodeObject =& Pythong 1% 2% H 1F 4 B B
8. HpythonfBFiB1Th, 4iFMgEREREEN T WA KIPyCodeObjectd, XPythonf2FiaiT 45 R

i, Pythonf# 2% ¥ PyCodeObject’5 [F] Bllpyc 4 H1 . ZpythonfEF 28 —RiafTh, HAEREFSEEE ST
Kpycse:, WRKE, WEERAN, BURES LEAERE. oL, FRATRT LS pycsC 43 52 & PyCodeObject
) — PR AR T Ko

Xt Fpy3cf, FEABAT R A Blpyc XAt .
python -m foo.py

PY5 .pyc X 5l

JERPythonfIF2 7, RIERGTEF RADBAE. py X B, 1 Python & EHAT . py X HIEHE . . pyE RIFEF
R RS (byte-compiled) H.pycSCfE, X-AM B BRI T IR T IRBATSCHREE . BTl 18
BAVE Tpython X HIEHE, M BEZEAERERTREA pycXH, WRAERE, mH.pysCHH1E ST E

. pychE ey B —FE, BB pycX, BN, Pythonmh & it F R K. py X
HSEIFEARFTE . pySTHTE 5B 4T MR 272 4 pyc S fth, R AEimportAf B2 (K. py SCHE B %, 42 4 B
IS f).pyc 3L

LIS . pycSXf, SEBEAT RN .py U, B ERERA

R4V pycC i

- R 4% ] LAE B uncompyleBGER 3 75 £8 2 4 P pyc R g i
- Z&uncompyleb : pip install uncompyle6

- R4 %#4 uncompyle6 crypto11.pyc

RGP R :

#!/usr/bin/env python
# encoding: utf-8
import base64

def encode1(ans):
s="
foriin ans:
x = ord(i) * 36
X=X+25
s += chr(x)

return s

def encode2(ans):
s="
foriin ans:
x = ord(i) + 36
x=x"36
s += chr(x)

return s

def encode3(ans):
return base64.b32encode(ans)


https://links.jianshu.com/go?to=https%253A%252F%252Fwww.cnblogs.com%252Fzyy98877%252Fp%252F8650119.html
https://links.jianshu.com/go?to=https%253A%252F%252Ftool.lu%252Fpyc%252F

flag=""
print 'Please Input your flag:'
flag = raw_input()
final = "UC7TKOWVXWVNKNIC2XCXKHKK2W5NLBKNOUOSK3LNNVWW3E==="
if encode3(encode2(encode(flag))) == final:
print 'correct’
else:
print ‘wrong'

R A
¥ K python3 T ord() expected string of length 1, but int found

#!/usr/bin/env python
# encoding: utf-8

import base64
a = 'UC7TKOWVXWVNKNIC2XCXKHKK2WSNLBKNOUOSK3LNNVWW3E==="'
b = base64.b32decode(a)
# SR 1T BBbase32f T ik, R R H AN F AT B it Tord S B k.
b = "\xa0\xbe\xa7Z\xb 7\xb5Z\xa6\xa0Z\xb8\xae\xa3\xa9Z\xb 7 Z\xb0\xa9\xae\xa3\xa4\xad\xad\xad\xad\xad\xb2"
S = n
foriin b:
s += chr((ord(i) * 36) - 36)
I = "
foriins:
| += chr((ord(i) - 25) * 36)
print (‘flag is ',I)

cyberpeace{interestinghhhhh}

0x11 B Hhn &

RAVNER TR T BJE R —MEEFERMT, EREE-BOE RENNAR, RITLRNNEZEFRXAK
RN, HER—EHERFTE, PEBF, F2—8MR, E#EOZERMA, RN wE, JF
96 T AR BRI R E

(O.AO)>>% 1 R = T 5

#!/user/bin/env python
# -*-coding:utf-8 -*-

a = open(r'crypto11.txt','r")
ciphertext = a.read()

s = ciphertext.split('0")


https://links.jianshu.com/go?to=https%253A%252F%252Fwww.cnblogs.com%252Fkk328%252Fp%252F8449794.html
https://links.jianshu.com/go?to=http%253A%252F%252Fwww.tuili.com%252Fblog%252Fu%252F503%252Farchives%252F2009%252F1200.html

flag="
for i in range(len(s)):
list = []
for j in sfi]:
list.append(j)
b=0
for k in list:
b +=int(k)
# 7 tasciifil 57 BHIRF HH 2 596
flag += chr(b+96)
print(‘flag is ',flag)

cyberpeace{welldone}

0x12 easy_ECC

RPN ANSGER T F— MR Ty, XNE—MERKEHEAINE T MRRIFEE XA TR, RY/N
B NARIERFENRERET, A7 LARRTERNER &7 RES MR, MR- TEINIRES
BAmE! "EN— ST, RETFHATECC MERFEH, RIMFEFTXMMEE, BHASAMER—

K, RPERT T —EEFERMLE.

AV I th £ % R
ECCHA R i 26 7 /#
ECCIn#&EIiEANI 114

Aliceit & — % MR HIZRE, FFEURE M2 L — s/ N S G Ri%iEEE29(4,20), #5HG(13,23), & S GHIM
n=37

AliceiEFE—NMRA EHK (k<n) , FHEBRAFHEHK=KG thun25, K= kG = 25G = (14,6)
Alice$EM A K. Gi£4Bob

Bobit 2IfE B /5, Kefrfetr) B miDE] B — kM (RASTIERS) , FFPE—NBENLESr (r<n,nAGHIBY
HO  Riftr=6 ZhnwE M5 B 83, EAMBEAEE29(4,20) FrLAM=(3,28)

Bobit & i C1=M+rKFfMC2=rG C1= M+6K= M+625G=M+2G=(3,28)+(27,27)=(6,12) C2=6G=(5,7)
Bob#C1. C24&45Alice

AliceltFIE B 5, HEC1-KC2, 4 HRiFi%E AM C1-kC2 =(6,12)-25C2 =(6,12)-256G =(6,12)-2G =(6,12)-
(27,27) =(6,12)+(27,2) =(3,28)

B R R iR 2% = R A :C1-kC2=M+rK-krG=M+rkG-krG-M
5%

#!/usr/bin/env python3
# -*- coding:utf-8 -*-


https://links.jianshu.com/go?to=https%253A%252F%252Fblog.csdn.net%252Fdianqu6970%252Farticle%252Fdetails%252F76534222
https://links.jianshu.com/go?to=https%253A%252F%252Fwww.cnblogs.com%252FKalafinaian%252Fp%252F7392505.html
https://links.jianshu.com/go?to=https%253A%252F%252Fwww.8btc.com%252Farticle%252F15089
https://www.jianshu.com/p/b99cb35733c8

def get_inverse(mu, p):

KIS0
for i in range(1, p):
if (i*mu)%p == 1:
return i
return -1

def get_gcd(zi, mu):

SREUR KA L5
if mu:

return get_gcd(mu, zi%mu)
else:

return zi

def get_np(x1, y1, X2, y2, a, p):

KEN*p, ®BIk+p, EHIEIRMEMHnp=-p

flag=1 #EXFFSHL (+/-)
# R p=q k=(3x2+a)/2y1mod p
if X1 == x2 and y1 == y2:
Zi=3*(x1*2)+a #itHEHS>TF [KkZF]
mu=2*yl #itEoH

# £P#Q, Mk=(y2-y1)/(x2-x1) mod p

else:
zi=y2-yl
mu = x2 - x1
if z* mu < O:
flag=0 # fF50R8- (O
Zi = abs(z)
mu = abs(mu)
# B 53T R4 BRAL A B R
gcd_value = get_ged(zi, mu)  # KA
zi = 7zi // gcd_value # B

mu = mu // gcd_value

#ROBWT T Hx: VaeG, abeGffiffab=ba=¢e
# P(x,y) T2 (x,-y mod p)= (x,p-y) , HP+(-P)= O
inverse_value = get_inverse(mu, p)

k = (z * inverse_value)



if flag == 0: # RIR 513 flag==0
=-k
k=k%p
# i+ 5 x3,y3 P+Q
xX3=(k**2-x1-x2)%p
y3=(k*(x1-x3)-y1) % p
return x3,y3

def get_rank(x0, y0, a, b, p):

SRESUA [ it 2% FR)
x1 = x0 #-pHIxAE bR
y1=(-1"y0)%p  #-pHIy2is
tempX = x0
tempY =y0
n=1
while True:
n+=1
# Rp+tqfyfl, B2 In*p, HEIRHH
p_Xxp_y = get_np(tempX, tempY, x0, y0, a, p)
# R == -p, M2 H+1, RIE
if px==x1and p_y==y1:
return n+1
tempX = p_x
tempY =p_y

def get_param(x0, a, b, p):

8 p5-p
y0 = -1
for i in range(p):
# W R AR R, WAIE BIZEp(a,b), pARY, xy€[0,p-1]
if i**2%p == (x0**3 + a*x0 + b)%p:
yOo =i
break

# Ry0® A, RIEfalse
if yO == -1:
return False

#itE-y (B
x1 =x0
y1=(-1*y0) % p
return x0,y0,x1,y1



def get_ ng(G_x, Gy, key, a, p):

THENG

temp_x=G_x

temp y=G y

while key 1= 1:
temp_xtemp_y = get np(temp_xtemp_ vy, G x, G y, a, p)
key -= 1

return temp_xtemp_y

def ecc_main():
while True:
a = int(input("E AR th 26 2 Ha(a>0)1E: "))
b = int(input("i& A 2 S Hb(b>0)1I1E: "))
p = int(input("E M AR # &S Hp(p A RB)NE: ") #HEEEHE
# At R A T
if (4*(@**3)+27*(b**2))%p == 0:
print"EM AR SEE R, BHEFRWA! ! ! \n")
else:
break

# %k FAERGH
print("7E 40 _E AL bR R H i —AME I GRIALAR")
G_x = int(input("FHH N L EUKI X ARE: "))
G_y = int(input("iF I A G EU y AR AR fE: "))

# IREUG [ it 22 B
n=get rank(G_x, G_y, a, b, p)

# user1 £ A, 7Mkey
key = int(input("iE AR Mkey (<{}) : ".format(n)))

# userl £ A%, KKEY
KEY_xKEY_y = get_ng(G_x, G_y, key, a, p)
print(‘flag is ,KEY_,KEY_Y)

if name_==" main__"
ecc_main()

pE EK, B

X B <https://www.jianshu.com/p/c43776370840>

#!/usr/bin/env python3
-*- coding:utf-8 -*-

import collections


https://www.jianshu.com/p/c43776370840

import random

EllipticCurve = collections.namedtuple('EllipticCurve', 'name pab gn h')

curve = EllipticCurve(
'secp256k1’,
# Field characteristic.
p=int(input(p="),
# Curve coefficients.
a=int(input('a=")),
b=int(input('b=")),
# Base point.
g=(int(input('Gx=")),

int(input('Gy="))),

# Subgroup order.
n=int(input('k=")),
# Subgroup cofactor.

h=1,

# Modular arithmetic

def inverse_mod(k, p):

""Returns the inverse of k modulo p.

This function returns the only integer x such that (x * k) % p == 1.

k must be non-zero and p must be a prime.

ifk==0:



raise ZeroDivisionError('division by zero')

ifk <0:

#k**-1=p- (k) ** -1 (mod p)

return p - inverse_mod(-k, p)

# Extended Euclidean algorithm.

s,old s=0,1
t,old t=1,0
r,old r=p,k
while r 1= 0:

quotient=old r//r
old r,r=r,old_r-quotient *r
old_s, s =s, old_s - quotient * s

old_t,t=t, old_t - quotient * t

gcd, x, y =old_r, old_s, old_t

assert gcd ==

assert (k * x) % p ==

return X % p

# Functions that work on curve points

def is_on_curve(point):

""Returns True if the given point lies on the elliptic curve.
if point is None:

# None represents the point at infinity.



return True

X, y = point

return (y *y - x* x* x - curve.a * x - curve.b) % curve.p ==

def point_neg(point):
""Returns -point."™

assert is_on_curve(point)

if point is None:
#-0=0

return None

X, y = point

result = (x, -y % curve.p)

assert is_on_curve(result)

return result

def point_add(point1, point2):
""Returns the result of point1 + point2 according to the group law."™
assert is_on_curve(point1)

assert is_on_curve(point2)

if point1 is None:
# 0 + point2 = point2

return point2



if point2 is None:
# point1 + 0 = point1

return point1

x1, y1 = point1

X2, y2 = point2

if x1 ==x2 and y1 !=y2:
# point1 + (-point1) = 0

return None

if x1 == x2:

# This is the case point1 == point2.

m= (3 * x1 *x1 + curve.a) * inverse_mod(2 * y1, curve.p)
else:

# This is the case point1 != point2.

m = (y1 - y2) *inverse_mod(x1 - X2, curve.p)

x3=m*m-x1-x2
y3=y1+m*(x3-x1)
result = (x3 % curve.p,

-y3 % curve.p)

assert is_on_curve(result)

return result

def scalar_mult(k, point):

""Returns k * point computed using the double and point_add algorithm.

assert is_on_curve(point)



if k<O:
# k * point = -k * (-point)

return scalar_mult(-k, point_neg(point))

result = None

addend = point
while k:
ifk &1:
# Add.

result = point_add(result, addend)

# Double.

addend = point_add(addend, addend)

assert is_on_curve(result)

return result

# Keypair generation and ECDHE

def make_keypair():

""Generates a random private-public key pair.
private_key = curve.n

public_key = scalar_mult(private_key, curve.g)



return private_key, public_key

private_key, public_key = make_keypair()
print("private key:", hex(private_key))

print("public key: (0x{:x}, 0x{:x})".format(*public_key))

A -
C:\Users\cong\Desktop>python 1.py
p=15424654874903

a=16546484

b=4548674875

Gx=6478678675
Gy=5636379357093

k=546768

(‘private key:', '0x857d0'")

public key: (Oxcb19fe553fa, 0x50545408eb4)

C:\Users\cong\Desktop>python

Python 2.7.16 (v2.7.16:413a49145e, Mar 4 2019, 01:37:19) [MSC v.1500 64 bit (AMD64)] on win32
Type "help", "copyright", "credits" or "license" for more information.

>>> x=0xcb19fe553fa

>>> y=0x50545408eb4

>>> print x+y

19477226185390

>>>

cyberpeace{19477226185390}
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