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Jint _ cdecl _ noreturn main(int argc, const char **argv, const char **envp)

o

3 int v3; //

I CHAR *lpMem; //
)| HANDLE hHeap; //

= HeapCreate(@x40000u, @, 0);

= (CHAR *)HeapAlloc( » 8u, SourceSize + 1);
memcpy s ( , SourceSize, &unk 409B1@, SourceSize);
if ( !sub_40102A()| && !TsDebuggerPresent() )

! MessageBoxA(@, + 1, "Flag", 2u);
; , 8, 'H

I HeapDestroy( )

) ExitProcess(@);

|k

" _ debugbreak();

i} sub_4@leee(vs + 4, )N
ExitProcess(@xFFFFFFFF);
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int sub 408102A()
{

}

return 0,
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ds:IsDebuggerPresent
test  eax, eax
j short loc_4010B9

¥ vy
FEIE] FEIE]
5 uType
set Caption ; "Flag"||loc_4010B9: ; uType | [loc_401096:
>+1pMem] 5 1pText||push 2 inc ecx
5 hind | |push  offset Caption ; “Flag"||inc ecx
lessageBoxA mov eax, [ebp+lpMen] inc ecx
~t loc_4010CD inc eax inc ecx
push  eax 5 lpText| |int 3 ; Trap to Debugger|
push 0 5 hind | |mov edx, [ebp+lpMem]
call  ds:MessageBoxA call  sub_401000
jmp short loc_4010EF
FEIE]
loc_4010CD: ; 1pMem loc_4010EF: ; uExitCode|
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B ES 88000000 €all 20220208.391108
0 83c4 10 add esp,10
3 EB AZFFFFFF call 20220208.39102A
8 85C0O Ttest eax,eax
Al -~ 75 0A jne 20220208. 391096
C FF15 14603900 call dword ptr ds:[<&IsDebuggerPresent>]
2 B5C0 test eax,eax
- - 74 23 je 20220208. 391089
6 41 nc ecx
7 41 inc ecx
8 41 inc ecx
41 inc ecx
A Q0 nop
8B55 F4 mov edx,dword ptr ss:|ebp-C]
EE 5DFFFFFF call 20220208. 391000
--EB 4A jmp 20220208. 3910EF
6A 02 push 2
68 207839200 push 20220208. 397820 397820:"Flag”
FF75 F4 puslr]I dword ptr ss:|lebp-C]]
oA 00 ush 0 Ta i oy
FF15 E4603900 E_al] dword ptr ds:[<&VessageBoxA=] CSDN @bin cat
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41 inc ecx
20 nop

8B55 F4 mov edx,dword ptr ss:[lebp-cl]
0039109 EE 5DFFFFFF €an zoz220, 91000
00391043 90 nnjpé—
00391044 4A dec ellx
003910A5 6a 02
003910A7 68 20783900 puSh 20220208 397820 3978
003910AC FF75 F4 push dword ptr ss:[lebp-c]]
003910AF 6a 00 push 0
00391081 FF15 E4603900 €all dword ptr ds:[<@MessageBoxA>]
00391087 + EB 14 jmp 20220208.3910cD
00391089 oA 02 push 2
003910BB 68 20783900 push 20220208.397820 3978
003910c0 8845 F4 mov eax,dword ptr ss:|lebp-cf]
003910c3 40 inc eax
003910c4 50 push eax
003910C5 6a 00 push O
003910c7 FF15 E4603900 €all dword ptr ds:[<&vessageBoxa>]
003910cD FF75 F4 push dword ptr ss:|[ebp-c]
00391000 6a 00 push 0
003910D2 FF75 FC push dword ptr ss:[lebp-4]
003910D5 FF15 08603900 €all dword ptr ds:[<&HeapFree=]
003910DB 8945 F8 mov dword ptr ss:|lebp-8,eax
003910DE FF75 FC push dword ptr ss:[egp—:t]
0039101 FF15 0C603900 €all dword ptr ds:[<&HeapDestroy=]
0039107 6A push 0
003910E9 FF15 00603900 €all dword ptr ds:[<&ExitProcess=]
003910EF BA FF push FFFFFFFF
003910F1 FF15 00603900 €all dword ptr ds:[<&ExitProcess=]
003910F7 c9 leave
003910F8 c3 FEeE
003910F9 3B0D 04903900 cmp ecx,dword ptr ds [399004]
003910FF ~ 75 02 jne 20220208 39110
00391101 F3:c3 ret
00391103 ~ E9 09020000 jmp 20220208.391311
(iOBQLLOB 8BFF mov edi,edi CSDbL-E@hinseai

0] LUK 1 Ab Bk 3 nop$ B8 1 £003910C7 2= fif & messageboxA

X EEfRflag

[ 0
0117FC50
0117FC2C
00000000
00391307

<20220208. EntryPoint>

003910c7 20220208, 003910¢7
EFLAGS
zZF 0

OF 0 SFO DFO
CFO TFO IF1

00000206
1 aF 0

LastError 00000000 (ERROR_SUCCESS)
Laststatus C0000034 (STATUS_OBIECT_NAME_NOT_FOUND)

65 0028 F5 0053

ES 0028 DS 0026
€S 0023 55 0028
sT(0) x87r0 = 0.
sT(1) XB7rl = 0.
sT(2) XB7r2 = 0.
sT(3) REE = o.
sT(4) 87r4 ZE 1.
ST(5) 4002€000000000000000 XE7r5 = 12.00000000000000000
ST(E) 4002B2AAAAMAAAAMABOO xB7r6 ZF 11.16666666666666607
sT(7) X87r7 = 0.
x87Tagword FFFF
X87TTH_0 3 (F) X87TW_L 3 (&)
v x87Tw_2 3 (1) x87Tw_3 3 (X)
> ==

DESENEE 8855 R4 mov_edx,dword ptr ss:[ebpc]]

0039109 E8 5SDFFFFFF call ZDZZDZDE 391000

003910A3 90 nop

003910A4 aa dec edx

003910A5 6a 02 push 2

003910A7 68 20783900 push 20220208. 397820 397820:"Flag”

003910AC F75 F4 push dword ptr ss:ebp-cl

003910AF 6A 00 push o

00391081 FF15 E4603900 all_dword ptr ds: [<&MessageBoxa>]

00391087 | - EB 14 jmp 20220208. 3910cD

00391089 6a 02 pus|

00391088 68 20783900 push 20220208. 397820 397820: "Flag”

0039100 8845 F4 mov eax,dword ptr ss:[lebp-cl]

003910C3| 40 inc eax

003910c4 50 push eax

003910c5 B6A push 0

003910c7 FF15 E4603900 call dword ptr ds:[<&MessageBoxA>]

003910CD EF75 F4 push dword ptr ss:|febp-cl]

00391000 6A 00 push 0

00391002 FF75 FC push dword ptr ss:[lebp-4f]

003910D5 FF15 08603900 €an dword r ds:[<g& HEapFrEE)]

003910DB i mov dword ptr ss [ebg 8. e

003910DE Fi C push dword ptr ss 1

0039101 FF15 0C603900 €all dword ptr ds: [@Heapnes(ruw] Flag

003910E7 6A push o

003910E9 FF15 00603900 €all dword prr ds:[<&ExitProcess>]

003910€F A FF push FrFFFEE ; .

003910F1 FF15 00603900 i€all dword ptr ds:[<&ExitProcesss ing i |

00391 co flag{reversing_is_not_that_hard!}

003910F8| €3 et

003910F9 380D _04903000 cmp ecx,dword ptr ds:[399004]

003910FF| ~ 75 02 jne 30220208, 351103

00391101 F3:C3

00391103 ~ E9 09020000 mp 20220208.391211 Fel -1
00391108 8BFF aﬂ\P edi,edi FIEA EE® 0
<  —

dword ptr [003960€4 <20220208. &MessageBoxa>]=<user32.MessageBoxA>

. Text:003910c7 20220208. exe:$10c7 #4c7
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77AD1020(0C 00 OE O 7|08 00 0A 00|88

774103006 00 08 00 B 7|06 00 08 00|CO

77AD104 00|B8 7D AD 77|06 00 08 00 CE

77AD1050 1( 00 1E 00|B4 74 AD 77 |6B 4C 73 45

77AD1060|00 39 BE 77|00 00 00 00|60 17 AD 77 su et o

¥il)\ (stdcall)

Il
- [5_#100 et

00000000

[Esp+4] 030105¢9 ﬂag{mversmggs not_that_hard!}"
[esp+8] 00397820 "Fla

[esp+c]_00000002

00000000
030105€9

0 |iEEE| 20220208.00393550 B 20220208

8
3 JBEE 20220208.00391839 B 20220208
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