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Library function Data [l Regular function Unexplored M Instructicn External symbol

[F]Functions window o &8 x IDA View—h x| = Hex View-1 (x] Structures x| [Ea) Ermms %] Inports B Eal
Function name A - .:E::Eggzgggz ; [00000005 BYTES: COLLAPSED FUNCTION start. PRESS CTRL-NUMPAD+ TO EXPAND]
sub_45700A text:QO457EIE ; =============== S UBR O U T I HE
[7] sub_45700F .text :0045783E
Z sub_457019 .:ex::ggl‘g;:gg ; Attributes: thunk
-text:

z' SUbf457O1E .text:0845783E sub_u5783E proc near 5 CODE XREF: sub_4B1878+55.p
[7] sub_457023 _text:0OMS78SE imp sub_uB2a70
[7] sub_457028 .text:0O45783E sub_4S7B3E endp
[7] sub_45702D .text:0045783E
7] sub 457032 _text: 00457843

- . text:0O457848 ; ————-—————- SUBROUTIHNE
% 5”2—457037 .text: 00457843
£| sub_45703C _text:QO45784E : Attributes: thunk
[7] sub_457046 .text: 08457843
i} sub_45704B .text:88457843 sub_h57843 proc near ; CODE XREF: sub_46B1BB+2BALp
[7 sub 457050 .text: 00457843 ; sub_W6CBF B+8ABLp
zl Sub_457055 —— |-text-00457843 jmp sub_471996

- .text:88457843 sub_u457843 endp
% S"E’igggﬁ .text:00457843

sub._ .Lext: 00457848

[7] sub_457064 .text: 00457848 jnp loc_502DES
sub_457069 .text:0845784D
7 sub_45706E Lext:0O4sTE4D [ ——— ——-SUBROUTIMNE

- .text:0045784D
(7] sub_457073 _text:0O45784D ; Attributes: thunk
[7] sub 457078 .text:a6u5784D
[F] sub_457082 .text:0045784D sub_4S784D proc near ; CODE XREF: sub_ 4DAAFB+uBLp
[7] sub_457091 .text :0045784D ; sub_4DARFB+76yp ...
[F] sub 457096 -text:0045784D jmp sub_LUB7EAC

- .text 00457840 sub_ 457840 endp
(] sub_457098 .text:0045784D
(7] sub_4570A5 _text:00457852
Sub,4570AA . text:0O457852 ; ————----—————-= S UBR O U T I HE
5] sub_4570AF .text: 88457852

[F1 euh 4570024 -text:-00457852 - Attributes: thunk
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[7] sub_4570BE

.text:08457852 sub_u57852 proc near 5 CODE XREF: sub_498318+CFLp
[7] sub_4570C3 ‘ ‘ .text: 00457852 jnp sub_49ALEE
% 5”2_4570[32 . sub_u57852 endp
£ sub 4570D7 .
[7] sub_4570E1 .
[7 sub_4570E6 . ; -SUBROUTINE

v .
l?‘ sub 4570E8 N _text:@O457857 : Attributes: thunk

0000039 00457839: start (Synchronized with Hex View-1)
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Library function Data [l Regular function Tnexplored [ Instruction External symbol

[F]Functions windew o & x D4 View-4 @ Hex tiew-1 [ structures E Emms = Inports [¥] Strings winde

Function name 1l Address Length Type String

.rdata:0050AE... 00000005 C 8.(;
) O.restart\n

[7] sub_45700A
[7] sub_45700F
[7] sub_457019
[7] sub_45701E
[7] sub_457023
[7] sub_ 457028
[7] sub_45702D
[7] sub_457032

.rdata:0050AE85 00000000
.rdata:0050AE... 00000023
.rdata:0050AE... 00000009
.rdata:0050AEE8 0000000B
.rdata:0050AF10 00000023
.rdata:0050AF44 00000023
.rdata:0050AF78 00000006

[7] sub_ 457037 .rdata:0050AF90 0000000B (D#5:00)--

[£] sub_45703C .rdata:0050AFAQ 00000006 ---7\n

[7] sub_457046 .rdata:0050AFA8 0000000C (;0#500)--

[7] sub_ 457048 .rdata:0050AFB8 0000000C (*0ER00)=3

[7] sub_457050 .rdata:0050AFC8 00000005 --\n

A sub 457055 .rdata:0050AF... 00000038 [\n

[£] sub_45705A .rdata:0050B018 0000003A | by 0x61 [\n
[7] sub_45705F s] .rdata:0050B060 0000003A | [\n

[7] sub_ 457064 rdata:0050B0A8 0000003A

[7] sub_457069 [=] 00000015
[7] sub_45706E .rdata:0050B110 00000022
[7] sub_457073 [5 .rdata:0050B134 00000009
[7] sub_457078 [5] .rdata:0050B13F 0000000B
[7] sub_457082 [5] .rdata:0050B158 00000022
[7] sub_457091 [5 .rdata:0050B17C 00000009
[7] sub_457096 [5] .rdata:0050B187 00000008
[7] sub_457098 [5] .rdata:0050B1A0 00000022
[7] sub_4570A5 [5 .rdata:0050B1C4 00000009
[7] sub_4570AA [5] .rdata:0050B1CF 00000008
[7] sub_4570AF [5 .rdata:0050B1E8 00000022
[7] sub_457084 [5] .rdata:0050B20C 00000009

[7] sub_4570BE
[7] sub_4570C3
[7] sub_4570D2
[7] sub_4570D7
[7] sub_4570E1
[7] sub_4570E6
[ sub 4570EB ~
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S0 = [ HE s B ) o B0 EdEF~Fw X » DO Ko debuszer MIESIEE N s

.rdata:0050B217 0000000B
.rdata:0050B230 0000003A
.rdata:0050B278 0000003A
.rdata:0050B2C0 00000022
.rdata:0050B2E4 00000007
.rdata:0050B2F4 00000006
.rdata:0050B308 0000003A
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Library functicn Data [l Rezular functien Tnexplored [l Instruction External symhol
[F] Functions windew o &8 x D4 View-4 B @  Hex View-1 A Structures B3| Ermms GE] Imports &
- ~ _rdata:AASOBBAS asc_5BBBAS ab | |*.BAN,B
Function name .rdata: 05 BBBAS ; DATA XREF: sub_4SECFA+46BTo0
Kl sub_45700A .rdata: 8650888 ; sub_MSF4B8+ADTo0
[7] sub_45700F .rdata: 05 BBBE? align 16h
7] sub_457019 -rdata:0050B0F0 adoneTheFlagls db “donettt the flag is *,8 ; DATA XREF:
[7] sub 45701 -rdata: 00500105 db ]
. .rdata: D05 0B106 db [}
[7] sub_457023 _rdata: DO50B107 a0
[7] sub 457028 .rdata: 00500108 db ]
[F] sub_45702D .rdata: 00508109 a0
7| sub 457032 -rdata:0858B18A db a
% sub 457037 .rdata: 05 AB108 i a
(7] sub 45703¢ .rdata: 05 BB18C as db *%s*,0Ah,8 ; DATA XREF: sub_uSE9uA+288To0
Sub - rdata:AOSEB110 unk_58B118 db  20h ; DATA HREF: sub_4SFaBR+1ETo
[7] sub_457046 .rdata:BeseB111 db  26h
[7] sub_457048 .rdata: 00508112 db  20h
[F] sub_ 457050 .rdata: 00508113 db  20h
» .rdata:pOSOB114 db  20h
% :Eg-jgggi .rdata: BOS0B115 db  20h
3] sub 45703F .rdata: BOS0B116 db  20h
sub_ .rdata: 00508117 db  26h
[7] sub_457064 .rdata: BASBB118 db  2@h
[] sub_457069 .rdata:AOSAB119 db  2@h
[7] sub_45706E data: 005118 ® 2
-rdata:
% ZEE—:;;S;; .rdata:po5OB11C db 260
- .rdata: 00508110 db  20h
[7] sub_457082 .rdata: 005 0B11E db  26h
[7] sub_457091 .rdata: 005 0B11F db  20h
(7] sub 457096 rdata: 00500121 a zon
-rdata:
% 5”2—12;8?5 .rdata: BOS0B122 db  20h
] sub_ .rdata: 00508123 db  28h
[7] sub_4570AA .rdata:BOSAB124 db  26h
Izlsub_ztSTOAF .rdata: 86588125 db  7Ch ; |
[F] sub_4570B4 .rdata: A0S AB126 db  20h ; - . . o
[7] sub_4570BE .rdata: 00588127 db 20h ; - CSDN @starmultiple
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[F] Functicns window o & x IDA View-8 [ [Erzeudocede-4 @ @ Hex view-1 [ Structures [ 3 Erums x|
: ~ 17| char vi15; // [sp+157h] [bp-Dh]@1
Function name 118 char u116; /7 [sp+158h] [bp-Ch]@1
sub_45700A 119| unsigned int vi17; // [sp+166h] [bp-4h]E@1
sub_45700F 126) int savedregs; // [sp+164h] [bp+Bnj@i
sub 457019 E; E(&v1, O2CCu, Ox158u)
mense ul, @xCCu, Ox% uj;
sub_45701E 123| vi17 = {unsigned int)&savedregs ~ _ security cookie;
sub_457023 124 sub_W4SA7BE(“donettt the flag is ");
sub_457028 125 w60 - 18;
sub 45702D 126 u61 = 64:
sub_457032 127| w62 - 98;
sub:45703? 1ol ues - >
sub_45703C 138 u65 - &
sub_457045 131 u66 = 6;
£l sub_45704B 132| w67 = 3;
sub_457050 1323 uee = &;
sub_457055 b IOl
sub_45705A 136 U7t - 65t
sub_45705F 137| w7z = 82;
sub_457064 138| u73 - 12;
sub_457069 139 uih = 485
sub_45706E 146 w75 = 655
sub_457073 Tmoeie = a1
- 142| w77 = 78;
sub 457078 1u3| s - 62+
sub 457082 144| u79 - 32;
sub 457091 145 uB0 = 49;
sub_457096 1::2 ug; - iz;
ug2 = 1;
sub_45709B 148| o83 - 59
sub_4570A5 149| ush = 96
sub_4570AA 150 ues - a3
sub_4570AF 151 u8s = 21;
sub_4570B4 152| u87 = 9;
sub_4570BE b ol
sub_4570C3 1eal vem o 0o
sub_4570D2 156 vo1 - 55
sub_4570D7 157| w92 = &;
sub_4570E1 158 voz - 1;
sub_4570E6 j‘z; "3;‘ = g:
v v = 33
[ﬂ sub 4570EB 101 vo6 - mh:
00007D91 sub_45E540:132
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Unexpleored M Instruction E

EFunctions wi-- O & X IDA'" B Pse"- B PSE'" B Bl Hex [
: ~| ® 204] v25 = 96;
Function name 85| u26 = 83
7] sub_45700A 266| u27 = 4h;
7] sub_45700F 207 u28 = 121;
E sub_45?019 288 w29 = 19115
7] sub_45701E pop R
7] sub 457028 212 033 = 117;
7] sub_45702D 213| u3h = 181;
7] sub 457032 3:: ugg = 3;3
v ;
& sub_457037 216| 37 = 127;
7] sub_45703C 217 v3s = 119
E sub_45?046 218 v3g 96;
71 sub_45704B 219 uhb = |u8;
7] sub_457050 228 unl = 187;
7] sub_457055 e Z I
7] sub_45705A 293l unn = 20
7] sub_45705F 294 u4s - 81
71 sub 457064 225 b6 = 107;
7] sub_457069 226| uL7 = 98;
71 sub_45706E 2271 ukE = 85;
7] sub_457073 228w o
7] sub_457078 230 u51 - 43
7] sub_457082 231| vu52 = 76;
7] sub 457091 232| U532 = 86;
7] sub_457096 ggi ug: :31;
v ;
% S”E—ig;gi@ 235 u56 = 1;
sub_ 236 w57 = 117;
7] sub_4570AA 237 u58 = 126;
F1sub 4570AF 238| us9 = B:




7] sub_457084 239
7] sub_4570BE 333
7] sub_4570C3 ou5
E 5L|b_45?OD2 243
7] sub_4570D7 24y
7] sub_4570E1 245
7] sub 4570E6 246
7] sub_4570E6 V| e 207
4 > 248

o

For (i = @; i < 56; ++i )
{
(U2 + i) "= =(RuHd + i);
=(&u3 + i) "= Bx13u;
H
sub_ 45A7BE{""%5%n"'};
sub_4SPAER{&savedregs, &dword 4SECBL4);
sub_459CA6();
return sub 458881();

¥
00007F05 sub_45ES40:219 -

5D @starmultiple

a=[18,64,98,5,2,4,6,3,6,48,49,65,32,12,48,65,31,78,62,
32,49,32,1,57,96,3,21,9,4,62,3,5,4,1,2,3,44,65,78,32,
16,97,54,16,44,52,32,64,89,45,32,65,15,34,18,16,0]
b=[123,32,18,98,119,108,65,41,124,80,125,38,124,111,74,
19,83,108,94,108,84,6,96,83,44,121,104,110,32,95,117,
101,99,123,127,119,96,48,107,71,92,29,81,107,90, 85,64,
12,43,76,86,13,114,1,117,126,0]

flag

for i in range(57)
a[i]”=b[i]
a[i]~=0x13
flag+=chr(a[i])
i+=1

print(flag)
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