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require_once( 'config.php');
header('Content-Type: application/json');

function response($resp){
die(json_encode($resp));

}

function response_error($msg){
$result = ['status'=>"error'];
$result['msg'] = $msg;
response($result);

}

function require_keys($req, $keys){
foreach ($keys as $key) {
if(!array_key exists($key, $req)){
response_error('invalid request');

function require registered(){
if(lisset($_SESSION['name']) || !isset($_SESSION[ 'money'])){
response_error('register first');
¥
¥

function require_min_money($min_money){



https://www.cnblogs.com/xishaonian/p/7628153.html

response_error('register first');
¥
$money = $ SESSION[ 'money'];
if($money < 0){
$ SESSION = array();
session_destroy();
response_error('invalid negative money');
¥
if($money < $min_money){
response_error('you don\' have enough money');
b
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if($ _SERVER["REQUEST_METHOD"] != 'POST' || !isset($ SERVER["CONTENT TYPE"]) || $_SERVER["CONTENT TYPE"] != 'appl

ication/json"'){
response_error('please post json data');

}

$data = json_decode(file_get_contents('php://input'), true);
if(json_last_error() != JSON_ERROR_NONE){
response_error('invalid json');

¥
require_keys($data, ['action']);

// my boss told me to use cryptographically secure algorithm
function random_num(){
do {
$byte = openssl random_pseudo_bytes(10, $cstrong);
$num = ord($byte);
} while ($num >= 250);

if(!$cstrong){

response_error('server need be checked, tell admin');

}

$num /= 25;
return strval(floor($num));

}

function random_win_nums(){
$result = '';

for($i=0; $i<7; $i++){
$result .= random_num();

}

return $result;

}

function buy($req){
require_registered();
require_min_money(2);

$money = $ SESSION[ 'money'];
$numbers = $req[ 'numbers'];
$win_numbers = random _win_nums();
$same_count = 9;

for($i=0; $i<7; $i++){




if($numbers[$i] == $win_numbers[$i]){
$same_count++;
¥
¥
switch ($same_count) {
case 2:
$prize 5;
break;
case 3:
$prize
break;
case 4:
$prize
break;
case 5:
$prize
break;
case 6:
$prize 200000
break;
case 7:
$prize = 5000000;
break;
default:
$prize
break;
¥
$money += $prize - 2;
$_SESSION[ 'money'] = $money;
response([ 'status'=>'ok", 'numbers'=>$numbers, ‘win_numbers'=>$win_numbers, ‘'money’'=>$money, 'prize’'=>$prize]);

}

function flag($req){
global $flag;
global $flag price;

require_registered();
$money = $ SESSION[ 'money'];
if($money < $flag price){
response_error('you don\' have enough money');
} else {
$money -= $flag price;
$ SESSION[ 'money'] = $money;
$msg = 'Here is your flag: ' . $flag;
response(['status'=>'ok', 'msg'=>$msg, 'money'=>$money]);
}
}

function register($req){
$name = $req[ 'name’];
$ SESSION[ '‘name'] = $name;
$ SESSION[ 'money'] = 20;

response(['status'=>'ok']);

}

switch ($data['action']) {

case 'buy':




buy($data);
break;

case 'flag':
flag($data);

break;

case 'register':

require_keys($data, ['name']);

register($data);

break;

default:
response_error('invalid request');

break;
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Iser—-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x£4: |§ HTTP/Ll.l 200 OKE h
wi70.0) Gecko/20100101 Firefox/70.0 Date: Tue, 12 Mowv 2018 0Z:5Z:IZ2 GNT i
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weeept-Languadge : H-Powered-By: PHP/7.2.5
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