BBt St misc#r F X writeup

AR A F 2019-10-10 193642 K A7 574 W 3

SFRERE: A XERE: o Bt misc

FRAAE B ASCNIEERAISCE, BI5 CC 4.0 BY-SA FRAUIML, BB L ESCH s A s,
A SCEERE: hitpsy/blog.csdn.net/weixin 4121767 1/article/details/1 02489232

: ctf ERBCRIZ N
2RXE 0
B EA
title: KBt FAmiscHFXwriteup
tags: ctf
categories: ctf

1.this_is_flag
W2 Bl AflaglE

this is flag

HERTZRZY:
HASE Sk
ax Hiadk -
ISR =
o E B -

2.ext3

TR ERGEEInuX, fiefr @ BEE R A, WUFZIRBE N, KHEER

:~/Downloads# file 630a886233764ec2a63f305f318c8baa
3f3085f318cB8baa: Linuw 1.0 ext3 filesystem data, UUID=cf6d7bff-c377-40837-84ae-956ce3cI%aaa (needs journal recovery)
1~ mount 630a886233764ec2a63f3057318c8baa /mnt/
:~/Down # cd /mnt/
:/mnt# tree /mnt/
/mnt/

B82CdWGSxGPX.bin
06Y1l

oh3as

ol

ogsd

BwDg5

A EFflag XA, cat&rFBbase64Imiy, #iTHHBlagl


https://blog.csdn.net/weixin_41217671
https://blog.csdn.net/weixin_41217671/category_9414408.html
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2594%25BB%25E9%2598%25B2%25E4%25B8%2596%25E7%2595%258C&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=misc&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_41217671/article/details/102489232
https://blog.csdn.net/weixin_41217671/category_9414408.html

Ls]
07avZhikgKgbF
L flag.txt

o8

0000s

:/mnt# cd /mnt/07avZhikgKgbF
nt avZhikgKgbF# cat flag.txt
ZmxhZ3tzYWp rampjbmJoc2]2Y2pianN6Y3N6Ymt6and=
L

fuck

Baseﬁ{ﬁf’f‘ H
flag {sajbcibzskjjcnbhsbvejbjszeszbkz]

3.give_you_flag
THER—KgifE —RBI 4B E R, HStegsolvefffF — 41 E R

(=] - O > =]

Frame : 50 of 53 File Analyse Help

MNormal Image

MpsH A EE — 4B f, — 46013 1 kB Aflagld



4.pdf

THER A pdiXxt, ¥pdfEHwordctE, FiX EHwpsHHiE#

<1IPDF&Word N

v

O WSRNN  PDRitExcel  PDREPPT  PDRRsy  PDFAst  [REEIREEN U s=vssEms
£ik Bk S SUL BAFREEE RS 2{F

6607eab75b164280913457624c8b1eb7.p 1 T =] 1 F e
g docx - BE IENERRINE
HHES: PDFERIE= - {(F=3PDFEHERNEZ

T F i word, MIERIE A BB sh i/ ME Fr, BIATE LI A Tl flagli



c BPOeRY-¢ v EY m TEeE 38 =R UG8 =9 T2 FATE RETE YRBT

% Cambria ~|110 AR O R 2o~ AaBbCCD(AaBIAaBb‘AaBb( F)
e | B ] U-A-X X A-agk- A-A 504 FE1 2 W3 -

flag{security_through_obscurity}

5.stegano

%pdfﬁiﬁﬂﬁ%%ﬂﬁiﬁiﬁéiﬁi, SEHIFCEARE, WLURNAABBR—BX Y, REHHEE, ARR, BREY %

- FEAL R T BB jyﬂag

C 0 @ 3| E/Syn/Document/m =i 8 lle ¢ B TRt Rmisc/misci T X/5/fadbcaab55... v e ®oGghra 000D 04

polar bear during a snow storm

Lorem ipsum dolor sit amet, lipiscing elit. Cras faucibus odio ut metus vulputate, id laoreet magna
volutpat. Integer nec enim vel a:cu pormbor egestas. Vestibulum suseipit lorem sed sem faucibus rutrum. Nune dia
orei, convallis vitae auctor vehi il ut mi. M nec urna at dolor mattis dictum sit amet at B
Mauris condimentum adipiscing erat nec feugiat. Curabitur scelerisque varius ligula, iaculis adipiscing dui. Duis eget
ullamcorper arcu. In facilisis et tortor commodo aliquam. Nulla feugiat, sem eu molestie bibendum, leo n
massa, id accumsan saplen libero id tal]us In emm lwus, aoll|c.lmdm a felis qms, blandit porta ipsum.

sollicitudin a ﬁelja quis, blandit porta ipsum. Donec sed nibh egestas, tristique mauris eu, ru
Duis gravida semper dui laoreet vulputate. Aenean quis tempor orci. Cras placerat lectus
interdum in.Lorem ipsum dolor sit amet, 1 elit. Cras faucibus odio
magna volutpat. Integer nec enim vel arcu ptmtibor egestas. Vestibulum suscipit lo
diam orei, convallis vitae auctor vehicul dum ut mi. M; nec urna at
Mauris condimentum adipiscing erat nee feugiat. Curabitur scelerisque varius ligula

adipiscing erat nec feugiat. Curabitur
arcu. In facilisis et tortor commodo aliquam|
umsan sapien libero id tellus. In enim lacus,
istique mauris eu, rutrum justo. Nulla facilisi.
Cras placerat lectus nulla, eu bibendum metus
as faucibus odio ut metus vulputate, id laoreet
suscipit lorem sed sem faucibus rutrum. Nunc
$ nec urna at dolor mattis dictum sit amet at orei.

sollicitudin a felis quis, blandit porta ipaum. Donec ser

Duis gravida semper dui laoreet vulputate. Aenean q
interdum in.Lorem ipsum dolor sit amet, conse
magna volutpat. Integer nee enim yel arcu p .‘
diam orei, convallis vitae auctor lnt
Mauris condimentum adipiscing erat n
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Lorem ipsum dolor sit amet, consectetur adipiscing elit. Cras faucibus odio ut metus wvul
volutpat. Integer nec enim vel arcu porttitor egestas. Vestibulum suscipit lorem sed sen
orci, convallis witae auctor vehicula, interdum ut mi. Maecenas nec urna at dolor mattis
Mauris condimentum adipiscing erat nec feugiat. Curabitur scelerisque varius ligula, iac
ullamcorper arcu. In facilisis et tortor commodo aliquam. Nulla feugiat, sem eu molestie
massa, id accumsan sapien libero id tellus. In enim lacus, sollicitudin a felis quis, bl
egestas, tristique mauris eu, rutrum justo. Nulla facilisi. Duis gravida semper dui laor
orci. Cras placerat lectus nulla, eu bibendum metus interdum in.Lorem ipsum dolor sit am
elit. Cras faucibus odio ut metus wvulputate, id laoreet magna volutpat. Integer nec enin
Vestibulum suscipit lorem sed sem faucibus rutrum. Nunc diam orci, convallis wvitae auctc
Maecenas nec urna at dolor mattis dictum sit amet at orci. Mauris condimentum adipiscing
scelerisque varius ligula, iaculis adipiscing dui. Duis eget ullamcorper arcu. In facili
Nulla feugiat, sem eu molestie bibendum, lec nisi porttitor massa, id accumsan sapien 1i
sollicitudin a felis quis, blandit porta ipsum. Donec sed nibh egestas, tristique mauris
Duis gravida semper dui laoreet vulputate. Aenean quis tempor orci. Cras placerat lectus
interdum in.Lorem ipsum dolor sit amet, consectetur adipiscing elit. Cras faucibus odio
magna volutpat. Integer nec enim vel arcu porttitor egestas. Vestibulum suscipit lorem =
diam orci, convallis vitae auctor wvehicula, interdum ut mi. Maecenas nec urna at dolor n
Mauris condimentum adipiscing erat nec feugiat. Curabitur scelerisque varius ligula, iac
ullamcorper arcu. In facilisis et tortor commodo aliquam. Nulla feugiat, sem eu molestie
massa, id accumsan sapien libero id tellus. In enim lacus, sollicitudin a felis quis, bl
egestas, tristique mauris eu, rutrum justo. Nulla facilisi. Duis gravida semper dul laor
orci. Cras placerat lectus nulla, eu bibendum metus interdum in.Lorem ipsum dolor sit am
elit. Cras faucibus odio ut metus wvulputate, id laoreet magna volutpat. Integer nec enin
Vestibulum suscipit lorem sed sem faucibus rutrum. Nunc diam orci, convallis wvitae auctc
Maecenas nec urna at dolor mattis dictum sit amet at orci. Mauris condimentum adipiscing
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iy PlaneGameFrame.class - Java Decompiler

File Edit Navigation Search Help

= @ e
(=g 40013830022a4fdbaa4f9f3689b13{18. jar i
T EEl MME%}\_NIINFFEST. WF IhBullet. class® fuExplode. class & fa) GameObject. class &2 fayPlane. class & T Pl
S g'pblﬁg if (tthis.p.istive())
"'f%.r'—"‘_guléitl'e‘ilass 51 {grintlnfo(g, "CLEEISE TEWE", S8, 158, 200);

h Explode. class

- int period = (int)({this.endTime.getTime() - this.startTime.getTime()) / 1eeaL);
b gimeObJTct-class printInfo(g, "{FHEZER" + period + ¥, 58, 158, 250);
Flth ane. class 56 switch (period / 18)
BH) PlaneGameFrane. class - 7
=-fF util case 8:

+-fup Constant. class 5 printInfo(g, "H.*H—-HEFERE", 50, 158, 388);

+-fup Gameltil. class 58 break;
+tp MyFrame. class case 1: i
= images 51 printInfo(g, "EFRE{FNEREST ", 50, 150, 380);
= 8B explode 62 break;

----- el. gif case 2: o

..... c10. gif printInfo(e, "MIREHEHE, H—EEFEER", 48, 30, 300);

----- ell.gif ; ca:?:{“

_____ o zig 67 erintino(e, "W KFIERHSE", 50, 150, 300);

""" eld. gif h cas;ez:,

----- eld. gif 0 printInfo(g, "IEHFET—1&E", 50, 158, 308);

""" elf. gif 71 break;

..... e2. gif case 5:

----- e3. gif 3 printinfo(g, “MFEE—HHESTEREET ", 40, 30, 300);

..... ed. gif 4 break;

----- eb. gif case 6:

..... B gif 76 printInfo(g, "EEE{RGFgaURhbGLFSmlud2FuQZhpamk=}", 5@, 158, 3@e);

..... a7, gif 7 break;

..... eB. gif H

..... e9. gif }
ball. png ¥
be. jpg ublic void printInfo(Graphi String str, int size, int x, int y)
plane. png p p phics g, ring str, int size, int x, int y

e f
a0 Color ¢ = g.getColor();
g.setColor(Color.RED);

Font £ = new Font("Z{", 1, size);
g.setFont(f);

g.drawstring(str, x, v);

95 g.setColor{c);

public static woid main(String[] args)
e

101 new PlaneGameFrame().launchFrame();
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string = c8eYacalcbfZedf3e8cdefeTalalddeledalefeceleTale9f3baalelSearacifedealacleacdelcachfache3fbeTedf3edele
flag = _
for i in ra“ﬂelO len(string), 2J:

s = "0x" + chl“ﬂ [il] + qul'ﬂ [i+1]

flag += chriint(s, 16) - 128)
print(flag)
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&R | stego - io=& - ] *
%) EE(E) TERL(O) EE(V) FEEIH)
|U3RIZZFu b2dyYXBoeSBpcyB0aGUgYXJOIGFuZCBzY2llbmNIIGSm
IHdyaXRpbmcgaGlkZGVulG1lc3NhZ2VzIGIulHN1Y2ggYSB3YXkgdGhhdCBubyBvbmV=
LCBhecGFydCBmem9tIHRoZSBzZW5kZXIgYWS5kIGludGVUZGVkIHJIY 2lwaWVudCwgc3VzeGU =
Y3RzIHRoZSBleGlzdGVuY2Ugb2YgdGhllG1lc3M=
YWdILCBhIGZvemOgb2Ygc2VjdXJpdHkgdGhyb3VnaCBvYnNjdXJpdHkulFS=
aGUgd29yZCBzdGVnYW5vZ3JhcGh5IGIzIGIMIEdyZWVrIG9yaWdpbiBhbmQgbWVhbnMgImNvbmNIYW==
bGVkIHdyaXRpbmcilGZyb20gdGhlIEdyZWVrIHdvemRzIHNOZWdhbm9zIG1IYW5pbmecgimNy
dmVyZWQgb3IgcHIvdGVjdGVkliwgYW5kIGAyYXBoZWIulG1IYW5pbmegInRvIHc=
cml0ZSIulFRoZSBmaXJzdCByZWNvemRIZCB1c2Ugb2YgdGhlIHRIcem0gd2FzIGIuIDEOOTkgYnkgSm9o
YW5uZXMgVHJpdGhlbWI1cyBpbiBoaXMgU3RIZ2Fub2dyYXBoaWEsIGEgdHJIYV==
dGlzZSBvbiBjcnlwdG9ncmFwaHkgYWS5kIHNOZWdhbm9ncmFwaHkgZGlzZ8 ==
dWIzZWQgYXMgYSBib29rIGOulG1hZ2|jLIBHZW5SlcmFsbHksIG1Ic3P=
YWdlcyB3aWxsIGFwcGVhciBObyBiZSBzb21ldGhpbmegZWxzZTogaW1hZ2VzLCBhenRp
Y2xlcywgc2hveHBpbmegbGlzdHMsIGOyIHNvbWUgb3R=
aGVylGNvdmVydGV4dCBhbmQsIGNsYXNzaWNhbGx5LCB0aGUgaGIkZGVulG1lc3NhZ2UgbWFSIGJIGIulGludmm=
c2libGUgaW5rIGJIdHdIZWA4gdGhlIHZpc2libGUgbGluZXMgb2YgYSBwemI2YXRIIGxldHRIciANCgOKVGhI
IGFkdmFudGFnZSBvZiBzdGVnYW5vZ3JhecGh5LCBvdmVyIGNy
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import base64

b64dchars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz®123456789+/
with open('stego.txt’, 'rb') as f:
flag = "'

bin_str =

T

for line in f.readlines():

stegb64 = str(line, "utf-8").strip("\n")
rowb64 = str(base64.b64encode(base64.bbddecode(steghbd)), "utf-8").strip("\n")
offset = abs(b64chars.index(stegb64.replace('=","")[-1]) - b64chars.index(rowb64.replace( =
equalnum = stegb64.count('=") #nc ualnum no
it equalnum:
bin_str += bin(offset)[2:]. zflll(Pqualnum * 2)

#print(f S 5 0 LE AT 275 A
print([chr(int(bin_str[i:i + 8], 2)) for i in range(®, len(bin_str), 8)])

12. )R B REWA3RT)
THTREMNRESR, binwalkii—T, BEEEE—AZp, foremosts B Xt , ZpBFEEFN, FRBHEL

2

~/Downloads/misc/14# binwalk 19ae303d520c4790b0481569b354e6a2.pcapng
DECIMAL HEXADECIMAL DESCRIPTION

663085
664045
812025
8l4001 compr
1238637 66 compr
1240937 IX12EF6 compr
1391563 : compr
1393067 0»1541AB compr
@x1576B7 compr
0x158F17 XZ cOompress
5B561 Zip archive da
size name: flag.txt

compr
compr
compr
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