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import os
import binascii
import struct
misc = open("misc4.png","rb").read()
for i in range(1024):
data = misc[12:16] + struct.pack('>i',i)+ misc[20:29]
crc32 = binascii.crc32(data) & oOxffffffff
if crc32 == 0x932f8a6b:
print (i)
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:~/Desktop# binwalk 2333.pdf

'DECIMAL HEXADECIMAL DESCRIPTION

version: "1.4"
452 0x1C4 im C a, JFIF standard 1.01
73254 Ox11E26 JPEG im a, JFIF standard 1.01
81606 Bx13EC6 Zlib d data, default compression
82150 Bx140E6 JPEG image data, JFIF standard 1.01
104469 0x19815 Zlib compre d data, default compression
£105134 0x19AAE Zlib compressed dah#psdbiEutddcompies stdnstory
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BT E/KE K HAZETHE Npython2, BB FEREpython2ifE, RKIEMNT:

python2 -m pip install --upgrade pip

BT A cv2iX AN E, iz
pip install opencv-python
a7

pip install matplotlib

ZERAT AR WA, AT a4

python2 bwm.py decode dayl.png day2.png flag.png
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linuxF :

pip2 install xortool

:~/Desktop# xortool 1
The most probable key lengths:

Key—iength can be 3*n ittps://blog.csdn.net/Yu_csdnstory

" LLUE EM13HLER R K

:~/Desktop# xortool 1 -1 13 -
1 possible key(s) of length 13:

Found 1 plaintexts with 95.0%+ valid characters
See files filename-key.csv, filename-char used-perc valid.csv
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import os

c = open("1",'rb").read
key = "GoodLuckToYou"
def xor(c,k
keylen = len(k
res = ""
for pos,c in enumerate(c
res +=chr(ord(c) ~ ord(k[pos % keylen
return res

print xor(c,key

w4 R Tk 3l flag
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elicitous. wdflag{You Are Very Smart}hhough the

he novel as hostile acquaintances and unlikely f
rach other and themselves so that th

MISCall
BARMEK A, Abinwalk 41 F, RAERbz2ESEA, ZElinuxT # KA 2 — A gite B i S0

tar -xjvf bz23(fF



WIEG fr

:~/Desktop# tar xjvf 2.bzz

ctf/

ctf/flag. txt

ctf/.git/

ctf/.git/description
f.git/refs/

f.git/refs/heads/

f.git/refs/heads/master
.git/refs/stash
.git/refs/tags/
.gitjDRIG_HEAD
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HABZRT, HKBflag.txt

:~/Desktop# cd ctf
:~/De p/ctf# 1s
flag. txt
:~/Desktop/ctf# cat flag.txt
P Nothing to s e, moving along...

Hoitts @ BEEF HE, HEEARIXAH

tf# cd .git

s sktop/ct /. t._]it# 1s
branches config HEAD index logs ORIG_HEAD
COMMIT EDITMSG description hooks info objects refs

a ‘Desktop/ i

commit o} c42afe c (HEAD -> master)
Author: 5
Date: Thu Jul 24 21:16:59 2014 +0200

hitps://blog.csdn.net/Yu_csdnstory

Initial commit

Bkt
git stash KI1EH
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¥ Bk AT V) # BIHEAD IR R £

833 git stashfE i KB 25122, 7T LB i git stash list& & .git stash show T 8% git stash applyf T E ¥ /% . B 4T git stash&
[FFgit stash save.

B CHERE: hitps://blog.csdn.net/zz_Caleb/article/details/89331985
https://www.jianshu.com/p/14afc9916dcb

T & & BE BRI XHFIR

git stash list

:~/Desktop/ctf# Qit stash list

: WIP on master: bea99b9 Initial commit
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git stash show

:~/Desktop/ctf# git stash show
flag.txt | 25
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RO s.py B EFH#EFE, E17s.pyfs 2lflag
git stash apply
:~/Desktop/ctf# git stash apply
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({EFR "git add < &=>..." EHEREZTHAET)
({EH "git checkout -- < ff=>..." EXETEEXM&E)
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BrainFuckiE&

B —MEREEINES, HUrban MillerfE1993F 8%, B/ \MESHEM (ITFR) . TIAEISERVAFERL, 5—5KE
SBRAVET, YIAITRE LB 820, B EIRISHERREINIGNE, EEAMMTARESET

B ax
> iEraaEa—
< HEEt AR s
+ IEEtAEEREEIN LT
- IEEtAEMERERN L 1771
e FEfEREZASCIIF R

' BEEIFDIRAN, FHEE=SRIETEAE
[ SEFTHREIMYEAN0N, BHEENIN]Z/E; B, T

] Bk RIRT A f2b

7E 2 50 P I
brainfuck


https://www.splitbrain.org/services/ook

B o 4 1Y
Huhk

3-1
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434 65.284932 18.1.70.61 18.1.10.61 TELNE
.335392 1.
439 65.652432 18.1.70.61 18.1.10.61 TELNE
~ Telnet
Data: ~ \O33[OmM\E33[01; 34mctF\O33[Om flag.txt \@33[01;:

Data: anaconda-ks.cfg “\033[01;31mflag.rar\033[0m flag.txt.1 MO33[01;34mimage
Data: [root@localhost ~]#

HATtepIiRE:, EHEANMREER T flag.rar, M—MINEERA, &F —Hbase64id

Qar!....3

............. TU. .<.c0ns &

i flag.txte..... n.Kr..z....uEo.Bn&=i.5..>..
1.B..~...xj.".

Wocaoaco foocao JWj..%¥m..!.+h...+s..q#.]...
BKS.¥Vuiiuaa r.2...wvQ....[root@localhost wireshark]#
ccaatt 22
19aaFYsQQKr

+thvX6hl2smAUQ5a767TsULEUebWSajEo=[root@localhost
vireshark]# ppiinngg bbaaiidduu..ccoomm
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# coding:utf-8

from Crypto import Random
from Crypto.Cipher import AES
import sys

import base64

IV = "QWERTYUIOPASDFGH'

def decrypt(encrypted):

aes = AES.new(IV, AES.MODE_CBC, IV)
return aes.decrypt(encrypted)

def encrypt(message):

length = 16

count = len(message)

padding = length - (count % length)

message = message + '\@' * padding

aes = AES.new(IV, AES.MODE_CBC, IV)

return aes.encrypt(message)
str = "19aaFYsQQKr+hVX6h12smAUQ5a767TsULEUebWSajEo="
example = decrypt(base64.b64decode(str))

print example
print decrypt(example)

BITMRERA, BErarEkEBKNERL, fRERDag.txt,3T 15 2flag.

AT HE R RO
R B A HEAT T A MR, ERMARESR, RAEMETEA, RITEN L4 A RRE RN L

7R, 0405111218192526
XBF, 7E T Eoursecret 8 3B ik SC 14

L1 HIPE UNHIDE

Step 1: Select a carrier file i/ | Step1: Specify a carrier file i/ \

| No carrier file selected lﬁinﬂﬂﬁimjpg Size: 260610 bytes
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SR i 2o W\ Unhidg] . ble clickto save)

|lﬂﬂll Type Name Size (k)

File try.zip 1
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