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1.easycap

THEHTRERE—NMRER, FwiresharkiT 7, #EKfFEflag, F _1TIBEtCpH,

No. Time Source Destination Protocol Length Info
| 1 0.000000 172.31.98.199 192.155.81.86 TCP 74 46046-7890
2 0.029197 90-46046
3 0.029275 M Follow TCP Stream (tcp.stream eq 0) 046-7890
4 22.722541 046-7890
5 22.749416 Stream Content 90-46046
6 23.723048 = 046-7890
7 23753912 90-46046
8 24,723642 046-7890
9 24.753844 90-46046
10 25.724349 046-7890
11 25.753234 90-46046
12 26.724839 046-7890
13 26.755643 90-46046
14 27.725043 046-7890
15 27.755928 90-46046
16 28.725317 046-7890
17 28.756580 90-46046

2.Avatar

[syn]
[s¥YN,
[ack]
[PSH,
[ack]
[PSH,
[ack]
[PSH,
[acK]
[PSH,
[acK]
[PSH,
[Ack]
[PSH,
[ack]
[PSH,
[ack]

e

seq=0 win=29
ACK] seq=0 A
Seg=1 Ack=1 '
ACK] Seg=1 A
Seq=1 Ack=2

ACK] Seq=2 A
seq=1 Ack=3 '
ACK] Seq=3 A
Seq=1 Ack=4

ACK] Seq=4 A
Seg=1 Ack=5 '
ACK] sSeq=5 A
seq=1 Ack=6 '
ACK] Seq=6 A
seq=1 Ack=7 '
ACK] Seq=7 A
Seg=1 Ack=8 '

aruT ,am B oa

TRTRE KB, XBEERoutguessHE ik, 7EkaliT#outguess, apt-get install outguess,

"We should blow up the bridge at midnight"EP &flag.

oads/misc higher# outguess -r b985d98d87b24ff1lbl7fce2ffc446b2c. jpg out

7b24ff1bl17fce2ffc446b2c. jpg
Extracting 28734 bits

Steg retri len: 41
P~ higher# cat out
> should b e at midnight

3.What-is-this

TEANMEER, BEERMEKE S, HstegsolvedTFFH A —ik, Himage combineri#irxoriz, AZADI

TOWERE] Hflag


https://blog.csdn.net/weixin_41217671
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AZADI TOWER

< > Save

4.Get-the-key.txt

TER—NMEEQ, BEERXHENMERM 4, Hilew@ER—T, REEMH, WHLEERT

¢+ file forensiclee
em data, UUID=8b92a753-7ec9-4b20-8cOb-79cl1Tald0869
mount forensiclee /mnt/

ﬁ:#D

THEE —KRHEF-B/\E, HgrepmdEHR LT key.txt”, E1XMH, catBFERIY, fleAFERMHL M, £
E48 34, gunzip&Fflag

k :/mnt# grep
@EEU HEHISH 1
:/mnt# file 1
gzip compressed data, w cey . txt", modified: Wed Oct 1 06:00:52 2014, from Unix, original
size 30
:/mnt# gunzip < 1
SECCON{@]NL7n+-s75FrET]vU=7Z}
: /mnt# 1s
110 22 134 146 158 17
111 23 135 147 159 170
112 24 136 148 16 171
113 2 137 149 1660 172
114 26 138 15 161 173
115 ‘ 139 150 162 174
116 14 151 163 175
117 2 140 152 164 176
118 3 141 153 165 177
119 30 142 154 166 178
12 143 155 167 179
120 ‘ 144 156 168 18
121 145 157 169 180
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$72dROGARMWZxaDBvaHRqcHRfc3d7%2 %07 3M7 fQ==base645 i3
HNggQRgQlfghOohtipt sw{gfhgs#},ZIE+MIE, MECREEfaghkssct{}, AT LLEIRHISE
ssC@sClrcthtfvbfiei{srtse#}ﬁﬂﬁ%ﬁssctf{ssthiseclover#@rabit}

6.Training-Stegano-1

THRE—KE R, WERITH, XEER"passwd:steganol” flagi Asteganol
7.Test-flag-please-ignore
¥666c61677068656c6Cc6E5F7765726c647d%EH N163EH] 75 Hflag{hello_world}
8.Excaliflag

THE R G, HstegSolve:T FFE A

|£] StegSolve 1.3 by Caesum - a X

File Analyse Help

Gray bits

9.glance-50

THERR—KgifE R, fFgif, £ convertiy &4 f#, convert
33e3d14fb67a44f4ad1378149fff1d%a.gif flag.pngFts-fifH 2005k B H



=1 ~ | Kih

flag-0.png 1.6 KB
flag-1.png 1.7KB
E flag-2.png 1.7KB
flag-3.png 1.6 KB
flag-4.png 1.7KB
flag-5.png 1.6 KB
flag-6.png 1.7KB
flag-7.png 1.7KB
flag-8.png 1.6 KB
flag-9.png 17KB
flag-10.png 1.7KB
flag-11.png 1.7KB
flag-12.png 1.7KB
E flag-13.png 1.7KB
flag-14.png 1.7KB
flag-15.png 1.7KB
flag-16.png 1.7KB
AP ESETHSELTE % bttt Seld L o [ WO s

ERXEER, Eﬁimontageﬁ'é\, montage flag*.png -tile x1 -geometry +0+0 flag.png
tileR PHEN BT MEFIKE A $, XEAx1, BAR 17T
-geometry2 B it A BIALER N, WATLHENO, BRI R B



*XEBESET: https://blog.csdn.net/zz_Caleb/article/details/89490494

10.4-2

THER M, BEHEAHMERMT A, FXAM¥shttps:/quipgiup.comViATHEISR 51, flaghi A
flag{classical-cipher_is_not_security _hs}


https://blog.csdn.net/zz_Caleb/article/details/89490494
https://quipqiup.com/

qUIquU BETA

gquipgiup is a fast and autemated cryptogram sclver by Edwin Qlson. It can solve simple substitution ciphers often found in newspapers, including puzzles like cryptoquips (in which word boundaries are preserved) and patristocrats
(inwhi chwor dboun darie saren t).

Puzzle:

Eg gqnlyjtcnzydl z umaujejmjets geydsn eu z bsjdtx tw sggtzege al kdeqd mgeju tw yrzegise] zns nsyrzgsz kejd geydsniso]
Ew 1tm fgtk jds kzl tw sgatzesc m kerr csj jds wrzec kdeqd eu arzuueqzr-geydsn_ eu_sti_usamneil_du

Clues: For example G=R QVW=THE

Solve
0 -1.593 In cryptography a substitution cipher is a Tethod of encoding by which units of plaintext are replaced with ciphertext If you know the way of encoding u will get the
flag which is classical-cipher_is_not_security_hs
1 -1.785 In cryptography a substitution cipher is a Yethod of encoding by which units of plaintext are replaced with ciphertext If you Tnow the way of encoding u will get the
flag which is classical-cipher_is_not_security_hs
2 -1.889 In cryptography a sumstitution cipher is a Yethod of encoding my which units of plaintext are replaced with ciphertext If you Pnow the way of encoding u will get the

flag which iz classical-cipher_is not_security_hs

=4

3 -1, 944 In cryptography a substitution cipher is a 7etho? o
flag which is classical-cipher_is_not_security_hs

enco?ing by which units of plaintext are replace? with ciphertext If you Tnow the way of enco?ing u will get the

11.misc1

misc1 | &stEwriteupiadminizt |

mAHR:
BB

1O R, HEEBERBEAHR, flag?yDDCTF{9af3c9d377b61d269b11337f330c935f}

string="d4e8elf4a0f7elf3a0ebelf3f4aladd4e8e5a0ebecele7ale9f3baadcdcac3d4c6fbb9elebb3e3b9edb3b7b7e2bb6bledb2b
flag=""
for i in range (9,len(string),2):

s = "Ox" + string[i] + string[i+1]
flag += chr(int(s,16) -128)
print(flag)
12.eczmbarrass

THREHOBEFER - MRER, MwiresharkiT I, ¥R X Aflag/s, Biitcpi, 7£EMERfag, ATLIEE
flag
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13 JEB R IR

THER —AswixxfE, £—/NiFxk, HpotplayerfT e 57w, HIHEEEA
U1IDe0YzaVpoYWifa3UOaWxIX1QxMTF9, baseb4fi#il /g ASYC{F3izhai_kudile T111}, EJflag

14./5/NIPDF
T#J5£pdfixXf4:, FAbinwalkya#r, B H&RT, Fforemost/r @4, flaghise o r - A B

:~/Downloa sc higher/14# binwalk 7e5ab2e7587d4a4abf9c705dfb935a92.pdf

DECIMAL HEXADECIMAL DESCRIPTION

ox0 0 ion: "1.4"

Ox1C4 image data, JFIF standard 1.01
0x11E26 data, JFIF standard 1.01
Ox13EC6 711 om default compression
0x140E6 imag standard 1.01
0x19815 Zlib compr ata, default compr ion
Ox19AAE Z1ib compr a, default compr ion

¢ higher/14# foremost 7e5ab2e7587d4ad4abf9c705dfb935a92. pdf
d4a4abf9c705dfb935a92. pdf

:~/Downloads/misc higher/14#




& *3¢f$% || Downloads || mischigher || 14 || output || jpg «

PG

00000143.jpg
PG

00000160.jpg 00000160.jpg

SYC{so so so easy}

15.Cephalopod

THER —MNRER, HwiresharkiTF, flagkEz#Flflag.png, EREHFAHRKE K. HbinwalkE—TFH &
KRG, foremostiiAstikE R
. -ro:.'t@kali:~IDownloads,‘mischigherj15 X

/Downloads/misc higher/15# binwalk 66b7f39d97364ca5a2f928ade6lb46ee.pcap

HEXADECIMAL DESCRIPTION

Libpcap capture file, little-endian, version 2.4, Ethernet, snaplen: 262144
PNG image, 1754 x 2480, 8-bit/color RGBA, non-interlaced
0x67D1 Zlib compressed data, best compression

:~/Downloads/misc higher/15# foremost 66b7f39d97364ca5a2f928a4e61b4bee.pcap
Processing: 66b7f39d97364ca5a2f928ade6lb46ee.pcap

]
e 3 . a | ]

~/Downloads/misc higher/15# 1s ocutput/

audit.txt
:~/Downloads/misc higher/15# |]

T 2| Atcpxtractix A TR, Topxtractfe—fh T30 fF2E 4 N 2% i & R BUOCHH i TR, % 3tepxtract, FH4E
Ao BB KR, flagEdikT



T RG] LYV TIIEM] T THYITE] i =

t install tcpxtract

lain amdé4 tcpxtract amdé4 1.0.1-13 [17.1 kB]

- 66b7139d97364ca5a2f928a4e61b e.pcap Found file of type "png" in
5 to 0PEPEEEO.p
[10.0 - 0.0 :H $ ¢ to 00000001.p

00000000.png

i
7 66b/f39d97364caba2f928a4eblb4bee.pcap

_—
| output

16.hit-the-core

T#JE & .corexXfF, .coreXXfR&LinuxiIXXf, Hstringsir & &E, &2 —BIRFHRICE



:~/Downloads/misc higher/16# strings

CORE
code
. /code
CORE
CORE
/1
s
s
LINUX
s
s
/!
5 IGISCORE
" |CORE
ELIFCORE
K |/home /oddcod /projects/ctf/forensics/FOREL/code
/1ib64/1ibc-2.24
/1ib64/1ibc-2.24.50
/1ib64/1d-2.2
/1ib64/1d-2.2
/11ib64/1d-1inu
Wzc
__1s0c99 scanf

. _start_main
GLIBC_2.2.5

rClas
. ITM registerTMCloneTable
_ITM deregisterTMCloneTable
__gmon_start__
UH-
fEFfff.
AWAVA
AUATL
[IA\AJAA
cvgAeqacLtqazEigwiXobxrCrtuiTzahfFreqc{bnjrkwgk83kgd43j85ePgh e rwqr7fvbmHjklo3tews hmkogooyfe@vbnkeii87Drfgh n kiwutfbeghk9ro987k5tfb hjiouc@87ptfcv}

RELE

17 .pure_color

THER KB, HstegsolveiTHIFRILT, BIAIFE Blflag

|£| StegSolve 1.3 by Caesum - ] X B
File Analyse Help
Blue plane 0

-
I
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true_steganographers_doesnt_need_any_tools

18.2-1

THJER—KpngElf, FTIF4EIR, MwinhexdT I, KIpng X k48R #ATBIE R KIIERITATT.



A T A TR TR T P e o o

offset 0 1 2 3 4 5 & 17 8 9 A B C D E F ANSI ASCIT a
00000000 89 50 4FE 47 0D OA 1A OA 00 00 00 OD 49 48 44 52  %ENG THDR
00000010 00 00 00O 00 00 00 02 F3 08 06 00 00 00 93 2F 8A @ “/&
00000020 6B 00 00 OO0 04 €7 41 4D 41 00 00 %C 40 20 0D E4 k gAME =@ &
00000030 CB 00 00 00 20 €3 48 52 4D 00 00 87 OF 00 00 8c E cHEM £ &
00000040 OF 00 00 FD 52 00 00 81 40 00 00 7D 7% 00 00 ES ¥R e 1y é
00000050 8B 00 00 3C E5 00 00 19 <C 73 3C 85 77 00 00 0RA <« <& Is<.w
00000060 |39 69 43 43 50 50 68 6F 74 6F 73 68 6F 70 20 4% 9%icCPPhotoshop I
00000070 43 43 20 70 72 6F 66 €9 6C 65 00 00 48 C7 9D 96 CC profile HG -
00000080 (77 54 54 D7 16 87 CF BD 77 7A A1 CD 30 D2 19 72 wTTx #i%wz;I00 =z
000000%0 93 2E 30 80 F4 2E 20 1D 04 51 18 66 06 18 CA 00 ™.0€8. o f E
000000R0 ©3 OC 4D 6C 88 AB 40 44 11 11 01 45 90 A0 80 01 A M1"@D E €
000000BO A3 Al 48 AC 88 €2 21 28 A8 60 OF 48 10 50 62 30 £;H-"b!{ " H PbO
000000CO | BA A8 A8 64 46 D6 42 7C 79 7% EF E5 E5 F7 C7 BD S dFGJ|yyidd:sgis
000000D0 DF DA €7 EF 73 F7 D9 7B 9F BS Z2E 00 24 4F 1F 2E BUgis=U{¥p. S0
000000E0 |(2F 05 96 02 20 99 27 E0 07 7A 38 D3 57 85 47 DO/ - ='a zBAW..GB
000000F0 B1 FD 00 06 78 80 01 A6 00 30 5% E9 A% BE 41 EE 4y x€ | 0Y&EHAL
00000100 | cl1 40 24 2F 37 17 7Aa BA C8 0% FC 8B DE 0OC 01 48 A@S/7 =z°E <P H
00000110 FC BE 65 EB E9 4F A7 83 FF 4F D2 AC 54 BE 00 00 | i%ee&0§fy00-TH
00000120 C8 SF C4 E6 6C 4E 3R 4B C4 F9% 22 4F CA 14 24 B8A E_Ax1N:EKAQ"NE =8
00000130 ED 33 22 A6 C6 24 BA 19 46 89 99 2F 4A 50 C4 72  i3"!ESS F&%™/JPAr
00000140 €2 S8E SB E4 AS 9F 7D 16 D% 51 CC EC €4 1E 5B C4 bZ[5¥¥} Ugiid [A
00000150 E2 9C 53 D% C9% 6C 31 F7 B8 78 7B 86 90 23 62 C4 AxSUEl1:"x{t #bi
00000160 47 C4 05 19 5C 4FE A6 88 6F 8B 58 33 49 98 CC 15 GA AN o¢x31-1
00000170 F1 5B 71 6C 32 87 99 OE 00 8A 24 B6 0B 38 AC 78 | fi[gl2+™ S59 8-x
00000180 |11 SB 88 98 C4 OF OE 74 11 F1 72 00 70 R4 B8 2F > "4 t fir p= /
00000190 38 E6 OB 16 70 B2 04 E2 43 B9 A4 A4 66 F3 B9 71 8a p? aClanfdlg
NiX B KT png AR
Imkpul

Of fset

000000 IHDR il
00 b 2
00000020 : | d
00000030 8 00 00 OO0 09 70 48 59 73

00000040 (12 01 D2 DD 7E FC 00 00 OO0 16 74 45 S8 74 43 72 OY~ii tEXtCr
00000050 (65 61 74 69 6F GE 20 54 69 6D 65 00 31 32 2F 31  eation Time 12-1

(HE ) )\AFH89 50 4E 47 0D 0A 1A OApngt STk

(BE%E) MgANFH700 00 00 0D (BRI A+#EHIH13) REHIEHRKE N13
() UANFT49 48 44 52 (B NASCIFLHIIHDR) &3k #iE s itras (IDCH)

(ATAg) 13fu ik (IHDR)

B O A 7 AR Z B A i 58
Ja AT AR Z B A K
JE BTN

(A2 FR Y% N ZpngiICRCH¥:FS, B AIDCHE|IHDRIK -t AL 7 34T ereit HAR

Bit depth. ColorType. Compression method. Filter method. Interlace method

1§ Ftweakpngix A~ T & i+ HcreR I g




| Incorrect crc for IHDR chunk (is 932f8a6b, should be 55d5f64f)

i

s A B Y IER ) 6709,  FEwindext& U+ 75 #E ] 9025,

import struct
import binascii
import os

m = open("miscd.png","rb") .read()
for i in range(1024):
c = m[l2:16] + struct.pack('>i', i) + m[20:29]
crc = binascii.crc32(c) & Oxffffffff
if crc == 0x932f8a6b:
print (i)
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o EHYN) 1LEB() SW I EmQ) EUW) REEIH)

DAHEGe=ETS YRR EBw ##ARLGE - ble > 2 G E PO o

d21007e64baB4021875c3556... I

T ] offset 0 1 2 3 4 5 6 7 8 % A B C D E F ANSI ASCII
00000000 89 50 4E 47 OD OR 12 OR 00 00 00 OD 49 48 44 52 %PNG IHDR
00000010 (00 o0 02 cB 00 00 0z FE 08 06 0O 00 00 93 2ZF BA A @ “/E
00000020 6B 00 00 OO0 04 €7 41 4D 41 00 00 %C 40 20 0D E4 k gAMA @ &
00000030 CB 00 00 0D 20 €3 48 52 4D 00 00 87 OF 00 00 8C E CHEM £ @&
00000040 OF 00 00 FD 52 00 00 81 40 00 00 7D 7% 00 00 ES ¥R B vy &

iiiiiiii ii ii ii ii ii ii ii Ii ii ii ii ii ii ii ii ii Iu i I

g 0aRwmy wzv @Ev smHavy s

flag is wdflag{Png_

C2c u kn0W}

19.Janos-the-Ripper

THESEEMRE R EE R A 3, HiledrSEE T RZpXH, SXHEREZp, MERERN, HITHEG
1BuNfish, flaguflag{evan::yOu::bru7us?!}

20.2017_Dating_in_Singapore
FEE 2017 B 5, MM EFT AR — 20175 3k B 5, RiELS BT EL, Af5flag
2017 _Dating_in_Singapore | &twiiteupiadmini2it |

MEEEZEE

BBRE:

BHAR:
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Calendar for Year 2017 (Singapore)

January February March April
Su Mo Tu We Th Fr Sa| |Su Mo Tu We Th Fr Sa| |Su Mo Tu We Th Fr Sa| [Su Mo Tu We Th Fr Sa
2 4 56 7 1 2 3 4 1——3 4 1
9 10 11 1213 14 8 9 10 11 5 6 7 8 10 11 5 6 7 8
1 18 1920 21| |12 1B 14 15 16 17 18| |12 13 14 15 15 17 18 12 13 14 15
23 44 25 26 27 28| (19 2p 21 22 23 24 25| |19 20 21 22 24 25 6 17 14 19 20 21 22
30 3 8 26 27 28 29 31 26 27 28 29
30
60120200 28:@ 40110190260 50120200280 4011:019026@
May June July August
Su Mo Tu We Th Fr Sa| |Su Mo Tu We Th Fr Sa| |Su Mo Tu We Th Fr Sa| |[Su Mo Tu We Th Fr Sa
T2 3 456 1.2 3 1 1—2—3 4 5
13910111213 4—5-6 7 8 9 10| |[2=—3—4+ 5 6 T 8 6 7 9 10 11 12
1 16 17 18 19 20 1121314 1516 17| |9 10 11 12 13 14 15| |13 14 1p—46-4&18 19
23 24 25 26 27 819 20 21 2223 24| |16 17 18 19 20 21 22| |20 21 23 24 25 26
28 29 30 31 5 26 27 28 29 30 23 44 25 26 27 28 29| |27 28 49 30 31
30 31
30110190 26@ 1090170240 1090170230300 80150228290
September October November December
Su Mo Tu We Th Fr Sa| |Su Mo Tu We Th Fr Sa| |Su Mo Tu We Th Fr Sa| [Su Mo Tu We Th Fr Sa
1 2 2 314 56 7 1.2 3 4 1 2
3 456 7 8 9 9 10 11 1213 14 6 8 9101 31—556789
10 41 12 13 14 15 16 516 17 18 1920 21| |1 14 15 16 17 18| |10 11 12-%3 14 15 16
17 184926 21 22 23 2 23 24 25 26 27 28 9 20, 2) 22 23 24 25| |17 18 20 21 22 23
24 25 26 27 28 29 30 9 6 27\28 29 30 24 7 28 29 30
31
6:013:320:@ 280 60120 20@ 280 401:016@27.0 30100 18.@ 260

1Jan New Year's Day
2 Jan

14 Apr Good Friday

'New Year's Day' observed

28 Jan Chinese Lunar New Year's Day

29 Jan Second day of Chinese Lunar New Year
30 Jan Chinese Lunar New Year observed

Holidays and Observances:
15 Apr Easter Saturday

16 Apr Easter Sunday

1 May Labour Day

10 May Vesak Day

25 Jun Hari Raya Puasa
26 Jun 'Hari Raya Puasa' observed | 31 Dec New Year's Eve

9 Aug National Day
1Sep Hari Raya Haji
18 Oct Diwali/Deepavali
24 Dec Christmas Eve
25 Dec Christmas Day

Calendar generated on www.timeanddate.com/calendar

21# % KIModbus

THRTIRE—ARER, MwiresharkiTIF, &R Fag, BEHER, XEERXBFEA, £2XEEF TR
RIX B AHflag, flaghsctf{Easy_Modbus}, EZin—/o




22.4-1

THTRZE—KEF, Abinwalk&EE—T, ARARPE, foremostsr B RMKE R, HEKENEE, K

\ 966 x 700 8%

! PNG Elf8

v 477.6 KB
JlindWaterMar

root@kali: ~/Documents/misc higher/22/out put/zip/00000811/day2's secret/BlindWaterMark (— I < ]

SCEHF) ..ﬁ&s(E} gE("f'} fEﬁ(S} £20m(T) ﬁ%ﬁi](H}

s secret/BlindwWate

secret/BlindWate

23.can_has_stdio?
THMBECBESXCHRCERTH, FRE<>+-. [JERFSHREBHEAE, ATLUENREBrainfuckizgs 7,

THEX/\RENEE, EFFMREE—PFFiFR:

e =38

= fethn—

< e 4tE—

+ fE¢HEERF T RE—
BRI F T RHER—

whiEHEEN R IAE (ASCLSE)
HWANEEEHEENET (ASCI#)
[ INRIEHEAMNETERE, ARWMERIMEMES Mr—igSib
] MRIEHEENETETHE, [EEHER A e SRR —iE S
(B ETERERN

Ui, TR DL A B AR X RRR A D


https://github.com/chishaxie/BlindWaterMark

S B A S oo

W W s O) U OHR WU DG WD WD s O U1 HR LD R D WD s O UT RS WD DY O MWD W s On Ul e W

<

Fhttps://www.splitbrain.org/services/ookiX A M 34 & % Brainfuck i SC 4«

splitbrain.org/services/ook B % ©® @ ® 6 8 v OB 0D

BRAINFUCHK/OONM! OBFUSI:ATIOHIEHcODIHI:

This tool can run programs wrltten in the Bralnfuck and Ook! programmlng languages and dlsplay the
) output : A
It can also take a plain text and obfuscate it as source code of a simple program of the above

languages.

Al the hard work (like actually Underéitanding how those language§ work) was done by Daniel Lorch

and his Brainfuck interpreter in PHP 3

flag {esolangs_for fun and profit}

Textm(}om\[m:oshmt)okl\ |0dmeaxt

24.51

Z&xortool LRI, ZipythonFEpip2 install xortool JBMEAREBSFHEHKE NS,


https://www.splitbrain.org/services/ook

xortool cd2a80elb48e44b5a830605e684ffb31l -1 13 -c 20 //-1 HEZFHKE -FrHIFEEERFZH.

:~/Downloads/misc higher/24# xortool cd2a8felb48e44b5a830605e684TTb31
The most probable key lengths:
- 12.2%
11.9%
9.8%
22.2%
6.8%
6.2%
12.8%
4.6%
7.8%
: 507%
Key-length can be 3%*n
Most possible char is needed to guess the key!
:~/Downloads/misc higher/24# xortool cd2aB80elb48e44b5a830605e684ffb31 -1 13 -c 20
1 possible key(s) of length 13:

Found 1 plaintexts with 95.0%+ valid characters
See files filename-key.csv, filename-char_used-perc_valid.csv

Sl ;244

3§ A iR 2 RS, flagwdflag{You Are Very Smart}

import os

c = open("cd2a80elb48e44b5a830605e684ffb31", 'rb').read()
key = "GoodLuckToYou"
def xor(c,k):
keylen = len(k)
resn=2""
for pos,c in enumerate(c):
res +=chr(ord{c) *
return res
print xori{c,key)

ord{k[pos % keylen]))

:~/Downloads/misc higher/24# python test.py
he opening line of the novel famously announces: "It is a truth universally acknowledged, that a single man in possession of a good fortune must be in want of a wife." This sets marr
kntral subject-and really, a central problem—for the novel generally. Readers are poised to question whether or not these single men are, in fact, in want of a wife, or if such desire
ed by the "neighbourhood" families and their daughters who require a "good fortune". Marriage is a complex social activity that takes political economy, and economy more generally, 1
In the case of Charlotte Lucas, for example, the seeming success of her marriage lies in the comfortable economy of their household, while the relationship between Mr and Mrs Bennet
llustrate bad marriages based on an initial attraction and surface over substance (economic and psychological). The Bennets' marriage is one such example that the youngest Bennet, Ly{
pme to re-enact with Wickham, and the results are far from felicitous. wdflag{You Are Very Smart}Though the central characters, Elizabeth and Darcy, begin the novel as hostile acquain
nlikely friends, they eventually work to understand each other and themselves so tThat they can marry each other on compatible terms personally, even if their "equal" social status re
t. When Elizabeth rejects Darcy's first proposal, the argument of only marrying when one is in love is introduced. Elizabeth only accepts Darcy's proposal when she is certain she lov
er feelings are reciprocated. Austen's complex sketching of different marriages ultimately allows readers to question what forms of alliance are desirable, especially when it comes t
i L. companionate attraction.

25.MISCal

TRBEREARERM 23, Hfilefr&EE—T, Rbzp23ff, BESIFERA N b2 &

:~/Downloads/misc higher/25# file e4al278fef074ffd89b5bd9b789527h5

e4al278fef0747TTd89b5bd9b789527b5: bzip2 compressed data, block size = 986k
:~/Downloads/misc higher/25# tar -xjvf ed4al278fef074ffd89b5bd9b789527b5.bz2

ctf/

ctf/flag. txt

ctf/.git/

ctf/.git/description

ctf/.git/refs/

ctf/.git/refs/heads/

ctf/.git/refs/heads/master

ctf/.git/refs/stash

ctf/.git/refs/tags/

ctf/.git/ORIG_HEAD

ctf/.git/logs/

ctf/.git/logs/refs/




RO RQitH %, BEEA NMMag.txtEAidflagi.git logBEHQtHE, git stash listFHTARERBEE
H|F, git stash applyKEEBZXKINE, FHs.pyXt, &B17— FAI L5 Elflag

mit
Author: Linus Torvalds <torval
Date: Thu Jul 24 21:16:59 2014 +0200

Initial commit
"[mnlr|1c:.'1 sc higher LT stash list
bea99b9 Initial commit
higher ctf# git stash show

apply

nf?ﬁa "glt reset HEAD <X f§=>..." BIEREE 7F)

(EM "git add <X ff>..." EHEETMAST)
(fEH "git checkout -- <Xff>..." EETEEX/M &)

_TT# python 5.py

TR TRRrarEgH, Al 5S4, binwalk&EEBrar, HmiN.rarstfE 544, REUEYZEE H R
—/MRER, HwiresharkiT 7, #&Rflagkis, BEHIER, 7EH/NRA LIE 2lflag.rar,base644w i

J Wireshark - i&B® TCP jji (tcp.streameq6) - ++__++ Qe °.
IF(E) fREEE) WEY) MRIEG) [root@localhost wireshark]# llss -
‘ @ ij B/ @ 1 2 3 test
|tcp.streameq6 [root@localhost wireshark]# ccaatt 11

ﬁiﬂﬂﬁ = == f g 1o [N n.Kr..z....uEo.Bn&=i.S. .4.B. xj."
X ~ Time Bource ! +h g#.]...3K5.y.....r.2...WVQ. [root@lccalhost w1reshark]# ccaatt 22

533 75.600871 168.1.78.
534 75.651030 lo.1.10. EEEE W G W EEY T A NN EIETEES [ [ root@localhost wireshark]# ppiinngg bbaaiidduu..ccoomm
535 76.003148 10.1.104

1
536 76.604238 10.1.704 pING baidu.com (111.13.101.208) 56(84) bytes of data.
537 76.054762 10.1.104 g4 pytes from 111.13.101.208 (111.13.101.208): icmp_seq=1 ttl=48 time=33.4 ms
538 76.148648 10.1.104 g4 pytes from 111.13.101.208 (111.13.101.208): icmp_seq=2 ttl=48 time=32.1 ms
539 76.149809 10.1.704 g4 bytes from 111.13.101.208 (111.13.101.208): icmp_seq=3 tt1=48 time=34.7 ms
Frame 533: 126 bytes on wire| 64 bytes from 111.13.101.208 (111.13.101.208): icmp_seq=4 ttl=48 time=31.9 ms
Ethernet II, Src: Hangzhou fH ...AC

Internet Protocol Version 4, --- baidu.com ping statistics ---

Transmission Control Protocol 4 packets transmitted, 4 received, 0% packet loss, time 3837ms
Telnet rtt min/avg/max/mdev = 31.921/33.067/34.784/1.155 ms
[root@localhost wireshark]# ccaatt 33

# coding:utf-8

__author__ = 'YFP'

030

040

1850

10608 o

078 from Crypto import Random

from Crypto.Cipher import AES

import sys —

107 EFi 5748, 121 BES 8% 546, 202 turn(s).

Entire conversation (2,696 bytes) - ERHGEEIESR ASCI - -
=i | ||maF—100]
ElHeln b I ¥TEN Save as... g % Close

FHXS, E#FEhttp, flag.rarsCfy, MREFREEN, ATCAAEIER + T AR RS RA L i S E B E Y



SHF(E) 4RER(E) ma&]ﬂﬁ@)ﬁl
‘. [ | ® o @ @J # coding:utf-8

l|tcp.stream eq6

SEFTR - BE | —_author__ = "YFP'
o. ~ Time Source
639 85.083171 10.1.10 4
640 85.084032 1e.1.704 |-
644 85.134077 10.1.108. |from Crypto import Random
645 85.411247 l1e.1.109 |.
646 85.412783 10.1.704 |from Crypto.Cipher import AES

647 85.463082 10.1.164%

[ 64885.463927 _ 18.1.70 |
Frame 648: 691 bytes on wire| -
Ethernet II, Src: Hangzhou_flh importsys
Internet Protocol Version 4, !
Transmission Control Protocol |importbase64
Telnet

: # coding:utf-8\r
Data: \r\n
Data: \r

z IV ='QWERTYUIOPASDFGH'
J030 00 e5 01 08 0O @O d

FEYCRN 74 66 2d 38 6d SORCRICEY
20560 74 68 6f 72 5F 5f 20 3d | |.
od @a 6d 60 Od Ba 66 72 | | def decrypt(encrypted):
6f 28 69 6d 70 6F 72 74

69 7@ 68 65 72 20 69 &d
0d 08 ed ea od 60 od Ga i

79 73 od od 8a 69 6d return aes.decrypt(encrypted)
65 36 34 od 00 6d ea ed L

27 51 57 45 52 54 59 55
48 27 0d 00 od Ga od @0 H
63 72 79 70 74 28 65 Ge def encrypt(message):
3a 0d 00 od a 20 20 61 !
2e 6e 65 77 28 49 56 2c e

45 5f 43 42 43 2c 20 49 | 107 EFif 748, 121 B 88 548, 202 turn(s).
72 65 74 75 72 Ge 20 61 - . PR B

REIHRESBHT

# coding:utf-8

from Crypto import Random
from Crypto.Cipher import AES
import sys

import base64

IV = "QWERTYUIOPASDFGH'

def decrypt(encrypted):

aes = AES.new(IV, AES.MODE_CBC, IV)
return aes.decrypt(encrypted)

def encrypt(message):

length = 16

count = len(message)

padding

length - (count % length)

message = message + '\@' * padding

aes = AES.new(IV, AES.MODE_CBC, IV)

return aes.encrypt(message)

str = "19aaFYsQQKr+hVX6h12smAUQ5a767TsULEUebWSajEo="

example = decrypt(base64.b64decode(str))
print example
print decrypt(example)

MAZIT—T, #1Hflag.txtBia]F Blflag

Wireshark - iBER TCP Jf (tcp.stream eq 6) - ++__++

09 0d Ga 66 72 6F 6d 20 | | 4o = AES new(lV, AES.MODE_CBC, IV)

eee

| i




:~/Downloads/misc higher/26# python test.py
passwd={No_One_Can _Decrypt Me}

U-Henauuuuty

o) | ﬂag_.t).:t .

THO) ~ R12(S) =| €

WDCTF{Seclab CTF 2017}

27 B AVENEHE
THEABBRER—KE R, HstegsolveF— T, FAIUEFER -4, H— T UER—HFHF

File Analyse Help
Red plane 1

B2 QR Research

4P IEBD #=EH

R EHYYE@.

- : a MIEFR L)
DAL T FR H(30% || oo~
S R~1
[ 3 4 i‘
Auto
HIEFERL B A
AE:

LA b s oy

KRN T, Ewinhex B RI2—H X, BREHTFEHRE, RFN.pyc



2% WinHex - [test.pyc]
B () |E(E) BREG) SMN) TRV T8O TWIEN #WHO) ZOW) FEEH)

DikdZeEY BB EEBEw  AA2%GE | - ble S Z G E P &
L) $EE(D) test.pyc l
offset 01 2 3 4 5 & 7 8 % A B C D E F

00000000 |03 F3 0D OA 79 CB 05 58 &3 00 00 0O OO0 00 0O 0O
00000010 00 O1 00 00 OO 40 00 00 00 732 0D 00 00 00 €4 00
00000020 |00 B84 00 00 52 00 00 €4 01 00 53 28 02 00 00 0O
00000030 &3 00 00 00 00 03 00 00 OO0 1e 00 OO0 OO0 43 00 0O
00000040 00 73 78 00 00 00 €4 01 00 €4 02 00 4 03 00 &4
00000050 04 00 &4 05 00 €64 06 00 64 07 00 €4 03 00 €4 08
00000060 |00 €4 0% 00 €4 OA 00 64 06 00 64 OB 00 &4 OAR 00
00000070 |64 07 00 €4 08 00 &4 0C 00 €4 OC 00 ©4 0D 00 &4
00000080 | OE 00 €4 09 00 €4 OF 00 ©7 16 00 7D 00 00 &4 10
ooooooe0 00 7D 01 00 789 1E 00 7C 00 00 44 5D 16 00 7D 02

000000R0 |00 7C 01 00 74 00 00 7C 02 00 83 01 00 37 7D 01 It | 5 7}
000000BO |00 71 55 00 57 7C 01 00 47 48 e4 00 00 53 28 11 gqUu W| GHd S(
000000Cc0o 00 00 00 4E €9 €6 00 00 00 €% 6C 00 00 00 €9 61 Nif il ia
000000DO 00 OO0 00 69 €7 00 00 00 69 7B 00 00 00 6% 33 00 ig 1{ i3

000000ED |00 00 €9 38 00 00 00 €% 35 00 00 00 &% 37 00 00 ig is i7
000000FO |00 &9 30 00 00 00 €% 32 00 00 00 €% 34 00 00 0O io iz i4
00000100 | €% 31 00 00 00 €% €5 00 00 00 €% 7D 00 00 0O 74 i1l ie i} t

00000110 |00 OO0 00 00 28 01 00 0O OO 74 03 00 00 00 63 &8 ( t ch
00000120 |72 28 03 00 00 00 74 03 00 00 00 73 74 72 74 04 x( t strt
00000130 |00 00 00 ee eC &1 &7 74 01 00 00 00 &% 28 00 0O flagt i(
00000140 00 OO0 28 00 00 0O 00O 73 04 00 00 00 31 2E 70 79 ( s 1.pv
00000150 |52 03 00 00 0O 01 0O 0O OO0 73 OA 00 OO0 00 00 01 R s
00000160 |48 01 06 01 OD 01 14 01 4E 28 01 00 00 00 52 03 H N R
goooo170 00 00 00 28 00 0O 0O 00 28 00 00 OO 00O 28 00 0O ( ( {
00000180 00 OO0 73 04 00 00 00 31 2E 70 7% 74 08 00 00 00 S l.pyt
00000180 |3C 6D 6F €4 75 6C 65 3E 01 00 00 00 73 00 00 00 <module> s

000001R0 |00

F|https://tool.lu/pyc/EXA™ P ik f# %5 pyc S, ## %5 H Rpython il 4 #s— T B flag

fDownloads/misc hic

S
55,
48,
51,
50,
48,
56,
53,
52,
52,
49,
101,
55,
125]
flag = "'
for 1 in str:
flag += chr(i)

print flag
:~/Downloads/misc highe python test.py
flag{38a570832085441e7}
:~/Downloads/misc hig

28.Banmabanma

THRIRE-KESHE ), FHRFLG


https://tool.lu/pyc/

Fhttps://online-barcode-reader.inliteresearch.com/f#%— T, #HAHps—TF 7T, nb

Free Online Barcode Reader

To get such results using ClearImage SDK use TBR Code 103.

If your business application needs barcode recognition capabilities,
email your technical questions to support@inliteresearch.com
email your sales inguiries to sales@inliteresearch.com

File: ¥Z3S.png
Pages: 1
Barcode: 1 of 1 Type:
Length: 16 Rotation:
Module: 1.6pix Rectangle:

FLAG IS TENSHINE
—

29.simple_transfer

Barcodes:
Code39
none
{X=71,Y=93,Width=410,Height=119}

Barcode Reader Software
Development Kit (SDK).
Decode barcodes in C#, VB,
Java, C\C++, Delphi, PHP
and other languages.

Get Clearimage SDK

Barcode Director. Barcode
scanner application
renames, sorts and splits
documents using barcode
values.

Get Barcode Director

Barcode Reader Web
Server with RESTful APL
Client SDKs for JavaScript,
.NET (C# or VB), Java,
Node.js, PHP, Python or
Ruby.

Web API Test Server

This site offers free limited
demonstration. See terms of
service.

FlanrTrnnnn 1ne 0N &NEA

THTREMRER, binwalkf FZ4 T, foremosts B kA pdf, #TFFpdfid 7] & Flflag


https://online-barcode-reader.inliteresearch.com/

or E3E M Downloads H misc higher M 29 M output M pdf = |

00000662.pdf

o

56.7% -

30.warmup

TERTRE KB A M—ANMNZERZpE, INERzpthF —4open_forum.pngi 3c 4,

HITB{b3d0e380e9c39352c667307d010775ca}

#open_forum.png/E 4 H

ARCHPRE{CHET Moy, BAR M INE Kzipt, IX B BR8P Z 4 Fwinrar

B open_forum.png

2017/12/6 12:06

_ E{& (pna) 304 42 KB
INEERCEIES! >
Advanced Archive Password Recovery 55
it n/a
SitediE 125 928ms
FEEOSEY nja
A0S FEE g
hEEEA [ 4336423 Be424cdb eb7c6331] 4

¢

eb7c6331 | 19

£3 open_forum.zip 2019/10/7 23:20
£3 warmup_3D87119B1FDE9603E77BA1292A007C4B.zip 2017/12/6 12:06
mARCHPF‘\4.54—100% i
R ®ER) EEIH)
o
. M8 A & % @ ©
FIF it flk EE EEh =
DIERY ZIPRARJACE/ARD 32 Elﬁﬁﬂ
|C: \Users\jaie\Desktop\1\warmup_3D8711 BR3T
wE KE Fm WX gHier aR S0
BRSZI%IR
BRST 37 R 1R
C:\Users\jaie\Desktop\1\open_forum.zip - FETF o0
By B§H e43a642a  BHE | 8ed24cdb | R
FRVHEA B E AR Z1P #5551
AEEO
2019/10/7 23:26:53 - W {4"C: Wsers\jaie\Desktop
\l\warmup_3D871198 1FD69603E77BA 1292A007C48.2ip B F o
2019/10/7 23:26:53 - BT Bk O FA&
2019/10/7 23:27:06 - IIEEHEMRNIEE!
“:‘lmﬂ@“é? nfa illﬁjim!' Efa
s
@Kﬂﬂﬁlﬂ‘h‘ zl‘tﬁ@l—]ﬂ'ﬁﬂﬂﬁ(ﬁﬁ 10 ‘H'-T)
ARCHPR. version 4.54 (c) 1997-2012 ElcomSoft Co. Ltd.
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fuli.png fuli2.png watermark.png
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https://github.com/chishaxie/BlindWaterMark

)
Make your secrefs invisible in just 3 easy steps |

ret
i1 HpE _ UNHIDE

Step1: Specify a carrier file D |

| RiWREERgreenipg Size: 260610 (A9 ERgreenipg Size: 260610 bytes

Step 1: Select a carrier file

Step 2: Add/remove file or message Step 2: Enter password
BM‘ En m| |...l............ ‘
Type Name Size (k)
(double click to save)
Type Name Size (k)
File try.zip 1
< >
Step 3: Password | ‘
Enter password again| ‘ 5 2
i

r

& nide

AUARIry RS R, FHEERITTTUESREBRS, BRHAEH SEEDEATRIHME, FH K

ERgiE o 2uiEMqERo B EIIR FREE  F+2 pdsFEK?Eg 20

5 BT lag. ziplHe
73 A (5 S B E0Es | &5 T2 iR b IE @R EF 2020

\mifF a2 20 (2 36k - E N EE @808~ 2,2 #r:\F?2)yEHLV
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gidreadme . Lt

ULRNCRER S TX NSKeE= S O H Wl S TX BSKES S OH)FUENOIA CKINUL R AEcoffee FIEH R E D Lvnn
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A ARCHPR 4.54 - 19% — X ‘
THE HER EFEH)

4 Bahics! X [ li
Advanced Archive Password Recovery £iHE B =F B
a0 19,950,821
SitatiE 825ms .
PIgREOS A 24,066,129
RIXHAS 19950822 sl
T+ 0% 3139 39 3530 38 3232 sl Le)
i 377 Ve >
g*ﬁ L Lo L E
BRI TEN=%F RREX co
bro 8]

2019/10/8 11:28:57 - AT 0% '00000000' A
2019/10/8 11:28:57 - FigEHhEH...
2019/10/8 11:28:58 - OS2 IhiFE!

2019/10/8 11:28:58 -'19950822' Eﬁﬁ‘»j{:ﬁ:ﬁﬂ—ﬁ%ﬁﬂue v
émul:-ﬁ 19950822 g j 24,182,813 pfs
milﬂ 3s
O%4fE =8, 23f: 101,111,109, 24HE: 19,950,821
I 19%

ARCHPR version 4,54 (c) 1997-2012 ElcomSoft Co. Ltd.

B B S B A T 3 R — AN N Zipt, A idZipth s —Ahreadme.txt, BICHEERE, B EIFHEY29mZmV]

* ﬁ flag.zip 2017/4/20 15:24 ZIP FEEEsTis 1 KB
N H’ readme.txt 2017/4/20 14:59 TXT 3245 1 KB
© flag.zip - Bandizip 6.10 — |
g.zZip P
SHE(F) REE) BH() HERO) WE(NV) IBEIH) &) ARCHPR 4.54 - 0% - X
O4Emthis! X
. 1! Advanced Archive Password Recovery $5iHEE:
it = fiee | | 2H0% nfa
a8 flag.zip ZER v Eﬂ!ﬂla 2m 155 306ms
1 readme.tt* TIIREOS A nfa
Bflag zip". BARHMOS Y29mzZmVi sl
' 70 59 32 39 6d 5a 6d 56 6¢ a
5% v e

B F§  c1e30ees WS 49573262 H§R | 1092e65c| 5
FEVFIEF —H B E AR ZIP 3R

#EEn
2019/10/8 11:3%:48 - BT e O T 4R G
2019/10/8 11:42:03 - IEEEAC) ﬁEJJJ‘I‘x'E’

2019/10/8 11:42:03 - & 2RI E!

2019/10/8 11:42:03 - 'Y29mZm\' EJZAK[#EEI—AE‘&DQ ha

éaqﬂ% PR n/a

ﬂgﬂﬂﬁﬁﬁs SlHREOSER 94?2!-}%%) =
0%

R JE X — A R ge e, BB, MwinhexdTHFEE, FRNME T, HOTZUR00, MEMATEEN T



test.pyc flag.zip

Offset o1 2 3 4 5 & 7 8 %8 A B C D E F ANSI ASCI]
00000000 50 4B 03 04 14 00 OO0 08 08 00 ee 76 94 4a 7D AF PEK fw”Jy
00000010 |72 9F 1E 00 00 0O 1E 0O OO0 0O 08 00 00 00 €6 eC | r¥ fl

00000020 €1 67 2E 74 78 74 2B 4C 4% 2% 28 2ZC CF 2B 48 2E ag.txt+LI) (, I+H.
00000030 C8 49 CD 53 2D 28 02 B2 E3 AB E3 AB AA B4 52 1C EIfs-( 2a«a«®* R
00000040 D2 OB 6B 01 50 4B 01 02 3F 00 14 00 01 0% 08 00 & k PE 2
00000050 |66 76 94 4n 7D AF 72 9F 1E 00 00 00 1E 00 00 00  fv~J) r¥
0000000 OB OO 24 00 OC OO OO OO OO 00 20 OO0 00 OO 00 0O =

Qoooo070 00 00 ee eC e1 &7 Z2E 74 78 74 0A 00 20 00 00 0O flag.t=t

00000080 OO0 OO0 01 00 18 00 Ee FC Dé 7E AZ BYS DZ 01 ZC Eé #i0~¢10 ,a
000000%0 (57 €5 82 B9 D2 01 2C E6 57 €5 82 BY% D2 01 S0 4B We, O ,zWe, 0 PI
00000020 ' O5 O€ OO 00 OC OO O1 OO O1 00 52 00 00 00 44 00 Z D

Qooo0o0OBO OO0 0O DO 0O

iR JE J5 8 3] —AMlag.txtXt A, W& Nqgddpgwnpeplen%prawn{zz*d@gq}, FEIME %L, HIlED

10rypt0 ||mage rUnZTp
HEFRTHEMNGFD: (i AF st 30

qddpgwnpep len%prgwn { zz*d@zgl

#R: (FFaHaT: 234)

B E S kR F I $ KR
23561015

#142: qdanclnpgn{z*@qdpwppehrw _zdg}
#242: gpnpnrn_*gdgpl%q zdgdwcepw{z@}
%34 : awlr{ddneq @dpnwzgpchnzgapp *}
#4142 : gnnn*dp% ddcp {@ppr_gglazqwewz}
#542: ql [de_dnzp%zap*wrdna@pwegcnap ]
#64: ardgdwpng w{n pzczp*lde@nghagp]}




IGrypto | Image ”LInZIp |
HME B EHNGEL. (L AFHIHET: 30)

gw!r {ddneq @dpnwzgpchnzqapp_ *}

#X: (Fr8t: 780)

rxms {eeofr @eqoxahqgd%oarrqqg *}
synt {ffpgs @frpybire%pbssrr *]
tzoulggght @gsqzcjsf%qcttss *]
uvapv [hhriu _@htradktg%rduutt *}
vbawl{iisjv _@iusbeluh%sevvuu_ *}
worx {jjtkw @jvtcfmvi%tfwwvy *]
xdsy [kkulx @kwudgnwj%ugxxww *]

vetz [l lvmy @lxvehoxk%vhyyxx *}
zfua{mmwnz @mywfipyl%wizzyy *}
agvb{nnxoa @nzxgjqzmhx jaazz *]
bhwec {[ooypb @oayhkran%ykbbaa *}
cixd{ppzac @pbzilsbo%zlccbhb *}
djve{ggard @qcajmtcpb%amddcc *}
ekzf{rrbse @rdbknudg%bneedd *}
flag{ssctf @secloverfcoffee *]
gmbh {ttdug @tfdmpwfshdpggff *}
hnci {uuevh Bugengxgtbeghhgg *}
iodj{vvfwi @vhforyhu%friihh *]
ipek [wwgx | @wigpszivhgsjjii *]
kafl {xxhvk @xjhatajwhhtkkjj *}
lrem{yyizl @ykirubkx%iul lkk *}

mehn 2 iam x| icumrlw® fvmml | %]

32.Just-No-One

THEHTRER N .exeldfF, ZKGIRMEagE B ZEFTHI, FrLlRE, flaghi HILOVEREADINGEULAS



& setup - Binathlon 10 —

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

OF THE POSSIBILITY OF SUCH DAMAGES, OR ANY CLAIM BY A THIRD PARTY. 7. A
RENTAL. YOU MAY NOT LOAN, RENT, OR LEASE THE SOFTWARE. 7A. YOU MAY
SUBMIT THIS TO GET TEN POINTS =<0, 8. UPGRADES. IF

THE SOFTWARE IS AN UPGRADE FROM AN EARLIER RELEASE OR PREVIOUSLY
RELEASED VERSION, YOU NOW MAY USE THAT UPGRADED PRODUCT ONLY N
ACCORDANCE WITH THIS EULA. IF THE BINATHLON 10 SOFTWARE PRODUCT

IS AN UPGRADE OF A SOFTWARE PROGRAM WHICH YOU LICENSED AS A

SINGLE PRODUCT, THE BINATHLON 10 SOFTWARE PRODUCT MAY BE USED
ONLY AS PART OF THAT SINGLE PRODUCT PACKAGE AND MAY NOT BE
SEPARATED FOR USE ON MORE THAN ONE COMPUTER. 9. OEM PRODUCT
SUPPORT. PRODUCT SUPPORT FOR THE BINATHLON 10 SOFTWARE PRODUCT ™

i O I accept the agreement
(@ 1 do not accept the agreement

< Back Next = Cancel

33.Erik-Baleog-and-Olaf
TETRR—KE R, AwinhexdTHEE, ATLER—AE ML, hitp:/i.imgur.com/22kUrzm.png

BXAMHIEE A TR TR, (FEfQ) BHXLHKE R, X BRI Zbeyond compare, o] LAE 2| — 4
15

test.pyc | flag.zip DUDUDUDU-P"Q\
offset 0 1 2 3 4 5 6 7 8 %9 A B C D E F ANSI ASCII
0000e7e0 |21 B84 10 42 08 21 84 10 42 08 21 B84 10 42 08 21 !, B !, B !, B !
0o00e770 |84 10 42 08 21 84 10 42 08 21 &84 10 42 08 21 84 , B !, B !, B I,
Q000e780 |10 42 08 21 84 10 42 08 21 B84 10 42 08 21 B84 10 B !,B!,B !,
0o000e750 |42 08 21 84 10 42 08 Z1 &84 10 42 08 21 &4 10 42 B !, B !, B !, B
0000e7A0 |08 21 84 10 42 08 21 B84 10 42 08 21 B84 10 42 08 ' B !, B !, B
0o000e7B0 |21 &84 10 42 08 Z1 84 10 42 08 21 &84 10 42 08 21 !, B !, B !, B !
go00e7Cc0O |84 10 42 08 21 B84 10 42 086 21 B84 10 42 08 21 84 ., B !, B !, B !,
0000e7D0 |10 42 08 21 84 10 42 08 21 84 10 42 08 21 &84 10 B!, B!, B!,
Q000e7ED |42 08 21 B84 10 42 08 21 &84 10 42 08 21 B4 10 42 B !, B !, B !, B
0000e7F0 |08 21 84 10 42 08 Z1 84 10 42 08 21 B4 10 42 08 ! B!, B !, B
0000eB800 |21 B84 10 42 08 21 B84 10 42 08 21 B84 10 42 08 21 ', B !, B !, B !
0000es810 |84 10 42 08 21 84 10 42 08 21 &84 10 42 08 21 84 , B !, B !, B !,
0000e820 |10 42 08 21 84 10 42 08 21 B84 10 42 08 21 B84 10 B !,B!,B !,
0000es830 |42 08 21 84 10 42 08 Z1 &84 10 42 08 21 &4 10 42 B !, B !, B !, B
0000e5840 |08 21 84 10 42 08 21 84 10 42 08 21 B84 10 42 08 ' B !, B !, B
0000e850 |21 &84 10 42 08 21 84 10 42 08 21 &84 10 42 08 21 !, B !, B !, B !
0000eB8e0 |84 10 42 08 21 B84 10 42 08 21 B84 10 42 08 21 84 ., B !, B !, B !,
0000e870 |10 42 08 21 84 10 42 08 21 84 10 42 08 21 &84 10 B!, B!, B!,
0000eB8B0 |42 08 21 84 10 42 08 21 &84 10 42 08 21 B84 10 42 B !, B !, B !, B
0000eB850 (08 21 84 10 42 08 21 64 10 42 08 21 B84 10 42 08 ' B !, B!, B
000068R0 (21 c4 BB E7 FF 07 13 EC 56 32 AZ FF D& ec 00 00  !Aw»cgy ivi¢yel
0000eB8BO |00 23 74 45 58 74 68 €9 €E 74 00 e8 74 74 70 3A #tEXthint http:
000068c0 |2F 2F 69 2E 69 6D 67 75 72 2E 63 6F €D 2F 32 32 //i.imgur.ccm/22
0000eBD0 6B 55 72 7A 6D ZE 70 6E &7 0OE AF FD 3E 00 00 00 kUrzm.png ~v>
O000ES8SED |00 49 45 4E 44 AE 42 60 82 IENDEB ",



http://i.imgur.com/22kUrzm.png

° 10

SEO XHD R/EE WEW TEO FEH) AP,
@« 0.8 B ~ ‘; Qv‘@ @‘
IR =F 2= BE EBa | RE | AN BL g =
EA\IBA R misc\miscm X \33\45897 afad4f243d0a314e6b1e0a26fec\00000000.png v| [=Ad |E:\...\IﬂKﬁiﬁﬁmisc\misc%iB\S3\45BS?afaMf243d0331496b1 ela26fec\22kUrzm.png v ‘ [=hd
2019/10/8 12:21:30 26,857 1 ERSE v 640x480x 24 2019/10/8 13:02:40 29,520 5 BRI v 640x480x 24

B QR Research

e IED =80

ERBEE

) HEBE A %
1

00006840

00006850 21 B84 10 42 08 21 B84 10 42 08 21

00006860

O <

34.Py-Py-Py

35.Reverse-it

11 B (922.6,720.6)-(967 4,720.6)-(922 6,765 4)-{967 4,765 4)

TR TR-ARFIERM 20, binwalkthFE AR, BitwinhexE—T, W DR BEH T RESERZ

jpgHIC A LFFD8FF . B4ia@B AT, BHIANETREDR, winhexdig— 43X, RHFjpg
%X

Offset o1 2 3 4 5 & 7 8 %8 A B C D E F ANSI ASCII
0001CE0 D2 66 46 27 D2 23 23 F2 23 03 F2 93 93 93 13 F2 OfF'C##o# o™"™ o
0001c70 (76 27 Fe E2 33 77 E2 77 77 77 F2 F2 A3 07 47 47 v'd33wawwwoof GG
0001Cc80 86 22 D3 66 46 27 A3 37 EG6 C6 DE B7 02 64 44 25 {"OfF'£7=K0% dD%
0001Cc%0 |A3 66 46 27 C3 02 E3 22 03 E2 43 E2 53 02 56 27 £fF'A 3" ACis V'
0001CcR0 F6 34 02 05 D4 85 22 D3 B6 47 07 D6 87 A3 87 02 &4 4."09c O£t
0001CcBO (22 F2 16 47 56 D6 A3 37 E6 A3 56 26 F6 46 16 22 "o GVO£T7x£VedFE "
0001cc0o D3 87 A3 37 E6 C6 D6 87 02 16 47 56 DE 07 D6 87 0Oif£7=E0%f Gcvao Of
0001cD0 (A3 87 C3 02 E3 F3 22 46 93 36 B6 A7 36 45 E4 A7 £3A A4"F 6IS6EAS
0001CEQ (35 56 27 A7 84 96 86 56 34 07 D4 03 D4 53 75 22 5v'S§,—tv4 & Gsu”
0O01CFO D3 46 96 02 22 FB BB FE 22 D3 E6 96 76 56 26 02 OF- "f»p"0z—vVsa
0001DO0 |47 56 B6 36 16 07 B7 F3 ©3 00 F2 03 E2 13 F2 07 cvie $6A & 4 o
0001D10 16 87 F2 De Fée 36 EZ2 56 2eé Fe 46 1leé EZ2 37 Ee F2 t0086AVESE aT=xd
0001D20 F2 A3 07 47 47 86 09 %0 1E FF 00 00 00 00 Al 00 of GGt V i
goCcip3o 00O OO0 10 0O OO OO 40 0O 30 0OA B8C 00 00 0O 10 0O @ 0
0001Dp40 0O OO0 40 00 20 OA OO0 OO 10 00 10 OO0 00 00 30 0O @ 0
0001D50 (10 OA 30 00 00 23 03 A3 13 43 A3 03 13 02 23 23 0 # £ C£ F
0001Ded A3 03 03 A3 13 03 03 23 64 00 14 46 F& 26 56 02 £ £ #d Foev
0001D70 05 Be Fe 47 Fe 37 Be Fe 07 02 54 Ce 56 Dé 56 Eg6 teceTty TEVOVE

gooipgo 47 37 10 00 0O OO B84 0O OO OO 10 00 00 0O B4 00 @G7 o o
0001ps0 00O OO0 OO OO OO OO OA OO OO 00 10 OO0 OO0 OO0 40 00 @
0001DA0 |96 78 C8 00 00 00 41 00 00 00 20 00 23 10 27 00 -xE A !
0001DEBO (OO OO0 91 0O OO OO 20 OO 13 10 00 OO0 20 00 10 0O N

gooipco 00O OO 30 00 B2 10 Ae OO OO 00O 10 OO0 00 0O 50 0O 0, | E
0001ppo B1 10 26 00 OO OO 10 OO OO0 00 SO 00 A1 10 00 00 %= & E
g0C1lpEC 10 OO0 10 0O OO OO 30 OO 21 10 70 00 80 0O 00 0O 0! p€
0001DFO A2 00 D4 D4 00 00 66 96 87 54 2D 00 1E FF 00 00 ¢ &6 f—3T7- ¥
0001EOQ0 B4 00 B84 00 10 10 10 00 o4 54 &4 A4 01 00 OE FF , . d”d= ¥

0001E10 | BD FF v



WXHE AT, AREER, E-METHERRAR, MASE T, flagh: SECCON{6In_tex7}
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36.mysql
THER-AESHC, BRERRIEXHENEFERREFag, FBib_logfile0sc % Flflag,

=% B =
EiE BR xHER

torum, pzbd| B 2648e7d1 1cfba13d981 cehBesl cffcas. zipkd [H th_loz

7R =l .

5 feRE EET Wi [ E—
mysql 2019/10/8 17:43 - i
performance_schema 2019/10/8 17:43

|| debian-5.5.flag 2017/4/1211:42 ERFHATAXN

|| ib_logfileO 201 211:42 R

[ ib_logfile1 2017/4/12 11:42 P aEmEw TSRS R

|| ibdata1 201714/ 3
Ll mysql_upgrade_info 2017/4/1211:42 ae

211:42 [Jm&FS(c)

TRFFEH(D)

=5t B
[OF::1 @EEESE
OF R en v 00, ) Ot

O ENFEARE) . LERTT 1

oot 63ad
BBguestellac

1 ,, B0 4 OIS test 098 £6bc
1 B. £1ag71e55075163d5c6410c0d8eaed99c977 2L
e =57 =7 |

37.4433

38.4433
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TEMBEN —MRER, BEhttplinl LLF 2iflag, A RAERE



1..161.964498
1.. 161.964521
1.. 161.964644

1..161.977939
1.. 161.977985
1.. 161.977999
1..161.978e04
1. 161.978127
1.. 161.978135
1..161.978141
1.. 161.978145
1.. 161.978150

192.168.1.1e8
192.168.1.111
192.168.1.111

192.168.1.1e8
192.168.1.111
192.168.1.1@8
192.168.1.111
192.168.1.1@8
192.168.1.111
192.168.1.1e8
192.168.1.111
192.168.1.1@8

192.168.1.111 TC
192.168.1.168 TC
192.168.1.108 HT

192.168.1.111 TC
192.168.1.168 TC
192.168.1.111 TC
192.168.1.108 TC
192.168.1.111 TC
192.168.1.188 TC
192.168.1.111 TC
192.168.1.168 TC
192.168.1.111 HT

SEFHRE BE v O Ef*5 FiER v |fl4g
Ho. Tine Source Destination Pr

Options:

(12 bytes),

[SEQ/ACK analysis]
[Timestamps]
TCP payload (723 bytes)
Retransmitted TCP segment data (723 bytes)

No-Operation (NOP),

No-Operation (NOP)

0040
8050
0060
0070
0080
0090
00ae
eebe
eace
eoade
00e0
eofe
@lee
el11e

as
68
74
od
7a
ac
3a
38
2e
2f
be
69
39
65

36
70
3a
@a
69
69
34
30
30
68
2f
63
2c
70

50
28
20
55
6C
6e
35
31

af
48
31
73
6c
75
2e
3e
ea
6d
68
74
2t
2d

53
54
39
65
61
78
3e
31
41
6C
74
69
2a
4ac

54
54
32
72
2f
20
29
20
63
2c
6d
6f
3b
61

42 AR 38 0 Hosh

20
50
2e
2d
35
78
20
46

2f
2f
31
41
2e
38
47
69
65
7@
2b
2f
3d
67

63
31
36
67
30
36
65
72
70
7@
78
78
3e
75

6f
2e
38
65
20
sf
63
65
74
6C
6d
6d
2e
61

6e
31
2e
6e
28
36
6b
66

66
ad
31
74
58
34
6f
6f
20
63
2c
3b
ad
65

31
SE]
2e
3a
31
3b
2f
78
74
61
61
71
0a
3a

67
a8
31
20
31
20
32
2f
65
74
70
3d
41
20

2e
6f
L)
ad
3b
72
30
34
78
69
70
30
63
65
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CALLAL AL LA AL LALLAL AL LALLAL VAL LAL AL LALLALLALLAL LA LAL AL LALLALLALLALLAL LALLALLAL LA
GAGALALALALALALAL AL ALALALALALLALALALLALLALLALGALALLALLALLLALLALLALLLALLA
ALLALLALLALLALLALLALLAL AL LA LAL AL AL AL LAL AL LALLALLALLALLAL LALLALLALLALLAL AL LALLAL.
AAGAGALALALALALALLALLALLALLALLALLLAL,
0...A..A. AL AL LALLALLALLALLALLALLAL ;T L Le. .
e dALLALALLALLALLALLALLALLALLALLAL L

O LALLALLALLALLAL AL LAL VAL LALLAL AL AL LALLALLAL LA LAL AL LAL LALLALLALLALLALLALLAL LA
ALCALLALLALLAL AL LAL AL LAL LA LAL AL LA LALLALLALLAL LA LAL LALLAL WAL LALLAL LALLAL LAL LALLAL
CALLALLAL AL LALLALLAL AL LALLALLALLALLALLALLAL VAL LALLALLAL LA LAL VAL LALLALLALLALLALLALLA
ALLALLALLALLALLALLALLAL AL LA LALLALLAL LA LALLALLALLAL LA LAL AL LALLALLALLALLALLALLAL LA
ALLAL AL LA ALLALLALLAL AL LALLALLAL AL LAL LA LAL LA LALLALLALLALLALLALLAL AL LALLALLAL LA,
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ALLALALLALLALLALLAL
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Fro Mo cnodoncooottalenoccollosoooDe@oc e ofebio || o_c ..u.8&eu. }aC.RP1+.. f.18.
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