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import re
s = 'd4e8elfd4adf7elf3alebelf3fd4aladd4e8e5a0ebecele7ale9f3baadcdcdc3d4c6fbboelebb3e3b9edb3b7b7e2bbbledb2b6b9
num = re.findall('\w{2}"' ,s)
flag = "'
for i in num:
ch = chr(int(i,16)-128)
flag += ch

print(flag)
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from ast import literal_eval as make_tuple

from PIL import Image

f = open('flag.txt', 'r')

corl = [make_tuple(line) for line in f.readlines()]

f.close()
imgd = Image.new('RGB', (270, 270), '#ffffff')
k=0

for i in range(246):
for j in range(246):
imgo.putpixel ([i , j], corl[k])
k=k+1
imgo.save("result.png")
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#! /user/bin/env python
# -*-coding:utf-8 -*-
fromast import literal_ewval as make tuple

B wo% ~ B result.png

fromPIL import Image
f = open{'flag.txt', 'r'}
corl = [make_tuple(line)for line in f.readlines()])
f.close()
imgd = Image.new( RGE", (278, 27@), '#f{ffff')
k=8
for i inrangel(246):
for j inrange(246):
imge.putpixel ([i , j]., corl[k]}
k=k+1
img@.save("result.png”)
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import zipfile
import re
zipname = "C:\\Users\\19154\\Desktop\\"+"1.zip"
while True:
if zipname != "C:\\Users\\19154\\Desktop\\73168.zip":
tsl = zipfile.ZipFile(zipname)
#print tsl.namelist()[0]
res = re.search('[0-9]*',tsl.namelist()[0])
print res.group()
passwd = res.group()
tsl.extractall("C:\\Users\\19154\\Desktop\\", pwd=passwd)
zipname = "C:\\Users\\19154\\Desktop\\"+tsl.namelist()[0]
else:
print "find"
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python3 stegosaurus.py -x 58cadd8d8269455ebc94690fd777c34a.pyc
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#!/usr/bin/env python
#coding:utf-8
import re
#hex1l = 'AAAAAS6A69AA55A95995A569AA95565556" # # ©x8893CAS58
hexl = "AAAAA56A69AA556A965A5999596AA95656 "
def bintohex(sl):

s2 ="'

sl = re.findall('.{4}',s1)

print ('&—Ahex2FE:',s1)

for i in si:

s2 += str(hex(int(i,2))).replace('ex"',"'")

print ('ID:',s2)
def diffmgst(s):
sl =""
s = re.findall('.{2}',s)
cc = 'ol’
for i in s:
if 1 == cc:
sl += '@’
else:
sl += '1'
cc=1i # ZHMkbcc =1
print ('ZE52VIHHEEN: ", s1)
bintohex(s1)
def mgst(s): #REEHEBUIHRERD, TIEEES
mdict = {'5': '@@', '6': '@1', '9': '10', 'A': '11'}
al = ''.join(mdict[i] for i in s)
a2 = ''.join(mdict[i][::-1] for i in s)
print ('2UIHR@EL:  ',al )
print ('2VIXR#EG2: °,a2)
bintohex(al)
bintohex(a2)
if _name__ == '__main__"':
binl = bin(int(hex1,16))[2:]
diffmgst(binl)
mgst(hex1)
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19aaFYsQ0Kr+hVXEh12smALUQ5a767TsULEUeblSaiEo=[ root@localhost wireshark]# ppiinngg
bbaalidduu. .ccoomm

PING baidu.com (111.13.1681.288) 56(84) bytes of data.

64 bytes from 111.13.181.288 (111.13.101.208): icmp_seq=1 ttl=48 time=33.4 ms
64 bytes from 111.13.181.2088 (111.13.101.208): icmp_seq=2 ttl=48 time=32.1 ms
64 bytes from 111.13.181.2088 (111.13.101.208): icmp_seq=3 ttl=48 time=34.7 ms
64 bytes from 111.13.181.208 (111.13.181.208): icmp_seq=4 ttl=48 time=31.9 ms
o

--- baidu.com ping statistics ---

4 packets transmitted, 4 recelved, 8% packet loss, time 3837ms

rtt min/avg/mix/mdev = 31.921/33.867/34.784/1.155 ms

[root@localhglt wireshark]# ccaatt 33

# coding:utf-8
__author__ = "YFP*

from Crypto import Random

from Crypto.Cipher import AES

import sys

import basebd

Ml Wireshark - S - HTTP H@TFIE -

o EHE REER Hoo EE
274 10.1.10.61:8000 application/octet-stream 169 bytes flag.rar
566 per.da.netease.com applicationfx-www-form-urlencoded 528 bytes receiver
560 per.da.netease.com applicationfjson 12 bytes  receiver
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# coding:utf-8
__author__ = 'YFP'
from Crypto import Random
from Crypto.Cipher import AES
import sys
import base64
IV = '"OWERTYUIOPASDFGH'
def decrypt{encrypted):
aes = AES.new(IV, AES.MODE CBC, IV)
return aes.decrypt{encrypted)

def encrypt(message):
length = 16
count = len(message)
padding = length - {(count % length)
message = message + '\0' * padding
aes = AES.new(IV, AES.MODE CBC, )
return aes.encrypt{message)
str = 'this is a test'
example = encrypt(IV)
print(decrypt(example))
s='19aaFYsQQKr+hvX6hl12smAUQ5a767TsULEUebWSajEo="
flag=base64.b64decode(s)
print(decrypt(flag))|

R X e ARG B A 2R
s="19aaFYsQQKr+hVX6hI2smAUQ5a767TsULEUebWSajEo="

flag=base64.b64decode(s)

print(decrypt(flag))

# coding:utf-8 f root@ka
__author__ = 'YFP'

from Crypto import Random SCFHF) IREE(E) BE(V) MER(S) HIWT) MEENH
from Crypto.Cipher import AES : python 1.py

impert sys

import base64 pa: on n_Decrypt_Me}
IV = 'OWERTYUILOPASDFGH' e
def decrypt(encrypted)
aes = AES.new(IV, AES.MODE_CBC, IV)
return aes.decrypt(encrypted)

def encrypt (message)

length = 16

count = len(message)

padding = length - (count % length)
message = message + 'Y0° * padding

aes = AES.new(IV, AES.MODE_CBC, Iv)

return aes.encrypt(message)
str = "this i a test
example = encrypt(IV) /
print{decrypt{example))
=" 19aaFYsQQKr+hvEeh L 2smAUDSa767TsULEUebWSa
flag=basetd4.bbddecode(s)
print({decrypt(flag))
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test.py
B AT 4 B python XX
RIS 187 i base64

B 2fU1MmYyNWcyNmeyOTgyYjY4AMT c5NWMzZjc0ZzINzMyfGhibWc=

str = '"JY¥ygTOy' + 'coNycWNyYmM1UFE£'
import basesﬂ

def flagl():
code = str[::-3]
result = '’
for i in code:
s = ord(i) - 1

result += chr(ss)

print result[::-1]

def flag2():
code = str[::-2]
result = '’
for i in code:
s = ord(i) - 1

result += chr(ss)
print result[::-2]
def flag3|():
pass
# WARNING: Decompyle incomplete

flagl()
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dEFEE v | B% + DEgrls  =He - |
\ Tise Seurce Testination Frotssol  Length Tnfa
5227 34.548581 59.53.95.184 172.25.52.32 HTTP 1288 HTTP/1.1 288 OK (PHG)
= 988 17.579157 172.35.52.32 58.218.211.182 HTTP 1226 POST / HTTP/1.1 (PMG)
71 30.BETEL 172.25.52.32 58.218.211.182 HTTR 1213 POST / HTTR/1.1
IBT9 33.150944 124.165.215.187 172.35.52.32 HTTP 1156 HTTP/1.1 200 0K (tvext/html)
1818 19.165516 124.165.219. 187 172.35.52.32 HTTP 1151 HTTP/1.1 288 OK  {text/html)
3583 33. 260667 172.25.52.32 124.165.215.187 HTTP 581 POST /Pc=Userba=getmessnum HTTR/1.
1856 19.293911 172.25.52.32 124.165.219. 187 HTTP 961 POST /?c=UserBa=getmessnum HTTPS1.
3669 33.011672 172.35.52.32 124.165.219. 187 HTTP 891 GET /cfdadofe55a50b82 HTTP/1.1
1248 22961045 172.25.52.32 124.165.215. 187 HTTR 891 POST J2c=Userba=-getmessnum HTTP/L.
1113 28.225362 172.25.52.32 124.165.219. 187 HTTP B91 GET fupload HTTP/1.1
168 19.853381 172.25.52.32 124.165. 215,187 HTTR 891 GET /ddcB891b23147ba2l HTTP/1.1
3823 32.852678 58.218.211.1E2 172.25.52.32 HTTP B57 HTTP/1.1 288 OK (jsan)
Boundary: Yriyn------ WebkitFormBoundaryQAgP 14 FbEWY i YA\ r\n
» Encapsulated multipart part:
Boundary: Yrifeses.- WebKitFormBoundary9AgP14FBERY i YAd0Y r\n
» Emcapsulated multipart part:
Boundary: ria------ WebKitFormBoundary9agP 14FBEWY LY OB, r iR
» Encapsulated multipart part:
Boundary: Yriyn------ HehkltForﬁ:undarysbf]ﬂ-FDEH‘FL\'Mb\r'.n
» Encapsulated multipart part: (image/png)
Last boundary: Yrin------WebkitFormBoundary3AgP 14 fREWYiYASD--\rin
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00000090 Fé AC DC DC 6C 54 OD 80 1cC 61 BE 28 36 C4 9F 99 | o-UUlT € =
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Message

print bin(int(open("msg.txt","r").read(),16))[2:].replace("0",".").replace("1","#")

XANHA B8 4 B AI#I T 5 . RATIEX A F I Blnotepad++ 2, —HIBFARB/NEIR/D, REEFRABED
FIRAN, BREIRMGBEEH - ERAE., RERKEIHR: The flag is RCTF{ArEciBo_mEsSaGe}
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