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import string
from base64 import *
b=b64decode ("aWdxNDsINDFSOzFpalIlMW1liToO8w")

data=1list(b)

for k in range(0,200):
key=""
for i in range(len(data)):

key+=chr(ord(data[i])"k)

print (key)
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def get_base64 diff_value(sl, s2):
base64chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/"
res = 0
for i in xrange(len(sl)):
if s1[i] != s2[i]:
return abs(base64chars.index(s1[i]) - base64chars.index(s2[i]))
return res

def solve_stego():

with open('stego.txt', 'rb') as f:
file_lines = f.readlines()
bin_str = "'
for line in file_lines:
steg _line = line.replace('\n', ''")
norm_line = line.replace('\n', '').decode('base64').encode('base64').replace('\n’,
diff = get_base64_diff_value(steg_line, norm_line)

pads_num = steg _line.count('=")
if diff:
bin_str += bin(diff)[2:].zfill(pads_num * 2)

else:
bin_str += '@"' * pads_num * 2

res_str =
for i in xrange(©, len(bin_str), 8):

res_str += chr(int(bin_str[i:i+8], 2))
print res_str

solve_stego()
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from pwn import *
import rstr

import exrex

from time import sleep
import re

# conect to server
r = remote('misc.chal.csaw.io', 8001)

# Print the question string
print r.recvline()

# Counter
i=1

while True:
# Recieve the regex pattern
reg = r.recvline()[:-1]

print "%d ------- \n"%i
print reg
print *------- \n"

ans=rstr.xeger(reg).replace('\n',"'") # Remove newlines!

# ans=exrex.getone(reg).replace('\n',"'') # Another possible option
r.sendline(ans)

i+=1

sleep(0.2)
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RIBIEENEEROGERERR, 5HKNFELRlorum 91ctf_com 66

Ry -everse OxCC86365B
4 bytes: {8x65, 0xd7, Oxle, oxfo}

verification checksum: @xcc86365b (0K)

alternative: 0531728 (0K)

: @EVF7h (0DK)

2ysXnu (0K)

3y2iul (0OK)

: RoDrof [OK)

e: WQkoQX [[0K)

avuket | (0K)

do875V i (0K)

dSwk4B (0K)

forum JEETS]

go3DvF (OK)

ldpDP2 (OK)

réwktc (0K)

(0K) http

: andao_ahfer
alternative: S (0K}




- @xBCEE7EDS
bytes: {8xlc, 0xeb, 8xe5, 0x41}
erification checksum: O@xbcee7ed5 (0K)
lternative: 2VsYDo (OK)
lternative: 50TgnD (OK)
lternative: 7sQy7Y (OK)
lternative: 91lctf (0OK)
lternative: AVfsVk (OK)
hlternative: N5K u8 (0K)
hlternative: O0YyCje (OK)
hlternative: PgLPQi (OK)
lternative: aYulmn (OK)
lternative: c425Xo (0OK)
lternative: cePT4s (0K)
hlternative: dlzWsP (OK)
lternative: ptoSkx (0K)
lternative: rTzw3q (OK)
: rc32# python crc32.py reverse @xccca7e74
bytes: {8x3f, 0x09, 8x32, }
rerification checksum: @xccca7e74 (0K)
hlternative: 1Atmmb (0K)
hlternative: 6XsSGI (0K)
lternative: EXFyUM (0K)
hlternative: KWYIiC (0K)
lternative: Qme@jH5 (O0K)
lternative: Spkdxd (0K)
lternative: TilZRO (OK)
hlternative: Uub7HB (0K)
hlternative: ZfsjnA (0OK)
hlternative: cN30 z [(K)
lternative: [Hulss (0K)
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from Crypto.Cipher import AES
import base64

aes_instance = AES.new(b'weigongcun'.ljust(16, b'\@'), AES.MODE_ECB)
cipher = base64.b64decode('7SsQWmz524i/yVWoMeAIJA==")
plaintext = aes_instance.decrypt(cipher)

print(plaintext)

fromCrypto.Cipher import AES
import base&4

aes_instance = AES.new(b'weigongcun®.ljust(16, b*\@'), AES.MODE_ECRE)

cipher = basef4.b64decode('75s0WmZ5241/yWWoMeATIJA==")

plaintext = aes instance.decrypt{cipl root @kali: ~,
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Is|tr -d ' '|base64 -d

RI<p@<uk'2Pz1 KFANM r9HSL ainidexingzhuang>$ll{arGks!gb|5 /R i Hi3: 70, EAL RIS
YWluaWRleGluZ3podWFuZw

cat/545 200 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 74 94 22 42 91 23 {82 42 82 52 63 21 4222 73
21300 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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PHLINANANENE [ APQRENT TYPED FUFE CODR
LCEEELE] public _sktart

papa _stark: i "Flag{I_love cLEHEHCY,s0 I _want_to_share_it_with_ypou}
: mana dw Mehh, o6h, GG, Moi?, OoFB, OuwD, OeGF, Be6D, Oe6F ;
ext :ARBODABE dw 8x76, o5, B:5F, G063, OxhC, Oxh5, O«hD, Bxh5, OxhE
#t:Annanana dw @xhd, @x79, 020, @73, Oo6F, Ox«5F, 0«9, WeS5F, 077
ext:ARBADABE dw @x6l, @x6E, B:Th, Ox5F, 0«7k, Dx6F, O«5F, Bed3, D6l
ext:aBRABARA dw Bx6l, Bx72, Bx65, Ox5F, Ox69, OxTh, 0e5F, 0677, 0x69
xt:DpaABARA dw @x7h, Ou6B, Ox5F, 079, Ox6F, 0«75, 0«70, Dxh, O

flag{l_love_cLEMENCy,so_| want_to_share it with_you}
Keyes_secret
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ERTYMNBVCEXSWERFGRDXCVEMMNEVCDRTGHUTYUICUMWSKTRFVEWSXNEVCXSWERFGRDXCWVBZACQWDVERTYLIOUMILYE
ERFWSXCDEMNBVCDRTGHUWSXWSXCDEZAQWDVFRTRFVBWSX CDEQWERTYWSXZAQWDVFROQWERTYILUYHNBWWSXCL
QWDWVFROVGREDQWERTYGRDXCVBOWERTYXSWEF TYHNGRDXCVBTRFVBRFVGYHNWS XZ AQWDVFRWSXCDE, QWERTYG
WSXCDEWSXCWWSXCWOWERTYGRDXCVEBIUYHNBVOWERTYTRFVETGBN MUY ZAQWDWVFRWSXCFETGBNMIUTRFVETYLI
DYCVBEZAQWDVFRWSXCFEQWERTYMMEVC DRTGHUWSXCDEGRDXCVBTRFVEBTY LNIOIMWSXZ AQWDVFRCWVGREDQWERT
VGYHNWSXCDEQWERTYIUYHNEVTGBNMIUYMNBVC DRTGHUTYUIOIMOWERTYTGBENMIUYTRAVGOWERTYGRDXCVBTY
UYHNBYQWERTYTRFVGTGBNMIUYTGBNMIUZAQWDVFRWSXC FEQWERTYWSXZ AQWDVFROQWERTYTYUIOIMRFVGYHN)
GROXCVBWSXCVOWERTYEFVGYWDCFTTGENMIUYMNEVC DRTGHUMWSXCYWEXCFEQWERTY
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MIUYCVGREDMNBYC DRTGHUGRDXCVBXSWEF TYHNIUYHNBVOWERTYWS XZAQWDVE ROWERTYNBVCXSWERFMMNBVCE
BVILYHMBVWSKTGBNMILIYZACQWDVFRGRDXCYBWSXCVOWERTYIUYHNBWVWSXCDETYUICUMTY LN CUMWSXZA WDV R
C ?{:I BVCDRTGHUWSNCDEQWERTY GROXCVBMNEVCDRTGHUWSXCDEQWERTYEFVTTGENMIUYTGBNMIUMMNEVC DR
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